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1	Decision/action requested
It is proposed to approve the change described in this document.
2	References

3	Rationale
[bookmark: _Hlk99111327]Propose solution for Security for broadcast/groupcast communication of Ranging/SL positioning control.
4	Detailed proposal
************ START OF CHANGES************
[bookmark: _Toc136358754][bookmark: _Toc136358775]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[bookmark: definitions][2]	3GPP TS 23.586: "Architectural Enhancements to support Ranging based services and Sidelink Positioning".
[3]	3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".
[4]	3GPP TS 23.304: "Proximity based Services (ProSe) in the 5G System (5GS)".
[5]	3GPP TS 23.287: "Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X) services". 
[6]	3GPP TS 33.503: "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)".
[7]	3GPP TS 38.355: " NR; Sidelink Positioning Protocol (SLPP); Protocol Specification".
[8]	3GPP TS 33.536: "Security aspects of 3GPP support for advanced Vehicle-to-Everything (V2X) services".
[i1]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[i2]	3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".
[i3]					3GPP TS 33.501: "Security architecture and procedures for 5G system".
************ NEXT CHANGE************
6.X	Security for broadcast/groupcast communication of Ranging/SL positioning control
[bookmark: _Toc106364510][bookmark: _Toc122102886][bookmark: _Toc136358776]6.X.1	General
The security mechanism used to protect broadcast and groupcast messages are the same. Target UE, Located UE or Server UE need to get security keys used to protect broadcast/groupcast messages when they are in coverage. They do not have to be in coverage when they process the sending/receiving broadcast/groupcast messages. Based on the positioning technology used, the Target UE, Located UE, or Server UE can be either a Sending UE or Receiving UE.
A UE needs to be provisioned with a SideLink Positioning Group Key (SLPGK) and algorithm IDs to provide confidentiality and integrity protection for broadcast/groupcast messages. SLPGK is used to derive SideLink Positioning Traffic Key (SLPTK). From the SLPTK, SideLink Positioning Encryption KeyK (SLPEK) and SideLink Positioning Integrity Key (SLPIK) are derived. A UE can be provisioned with multiple PGKs, and each PGK is associated with an expiration time.
[bookmark: _Toc136358777]6.X.2	Security requirements
The 5G System shall support a means to provide confidentiality, integrity and replay protection of SL positioning signalling in groupcast.
The 5G System shall support a means to provide confidentiality, integrity and replay protection of SL positioning signalling in broadcast.
[bookmark: _Toc136358778]6.X.3	Security procedure over User Plane
[image: ]
Figure 6.X.3-1: Security for broadcast/groupcast communication of Ranging/SL positioning control over User Plane
0.	Sending UE and Receiving UE get the 5G SLPKMF address from the PCF of its HPLMN. If the UE is provisioned with the 5G SLPKMF address, the UE may access the 5G SLPKMF directly without requesting it from the PCF.
1.	The UE shall first establish a secure connection with the 5G SLPKMF. Security for the interface relies on Ua security if GBA specified in TS 33.220 [i1] is used (see clause 5.2.3.4) or Ua* security if AKMA specified in TS 33.535 [i2] is used (see clause 5.2.5.4 of TS 33.503 [6]).
 	The UE shall send a Key Request to the 5G SLPKMF, in which the Ranging/SL positioning APP ID and UE’s Security capabilities shall be included.
2.	The 5G SLPKMF of the UE shall check whether the UE is authorized to perform the required services, and if the UE is authorized, the 5G SLPKMF provides the broadcast/groupcast protection security materials to the UE through a Key Response, in which include one or multiple 3-tuples (SLPGK ID, SLPGK, expiration time). The 5G SLPGK may assign a group member to the UE to uniquely identify UE in a group.
3	The Sending UE selects a PGK that is not expired, and derives the SLPTK, and then the SLPEK and SLPIK. The SLPGK information, UE’s group member information and a nonce shall be used when SLPTK is derived.
4	The Sending UE protects the messages as described in clause 6.X.4, and sends the message.
5	The receiving UE uses the SLPGK ID provided in the message to select the locally stored SLPGK, derives the SLPTK, and further derives SLPEK and SLPIK using the same method as in step 3. Then, the receiving UE decrypt and verify the message as described in clause 6.X.4.
6.X.4	Message processing in sending and receiving UE
The format of SLPP message for Sidelink Positioning broadcast/groupcast is shown in the following figure.


Figure 6.X.4-1: SLPP message format for Sidelink Positioning broadcast/groupcast
The Sending UE performs the following operations:
-	Construct the message as shown in figure 6.X.4-1.
-	Select a valid PGK stored locally, generate the PTK using the PGK based on Group ID, Group member ID and Group key ID, and a nonce, and then generate PEK and PIK using the PTK.
-	If message integrity protection is enabled, calculate MAC of the message, otherwise the MAC field will be filled with all zeroes. The integrity algorithms specified in Annex D in TS 33.501 [i3] are used to calculate MAC.
-	If message confidentiality protection is enabled, encrypt the Payload and MAC. The ciphering algorithms specified in Annex D in TS 33.501 [i3] are used for the confidentiality protection.
The Receiving UE performs the following operations:
-	Select a locally stored PGK using the Group key ID in the received message, calculate PTK, PEK and PIK in the same way as sending UE based on the parameters in the received message.
-	If message confidentiality protection is enabled, decrypt the ciphertext.
-	If message integrity protection is enabled, verify integrity protection by checking the MAC of the message.
************ END OF CHANGES************
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