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1
Decision/action requested

It is proposed to approve this pCR to update clause 6.5.Y2e.n on revocation in RNAA living document.
2
References

[1]
3GPP TR 33.884 "Study on security of application enablement aspects for subscriber-aware northbound API access"
3
Rationale

This pCR proposes revocation method. If a resource owner revokes an authorization, AEF shall be informed about the revocation and store the revocation information, otherwise AEF may accept a revoked token of which expiration time has not passed. In addition, to minimize AEF impacts which is captured in the conclusion of TR 33.884 [1], AEF needs to maintain the revocation information until the expiration time of the token.
4
Detailed proposal

*** BEGIN of 1st CHANGE ***
6.5.Y2e.n
Revocation

A resource owner can revoke an authorization by using the same method as granting the authorization. API Exposing Function shall be informed about revocation (e.g., token itself or identifier of the token with expiration time) from the CCF/AUF if a resource owner revokes the authorization. AEF does not need to maintain the revocation information after the expiration time of the revoked token. Before responding to API invoker's API invocation request, AEF shall check whether the token presented by API invoker is revoked or not.

