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1
Decision/action requested

It is proposed to approve this pCR to add new annex on token claims in RNAA living document.
2
References

[1]
3GPP TR 33.884 "Study on security of application enablement aspects for subscriber-aware northbound API access"

3
Rationale

This pCR proposes to add a new Annex on token for RNAA. It was concluded in TR 33.884 [1] to use OAuth 2.0 token based mechanism for RNAA, where a resource owner shall be able to revoke authorization at any time. 
There is a case where after a resource owner requests to revoke an authorization which was given to an API invoker for an API, the resource owner gives re-authorization to the API invoker for the same API. In this case, expiration time alone may not gurantee the uniquess of the token.
For example, let's consider expiration time of a token is managed on a day-by-day basis. Also, let's assume that a resource owner gives an authorization, requests a revocation, and gives a re-authorization at the same day. Then, the token issued as a result of 1st authorization (token_A) is the same as the token issued as a result of 2nd authorization (token_B). In this case, the AEF, which was informed about revocation on the token_A, will reject the valid token_B because the AEF was not informed about the generation of the token_B.

Therefore, the token for RNAA shall include a value to identify the token uniquely.
4
Detailed proposal

*** BEGIN of 1st CHANGE ***
6.5.Y2e
Authentication and authorization for RNAA

6.5.Y2e.1
General 

The authorization for RNAA shall use token based authorization using oauth2 framework. The API invoker has the role of the OAuth client. The CCF has the role of the OAuth authorization server. The AEF has the role of the resource server. 

The access tokens used for RNAA shall contain the resource owner identity claim and other claims as defined in Annex C.2.X. Within the token, GPSI is used as identifier. To avoid privacy issues, GPSI shall be different from MSISDN, SUPI etc. AEF should do the authorization check to the API invocation request containing the token against the claims including the resource owner identity. As the claim in the token includes resource owner identity, there is no need for additional UE authentication in API invocation. Moreover, the token should be able to restrict the API invoker to a specific resource (e.g., location, QoS, PDN connectivity status). For Oauth flows involving redirection, authentication between CCF/AUF and UE should be performed after API Invoker redirects the UE to CCF/AUF. Based on the operator's policy, mutual authentication between resource owner and CCF/AUF can be performed. The authentication method is up to operator policy (e.g. an already deployed mechanism, or AKMA, or GBA).

In case of an external AF (i.e., not the application on the UE) as API invoker, for mutual authentication of API invoker AF and API exposing function, TS 33.122 [5] is reused.

*** BEGIN of 2st CHANGE ***
C.2.X
Token claims for RNAA
The access token for RNAA shall convey the following claims.

Table C.2.X-1: Access token standard claims for RNAA
	Parameter
	Description

	exp
	REQUIRED. The expiration time of the access token.  Implementers MAY provide for some small leeway, usually no more than a few minutes, to account for clock skew (not to exceed 30 seconds).

	client_id
	REQUIRED. The identifier of the API Invoker making the API request as previously established with the CAPIF Core Function through onboarding.

	scope
	REQUIRED. A string containing a space-delimited list, comprising of the following as scopes associated with this token:

-  List of Services for the AEF (e.g. “AEF:Service1,Service2,Service3,...,ServiceX)

	resource_owner_id
	REQUIRED. GPSI of the UE

	token_id
	REQUIRED. The identifier of the token


The ‘exp’and ‘scope’ parameters of the access token shall be determined by the CCF/AUF based upon the client_id of the API Invoker and scope provided in the Access Token Request message.

The scope parameter ‘List of Services for the AEF’ shall contain a full or partial list of services which the API Invoker is permitted to access at the AEF.
The resource_ower_id parameter 'GPSI' shall be different from MSISDN or SUPI. The API invocation response shall be limited to the resources owned by the UE of which identifier is the GPSI in the access token.
The token_id parameter shall be unique to handle the revocation of the token.
