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*** 1st CHANGE ***
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*** 2nd CHANGE ***
[bookmark: _Toc98509742]Annex N (normative): 
IMS media plane security interworking for WebRTC access to IMS and IMS data channels
[bookmark: _Toc98509743]N.1	General
This annex describes the additional IMS media plane security features that are necessary to support WebRTC IMS Clients access to IMS as well as IMS data channels.
[bookmark: _Toc98509744]N.2	Media security for RTP
[bookmark: _Toc98509745]N.2.1	General
According to IETF RFC 8826  [39], all RTP traffic generated or received by a WebRTC client shall be protected with SRTP, using DTLS-SRTP [40, 41] as the key management protocol. This means that if a WebRTC IMS Client is supposed to be able to communicate with existing IMS endpoints (e.g. IMS UE or PSTN GW), DTLS-SRTP and SRTP shall be terminated at an intermediate node.
This clause describes the additional procedures and interface extensions required to support end-to-access-edge (e2ae) security for RTP using DTLS-SRTP and SRTP.
[bookmark: _Toc98509746]N.2.2	e2ae security for RTP using DTLS-SRTP
E2ae protection of RTP using DTLS-SRTP is similar to e2ae protection of MSRP using TLS/TCP and the session establishment procedures are therefore largely the same. In both cases certificate fingerprints need to be exchanged over SDP and the media has to be anchored in IMS by inserting a gateway on the media path. Similarly as for e2ae protection using SDES and TLS, the signalling path between the WebRTC IMS Client and the eP-CSCF needs to be secured.
Figure N.2.2-1 shows the originating procedure for e2ae protection of RTP using DTLS-SRTP. The terminating procedure is similar and is not shown here. Note that no assumption is made on the interface between the WebRTC IMS client and the eP-CSCF except that it is SDP based and integrity protected.
Since only e2ae security is supported at the moment, the WebRTC IMS Client is required to include the indication "e2ae-security requested by UE" in every offer it creates.
It is assumed that the eP-CSCF is aware of the fact the IMS UE is a WebRTC IMS Client and automatically applies e2ae security for terminating calls.  Therefore, unlike the existing e2ae security for RTP and MSRP, there is no need for the IMS UE to explicitly indicate support of e2ae security during registration.
NOTE: Void
The DTLS-SRTP profile to use is described in Annex O of this document.
[image: ]
Figure N.2.2-1: E2ae protection of RTP based on DTLS-SRTP
[bookmark: _Toc98509747]N.3	Media security for WebRTC and IMS data channels
[bookmark: _Toc98509748]N.3.1	General
This clause describes how end-to-access-edge (e2ae) and end-to-end (e2e) security is achieved for WebRTC Data Channels (see IETF RFC 8831 [SS]IETF RFC 8832  [42], IETF RFC 8841 [XX], and IETF RFC 8864 [DD]). In addition the end-to-DC-edge (e2DCe) security is specified. The end-to-DC-edge (e2DCe) is defined to be the path between the UE and DCMF. 
WebRTC-compatible browsers use SCTP over DTLS as transport protocol for peer-to-peer data. A WebRTC Data Channel is defined as two unidirectional SCTP streams, one in each direction, which are managed together as a single entity (see IETF RFC 8831 [SS]IETF RFC 8832  [42]).  The application protocol which runs on top of the WebRTC Data Channel is not specified and the JavaScript is free to implement any protocol it requires.
The application protocols that a WebRTC IMS Client may need to support are MSRP, BFCP, T.140, and T.38. A DCMTSI IMS Client [35] also supports the unspecified application protocol approach used by WebRTC Data Channel with, for example, a related web page and JavaScript handling the needed transmission and protocol format actions.
Figure N.3.1-1 shows the common protocol stack and the required protocol translation for a WebRTC IMS Client, where the WebRTC Data Channel stack is not used in IMS core network or towards the peer. The transport protocol that the IMS-AGW applies on the remote side (marked X in the figure) depends on the application protocol. For MSRP and BFCP X=TCP, for T.140 X=RTP/UDP, and for T.38 X=UDPTL/UDP. In general, the IMS-AGW will forward the application protocol messages transparently. The only exception is MSRP messages which contain IP address information and therefore needs to be re-written by the IMS-AGW. This can however be avoided if both endpoints support the MSRP CEMA extension [24].
T.140 (real-time text) and T.38 (fax) are included here for sake of completeness. These are legacy protocols and are not expected to be commonly used.
Editor’s Note: The final list of supported application protocols (e.g., MSRP, BFCP, T.140, and T.38) is to be decided by CT groups.
[image: ]
Figure N.3.1-1: Protocol stack for WebRTC IMS Client (WIC) Data Channels
Figures N.3.1-2 and N.3.1-3 are based on TS 23.228 [3] and show two examples of the protocol stack used by DCMTSI [35] Clients. Figure N3.1-2 shows a protocol stack for the HTTP proxy configuration mode for the Bootstrap Data Channel or Application Data Channel in case DCMF is anchoring DTLS.


[bookmark: _Hlk134616601]Figure N.3.1-2: Protocol stack for IMS bootstrap data channels
Figure N.3.1-3 shows protocol stack for the UDP proxy configuration mode for the Application Data Channel case, providing a Person2Application/Application2Person/Person2Person Data Channel Application.


Figure N.3.1-3: Protocol stack for P2P/P2A/A2P IMS application data channels without DCMF 

[bookmark: _Toc98509749]N.3.2	e2ae security for WebRTC data channels
E2ae security for WebRTC Data Channels for a WebRTC IMS Client (WIC) is achieved in the same way as e2ae security for MSRP over TLS/TCP.  In both cases certificate fingerprints need to be exchanged over SDP and the media has to be anchored in IMS by inserting a gateway on the media path. To ensure the integrity of the certificate fingerprint the signalling path is assumed to be protected.
Figure N.3.2-1 shows the originating procedure for e2ae protection of WebRTC Data Channels. The terminating procedure is similar and is not shown here. Note that no assumptions are made on the interface between the WebRTC IMS Client and eP-CSCF except that it is SDP -based and integrity protected.
Since only e2ae security is supported at the moment for WebRTC IMS Client (WIC), the WebRTC IMS Client is required to include the indication "e2ae-security requested by UE" in every offer it creates. 
It is assumed that the eP-CSCF is aware of the fact the IMS UE is a WebRTC IMS Client and automatically applies e2ae security for terminating calls.  The P-CSCF is aware of a DCMTSI client, based on the IMS data channel media feature tag used by the DCMTSI client during registration. Therefore, unlike the existing e2ae security for MSRP over TLS/TCP, there is no need for the IMS UE to indicate support of e2ae security during registration.
[image: ]






[bookmark: _Hlk134621063]Figure N.3.2-1: E2ae protection of WebRTC Data Channels 
NOTE 1:	The method for negotiating the application protocol (e.g. MSRP) and configuring the WebRTC Data Channel (e.g. setting stream identifiers, choosing between reliable or unrealiable transmission, etc) is defined in the corresponding stage 3 specification, e.g., based on IETF RFC 8832 [42] or IETF RFC 8864 [DD].   
NOTE 2:	From a security perspective, it is safe to multiplex several WebRTC Data Channels (e.g. one for MSRP and one for BFCP) on top of a single SCTP association and DTLS connection.  However, there may be other, non-security related reasons that prevent this option.
NOTE 3:	IMS Data Channel (DCMTSI) clients use a=dcmap lines from IETF RFC 8864 [DD] in SDP, in addition to the SDP lines indicated above, while WebRTC clients do not. See also Figure N.3.X-1.

N.3.Y	e2DCe security for IMS data channels
For DCMTSI clients using IMS data channel media, e2DCe security is achieved by anchoring DTLS in Data Channel Media Function (DCMF) while IMS Access GW is anchoring UDP but transparently letting through layers above UDP, to avoid unnecessary DTLS decryption/encryption operations, but otherwise handling certificates and fingerprints as above. See Figure N.3.1-2.
For IMS data channel (DCMTSI) clients, both e2DCe and e2e security shall be supported for IMS data channels and e2ae security support may be included in SDP offers and answers.

N.3.X	e2e security for IMS data channels
E2e security for IMS Data Channels for DCMTSI clients is achieved in a similar way as for e2DCe security. See clause N.3.Y. In both cases, certificate fingerprints need to be exchanged over SDP between the peers and certificates are exchanged through DTLS handshake in-band on the media path. The media may be anchored in IMS by inserting a gateway on the media path. To ensure the integrity of the certificate fingerprint, the signalling path is assumed to be protected.


Figure N.3.X-1: E2E protection of IMS Data Channels


*** END OF CHANGES ***
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