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1	Decision/action requested
It is proposed to approve the changes to the living document to TS 33.122.
2	References
[1]	S3-23XXXX: "SNAAPPY CR baseline."
3	Rationale
It is proposed to add clarification and specification for the security mechanisms for the RNAA to the living document of resource owner aware northbound access to APIs [1]. 
4	Detailed proposal

*** Start of 1st Change ***
5	Functional security model
5.1	General functional security model
Figure 5-1 shows the functional security model for the CAPIF architecture. The interfaces CAPIF-1, CAPIF-1e, CAPIF-2, CAPIF-2e, CAPIF-3, CAPIF-4, CAPIF-5, CAPIF-3e, CAPIF-4e, CAPIF-5e, CAPIF-7 and CAPIF-7e are defined in 3GPP TS 23.222 [3] and support the CAPIF functionality defined in 3GPP TS 23.222 [3]. CAPIF-1, CAPIF-2, CAPIF-3, CAPIF-4, CAPIF-5 and CAPIF-7 are interfaces that lie within the PLMN trust domain while the CAPIF-1e , CAPIF-2e, CAPIF-3e, CAPIF-4e, CAPIF-5e and CAPIF-7e interfaces are CAPIF core and AEF access points for API Invokers outside of the PLMN trust domain.
Security for the CAPIF-1, CAPIF-2, CAPIF-3, CAPIF-4, CAPIF-5 and CAPIF-7 interfaces support TLS and are defined in subclauses 6.2, 6.4 and 6.6 of the present document. Security for the CAPIF-1e,  CAPIF-2e and CAPIF-7e interfaces support TLS, and are defined in subclause 6.3, subclause 6.5, and subclause 6.9 respectively.
Security for the CAPIF-3e, CAPIF-4e and CAPIF-5e interfaces support NDS/IP security to secure communication between different IP security domains. This avoids multiple secure connections between API provider domain and CAPIF core domain by leveraging the NDS/IP security procedures specified in TS 33.210 [2].
Authentication and authorization are required for both API invokers that lie within the PLMN trust domain and API invokers that lie outside of the PLMN trust domain. For an API invoker that is outside of the PLMN trust domain, the CAPIF core function in coordination with the API exposing function utilizes the CAPIF-1e, CAPIF-2e and the CAPIF-3 interfaces to onboard, authenticate and authorize the API invoker prior to granting access to CAPIF services. Security flow diagrams for onboarding security, CAPIF-1e security and CAPIF-2e security can be found in Annex B. When the API invoker is within the PLMN trust domain, the CAPIF core function in coordination with the API exposing function perform authentication and authorization of the API invoker via the CAPIF-1, the CAPIF-2 and the CAPIF-3 interfaces prior to granting access to CAPIF services. Authentication and authorization of API invokers (both internal and external to the PLMN trust domain) is specified in clause 6 of the present document.


Figure 5-1: CAPIF functional security model 
5.2	Functional security model supporting RNAA
Figure 5.2-1 shows the functional security architecture of CAPIF when RNAA is supported.  The authorization function itself is a part of the CCF. The Oauth client and the CCF shall communicate using https.
Same security mechanisms specified in subclause 5.1 are used for the CAPIF-3, CAPIF-4 and CAPIF-5 interfaces. Security mechanism for CAPIF-8 is out of scope of the present document. Security mechanisms for CAPIF-1, CAPIF-1e, CAPIF-2 and CAPIF2-e interfaces support TLS and are defined in subclauses 6.2, 6.3, 6.4 and 6.5, respectively. 




Figure 5.2-1: CAPIF supporting RNAA functional security model 
Editor's note: the above figure will need alignment with SA6.
*** End of 1st Change ***

*** Start of 2nd Change ***
6.3	Security procedures for CAPIF-1e reference point 
6.3.1	Authentication and authorization
[bookmark: _Toc19544229]6.3.1.1	General
For authentication of the CAPIF-1e reference point, mutual authentication based on client and server certificates shall be performed between the CAPIF core function and the API invoker, using TLS.
Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [2], subclauses 6.1.3a and 6.1.4a. The structure of the PKI used for the certificate is out of scope of the present document. 
TLS [9] shall be used to provide integrity protection, replay protection and confidentiality protection for CAPIF-1e interface. The support of TLS on CAPIF-1e interface is mandatory. Security profiles for TLS implementation and usage shall follow the provisions given in TS 33.310 [2], Annex E.
[bookmark: _Toc19544230]6.3.1.2	Security method negotiation
The API invoker and the CAPIF core function shall negotiate a security method that shall be used by the API invoker and the API exposing function for CAPIF-2e interface authentication and protection. After successful mutual authentication on CAPIF-1e interface, based on the API invoker's subscribed service APIs, access scenarios (whether the API invoker access the AEF prior to service API invocation or upon the service API invocation) and AEF capabilities, the CAPIF core function shall choose the security method and sends the chosen security methods along with the information required for authentication of the API invoker at the AEF to the API invoker. The information may include the validity time of the CAPIF-2e credentials. This is depicted in figure 6.3.1-1.
Pre-conditions:
1.	The API invoker is onboarded with the CAPIF core function.


Figure 6.3.1-1: Selection of security method to be used in CAPIF-2/2e reference point
1.	Mutual authentication based on client and server certificates shall be established using TLS between the API invoker and the CAPIF core function. The client certificate that was provided to the API invoker as the result of successful onboarding is used based on the description in subclause 6.1 of the present document.
2.	The API invoker may send CAPIF-2/2e security capability information to the CAPIF core function in the Security Method Request message, indicating the list of security methods that the API invoker supports over CAPIF-2/2e reference point for each AEF.
3.	The CAPIF core function shall select a security method to be used over CAPIF-2/2e reference point for each requested AEF, taking into account the information from the API invoker in step 2, access scenarios and AEF capabilities.
4.	The CAPIF core function shall send Security Method Response message to the API invoker, indicating the selected security method for each AEF, any security information related to the security method. The API invoker shall use this method in the subsequent communication establishment with the API exposing function over CAPIF-2/2e reference point, as described in subclause 6.5 of the present document.
[bookmark: _Toc19544231]6.3.1.3	API discovery
After successful authentication between API invoker and CAPIF core function, the CAPIF core function shall decide whether the API invoker is authorized to perform discovery based on API invoker ID and discovery policy.
[bookmark: _Toc19544232]6.3.1.4	Topology hiding
When topology hiding is enabled, the CAPIF core function shall respond to service APIs discovery requests with AEF information, which exposes the service API and acts as topology hiding entity.
6.3.Z2e	Authentication and authorization for RNAA
If the API invoker is an AF, the mechanisms specified in clause 6.3.1 shall be followed. 
If the API invoker is an application running on the UE, TLS shall be used. The authentication between the UE and CCF is out of scope of the present document.
Identification of API invoker type by the CCF is out of scope of the present document. 
*** End of 2nd Change ***

*** Start of 3rd Change ***
6.5	Security procedures for CAPIF-2e reference point 
6.5.Y2e	Authentication and authorization for RNAA
6.5.Y2e.1	General 
The authorization for RNAA shall use token based authorization using oauth2 framework. The API invoker has the role of the OAuth client. The CCF has the role of the OAuth authorization server. The AEF has the role of the resource server. 
The access tokens used for RNAA can contain the resource owner identity claim and other claims. Within the token, GPSI is used as identifier. To avoid privacy issues, GPSI needs to be different from MSISDN, SUPI etc. AEF should do the authorization check to the API invocation request containing the token against the claims including the resource owner identity. As the claim in the token includes resource owner identity, there is no need for additional UE authentication in API invocation. Moreover, the token should be able to restrict the API invoker to a specific resource (e.g., location, QoS, PDN connectivity status). For Oauth flows involving redirection, authentication between CCF/AUF and UE should be performed after API Invoker redirects the UE to CCF/AUF. Based on the operator's policy, mutual authentication between resource owner and CCF/AUF can be performed. The authentication method is up to operator policy (e.g. an already deployed mechanism, or AKMA, or GBA).
In case of an external AF (i.e., not the application on the UE) as API invoker, for mutual authentication of API invoker AF and API exposing function, TS 33.122 [5] is reused.
Based on the token request parameters and the capability of the CCF and AEF, one of the OAuth flows specified in subclauses 6.5.Y2e.x1, 6.5.Y2e.x2 and 6.5.Y2e.x3 shall be used.
The resource owner can be the user of the UE or the owner of the subscription depending on the use case and regulations. The present document does not specify the resource owner, but the resource owner ID is specified as the GPSI of the corresponding UE if the resource is related to a UE. 
6.5.Y2e.2	Authorization using oauth … flow
Editor's note: this clause describes authorization making use of the relevant oauth flow. Additional subsubsubclauses may be added for additional oauth flows.
6.5.Y2e.x1	Authorization using oauth client credentials flow
For the authorization of the API invoker by the AEF, the OAuth 2.0 token mechanism with client credentials flow shall be used as specified in clause 6.5.2.3. The API invoker first shall send an access token request to the CCF. The access token request may include the resource owner ID or an indication of accessing to the API invoker’s own resources. If the resource to be accessed is related to a UE, the resource owner ID is the GPSI of the UE. If there is no resource owner ID in the token request nor an indication about accessing own resources, the CCF can determine the resource owner ID as the API invoker ID. The API invoker ID shall be obtained during the authentication of the API invoker by the CCF. The CCF shall check whether the API invoker is entitled to consume the API and allowed to access the resources of the resource owner, by using authorization information stored in the CCF. If the request includes a GPSI, the API invoker is a UE and the GPSI is not equal to the API invoker ID, then the CCF shall reject the request. If the authorization check is successful, the CCF shall include the resource owner ID in the scope claim and the API invoker ID in the ClientID claim of the token. The token shall also include an indication about whether resource owner authorization has been considered by the CCF. The API exposing function should check the indication and limit the access scope to the resource owner ID. If there is no indication in the token, the API exposing function should perform further AEF specific authorization checks to ensure that the API invoker is allowed to access resources of the resource owner ID. 
NOTE 1: How to get the authorization from the resource owner and store it in the CCF is out of scope of the present document. While this can be obtained by the MNO from the resource owner in advance, it can also be done when the API invoker needs resource owner authorization and requests the resource owner to inform the MNO, by redirecting the resource owner to the MNO backend system or following other out of band mechanisms.
NOTE 2: In the case that the API invoker is an application on the UE, authentication and authorization of the application by the UE is out of scope of the present document. 
6.5.Y2e.x2	Authorization using oauth authorization code flow 
The authentication of the resource owner by the CCF is out of scope of the present document. The CCF shall be able to identify the GPSI as the resource owner ID, by using a mechanism not specified in the present document. The CCF shall check whether the resourse owner is entitled to use RNAA for the requested API, by using configured information in the CCF. How this information is configured or provisioned to the CCF is out of scope of the present document. If the resource owner is not entitled to use this feature, then the CCF shall reject the authorization code request. The CCF shall store the GPSI and the returned authorization code. If the API invoker that requests a token is an application on a UE, the CCF shall be able to learn the GPSI of the UE that hosts the API invoker and reject the request if the GPSI of the API invoker is different than the GPSI of the resource owner. The CCF shall include the GPSI in the scope claim of the token. The token shall also include an indication about whether resource owner authorization has been considered by the CCF. The API exposing function should check the indication and limit the access scope to the resource owner ID. If there is no indication in the token, the API exposing function should perform further AEF specific authorization checks to ensure that the API invoker is allowed to access resources of the resource owner ID. The AEF shall restrict the API requests to resources owned by the resource owner identified in the token claims. Token verification shall be performed as described in 6.5.2.3 step 7. 
6.5.Y2e.x3	Authorization using oauth authorization code flow with PKCE
Same additional steps specified in subsclause 6.5.Y2e.x2 shall be followed in addition to the PKCE flow. 
*** End of 3rd Change ***
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