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***	START OF CHANGE	***
[bookmark: _Toc139039211][bookmark: _MCCTEMPBM_CRPT19410011___2]6.2	Solution #2: Authorization and Authentication of ML model transfer 
[bookmark: _Toc139039212]6.2.1	Introduction
The solution proposed below protects AI/ML models between the entity which produces the ML model or stores the ML model in ADRF and the entity which consumes the model (NFc). In this solution, an authorization token is used by ADRF to verify that the NFc is allowed to access the ML model. 
[bookmark: _Toc139039213]6.2.2	Solution Details

[image: 图示

描述已自动生成]
Figure 6.2.2.1-1 Secure ML model transfer
1)	The MTLF trains the ML model and sends ML Model to the ADRF by invoking the Nadrf_DataManagement_StorageRequest (ML Model) service operation. Along with Model. Metadata of the model is also sent for each model, e.g., ML model ID, analytics ID, Vendor ID, MAC or SHA256 Signature of the Binary of the application, environment required for ML model execution, URL/link to retrieve configuration, and secrets, and/or a signing key, certificate to generate authentication credentials. The NWDAF containing MTLF generates a security context for protecting the ML model information using a logical function or named network function NKGC. MTLF may send an ML model encrypted using a symmetric key (e.g., AES key) before the storage. The security context consists of an encryption key Kenc, an integrity key Kint, and the corresponding security algorithm(s) for encryption and integrity protection. The NWDAF containing MTLF uses the encryption key Kenc and integrity key Kint. to protect the ML model and related information. The NKGC stores the security context.
2.	ADRF stores the ML model and response as per TS 23.288 [5], except that the ADRF stores the ML model. Data may be stored in the ADRF as per clause 5B.1 in TS 23.288 [5].
[bookmark: _MCCTEMPBM_CRPT19410014___2]NOTE 1: 	Key handling such as key refresh and revocation is outside of the scope of this solution and not addressed in this solution.
3.	Consumer, e.g., NWDAF/ANLF, contacts the NRF and requests an access token using existing procedures in 33.501 [2]
4.	NRF sends an access token along with MTLF ID using existing procedures per TS 23.288 [5]. According to TS 29.510 [8], An NWDAF can add Nnwdaf_MLModelProvision_Subscribe service operation in "allowedOperationsPerNfType" and/or "allowedOperationsPerNfInstance" for specific NF type and/or specific instance ID of the Consumer, and register its NF profile to NRF. When an NF Service Consumer requests an access token for the Nnwdaf_MLModelProvision_Subscribe to retrieve AI/ML models, the NRF grants the access token if Nnwdaf_MLModelProvision_Subscribe is present in either "allowedOperationsPerNfType", for the NF type of the NF Service Consumer, or in "allowedOperationsPerNfInstance", for the instance ID of the NF Service Consumer. MTLF knows the NF instance IDs of the AnLF as per existing procedures in 23.288[5] (e.g. through OAM).
5.	The consumer uses Nnwdaf_MLModelProvision service operation for ANLF receives ML model ID based on analytics ID and ADRF id to retrieve ML model. 
6.	MTLF verifies the access token received in step 3. MTLF may send the encryption key used in step 1 to encrypt the ML model, which is stored in ADRF. MTLF also sends one-time credentials to access the ML model from ADRF. One-time credentials may include 
a.	Nonce, which is shared in step 1 as part of the metadata OR
b.	MAC or Hash of a binary or random number shared in step 1 as part of the data OR
c.	A signing key as a private key of the. The public part is passed in step 1 OR
d.	MTLF uses it is signing key to generate the credentials, e.g., a JWT token or a certificate. 
NOTE 2: One-time credentials can be used to limit the number of accesses from the consumer NF. The one-time credential may be used as a regular authorization token for accessing the ML model multiple times, i.e., not only once, as the name suggests otherwise.
7.	Consumer of the ML model, e.g., ANLF, uses the ADRF service procedure to request the ML model. It also sends a one-time credential received in step 6.
8.	ADRF verifies the one-time credentials (as specified in step 6). If the access token verification is successful, the ADRF provides the stored model to the consumer NF.
[bookmark: _Toc139039214]6.2.3	Evaluation
As per key issue 3, "the ADRF itself cannot be considered as a fully trusted entity storing the sensitive AI/ML data models ML models may be stored in the public cloud for storage". The solution proposes to address this issue that ADRF can not be a fully trusted entity, The solution presents the E2E encryption approach where the consumer and ML model owner can access ML models in clear text. 3rd party public cloud will not have access to the ML model, whose sole purpose is to store the model/files. E2E encryption prevents leakage of IP, i.e., cloning, copying, or internal ML models details by heuristics. in single vendor and multi-vendor environments; furthermore, when ML models are not encrypted, they are cloned ML models may lead to revenue loss or advantage to a competitor. E2E encryption provides security guarantees not provided by just transit security or access level controls to the database.
This solution assumes protection of ML model is vendor specific. ML model storage is done using existing procedures in TS 23.288 [5] e.g.-using Nadrf_MLModel_StorageRequest containing the ML model.
Editor's Note: Further evaluation is FFS
[bookmark: _Toc139039215]***	START OF NEXT CHANGE	***
6.3	Solution #3: AI/ML model authorization and retrieval 
[bookmark: _Toc139039216]6.3.1	Introduction
This addresses KI#3 on security for AI/ML model storage and sharing, specifically the authorization aspects for the access to the AI/ML models, i.e.:
-	ADRF (Analytical Data Repository Function), or any other network function which may store the AI/ML model,  authorizes the NFc to retrieve that AI/ML model 
-	NF Service consumers is authorized to access to the AI/ML models in the ADRF (or any other NF which may store the ML model, for instance NWDAF MtLF).
[bookmark: _Toc139039217]6.3.2	Solution details
The solution defines an authorization schema for retrieval of AI/ML models in 5GS based on OAuth 2.0.
The procedure is as follows:


Figure 6.3.2-1: AI/ML model authorization procedure
1)	NF producer which trains the model (e.g., NWDAF MtLF), while storing the ML model in the ADRF, it also appends its metadata. The metadata with respect to each model may contain attributes for identification such as Model Info/ analytics Id(s) supported by the model, and attributes such as NF Type, Instance Id and Interoperability indicator for authorization at the retrieval of a particular identified model. Those attributes are known by the NF producer via the OAM system. 
NOTE 1:The referred metadata attributes in the solution are intended to be used in the solution for the identification of the model (Model Info/Analytics Id(s) and NF consumer attributes used for authorization (NF Type, Instance Id and Interoperability indicator). 
2)	NF producer also registers the model specific information including the model metadata when registering its profile in the NRF. This information includes the Model Info/Analytics ID, allowed NF Type/Id and allowed NF Id per Model. 
3)	NFc when requesting the access token includes at least the Model Id and/or Analytics Id for which a trained model is needed.
4)	NRF when receiving the access token request, verifies that the NFc is authorized to retrieve the model from ADRF. 
5)	In case of valid authorization, the NRF provides the token with access token claims including the Model Id, and optionally also the Analytics Id, identifying the type of analytics that the model may be providing. 
6)	NFc now provides the access token with the model retrieval service request to the ADRF. 
7)	ADRF verifies the access token the ensures that the NFc is indeed authorized for the requested model by verifying the access token claims and then also updates the metadata info of the Model (received in Step 1) to also include the authorized NFc info (NFc Instance ID, NFc type).
8)	In case of successful verification ADRF provides the NFc a URI to download the model as a service response.
9)	NFc initiates the download of the ML model using the URI. 
NOTE2:	To ensure the URI is not misused by a rogue or malicious NFc, further verification on the model retrieval should be applied from the ADRF. This verification can be preferably realized via CCA (Client Credentials Assertion) as defined in clause 13.3.8 of [7], or alternatively via other mechanisms subject to the particular implementation. Consequently, if the NFc presents CCA as credentials, the ADRF should support the verification of CCA by caching the information provided in step 7. In case other implementations are in use (e.g., central LDAP), ADRF may need to support the corresponding interfaces to external access control platform. 
10)	ADRF verifies that the NFc, which is trying to download the model, is indeed authorized by verifying the credentials against the metadata updated in Step 7).
	ADRF after a successful verification finally initiates the model download at the NFc.
Editor's note: Alignment with SA2 procedure is ffs. 

[bookmark: _Toc139039218]6.3.3	Evaluation
The solution addresses the authorization related aspects when the AI/ML models are shared among NWDAFs and/or NFs. 
The following security requirements are addressed by this solution: -
-	ADRF (Analytical Data Repository Function), or any other network function which may store the AI/ML model, is able to authorize the NFc to retrieve that AI/ML model 
-	NF Service consumers are authorized to access to the AI/ML models in the ADRF (or any other NF which may store the ML model, for instance NWDAF MtLF).
The solution introduces the following new procedures in the existing authorization schema based on OAuth 2.0:
-	The NF producer of the AI/ML model, while storing the model in the ADRF, is required to append its metadata needed to identify the model, and NF consumer attributes (NF type, NF Instance id and Interoperability indicator) for authorization purposes
-	At the registration stage in NRF, the NF producer of the AI/ML model is required to include the Model Info/Analytics ID, allowed NF Type/Id and allowed NF Id per Model. 
-	The ADRF is required to verify the access token of the AI/ML model consumer and responds (if successful) with an URI to download the model. Furthermore, when the AI/ML model consumer initiates the download of the model, it needs to be authenticated (e.g., CCA) by the ADRF. 
-	The ADRF additionally verifies if the request to retrieve the model is coming from the same NWDAF AnLF which has been authorized by the NRF. This is just an additional security procedure and can be removed (along with the addition of metadata as defined in step 1a) if it leads to increase in complexity of the solution.
The solution is not fully aligned with procedures defined in TR 23.700-81 [6].

***	START OF NEXT CHANGE	***
[bookmark: _Toc139039219]6.4	Solution #4: AI/ML model storage and sharing security
[bookmark: _Toc139039220]6.4.1	Introduction
This solution is addressing Key Issue #3: Security for AI/ML model storage and sharing and it is based on the Solution #42: Storage and retrieval of trained ML models to/from ADRF of TR 23.700-81 [6] with the following enhancements: 
The data producer (NWDAF containing MTLF) is generating a security context to protect the ML model information which is then stored protected in the ADRF with the data producer identity so that NF consumers (NWDAF containing AnLF), if authorized, can request the protected ML model information from the ADRF as well as the security context from the data producer to unprotect the ML model information for further processing. The protection of the ML model is necessary since the ML model are trained and created with a lot of effort and may be different in terms of performance depending on the vendor. Those vendor specific differences can be seen as a confidential asset that should not be disclosed even to repositories from a different vendor and should be stored only protected, also to avoid the risk that an unprotected model gets leaked from the repository. In case the ADRF is co-located with the MTLF, then no encryption is necessary. The necessity of end-to-end protection is described in the Key Issue #3 "AI/ML models are protected between the entity which produces the ML model or stores the ML model in ADRF (e.g., NWDAF containing MtLF, NFp) and the entity which consumes the model (NFc)". 
[bookmark: _Toc139039221]6.4.2	Solution details


Figure 6.4.2-1: ML security context generation in MTLF
1.	NWDAF containing AnLF sends Nadrf_MLModelManagement_RetrievalRequest which includes Analytics ID(s), ML Model Filter Info (ML model file specific information), optionally Target NF (NWDAF containing MTLF) to subscribe for notifications. The ML model file specific information includes the ML model file serialization format requested by the NWDAF containing AnLF.
2.	The ADRF determines if the ML model file for the Analytics ID(s) requested is already stored. If the ML model file for the Analytics ID(s) requested in not stored in ADRF then step 3, 4, 5, 6 are performed, before these steps, the ADRF discovers the target MTLF from the NRF optionally if it is not informed by the AnLF in the step 1. If the ML model file for the Analytics ID(s) requested in stored in ADRF the steps 3, 4, 5, 6 are skipped.
3a.	ADRF sends Nnwdaf_MLModelProvision_Request with the input parameters defined in TS 23.288 [5] and additional input parameters ML model file specific information (ML model file serialization format). 
3b.	The NWDAF containing MTLF generates a security context for protecting the ML model information. The security context is per ML model and gets removed once the ML model information is removed from the ADRF. The NWDAF containing MTLF generates a validity time for the security context. The security context consists of an encryption key Kenc and an integrity key Kint as well as the corresponding security algorithm(s) for encryption and integrity protection. The NWDAF containing MTLF uses the encryption key Kenc and integrity key Kint. to protect the ML model and related information. The MTLF stores the security context and the related ML information for identification of the security context. 
4.	The NWDAF containing MTLF sends a Nnwdaf_MLModelProvision_Response with following parameters Analytics ID(s), Protected Trained ML model file(s), NWDAF containing MTLF Identity, validity time for the security context. The validity time indicates to the ARDF when to remove the protected ML model information.. 
5.	ADRF sends Nnwdaf_MLModelTrainingUpdate_Subscribe with the input parameters Analytics ID(s), ML model file specific information (ML model file serialization format).
6.	When the ML model for which the ADRF has subscribed for ML model training update has been updated, the NWDAF containing MTLF sends Nnwdaf_MLModelTrainingUpdate_Notify with the following parameters Analytics ID, Protected Trained ML model(s) file, Notification Correlation ID, NWDAF containing MTLF Identity.
7a.	The ADRF sends a response back to NWDAF containing AnLF using Nadrf_MLModelManagement_Retrieval Response with the following parameters Protected ML Model File Information (Trained ML model(s) file, ML model file serialization format, Trained ML Model ID per Analytics ID, NWDAF containing MTLF address, validity time for the security context).
7b.	NWDAF containing AnLF sends Nnwdaf_KeyProvision_Request to the NWDAF containing MTLF with the input parameters Analytics ID(s), Notification Correlation ID. The NWDAF containing AnLF is authorized by the NRF to contact the NWDAF containing MTLF and to retrieve the security context. 
NOTE: 	It is assumed that NWDAF containing AnLF authorization is already performed.
7c.	The NWDAF containing MTLF selects the ML model security context based on the related ML information for identification. 
7d	The NWDAF containing MTLF sends a Nnwdaf_KeyProvision_Response to the NWDAF containing AnLF, including the ML model security context. It is assumed that the message is protected with SBA security or NDS/IP. 
7e	The NWDAF containing AnLF unprotects the ML model data with the received security context.
8.	The NWDAF containing AnLF subscribes to ADRF using Nadrf_MLModelManagement_RetrievalTrainingUpdate_Subscribe service operation containing input parameters Trained ML Model ID per Analytics ID.
9.	The ADRF sends a notification to NWDAF containing AnLF using Nadrf_MLModelManagement_RetrievalTrainingUpdate_Notify service operation containing following parameters ML Model File Information (Protected Trained ML model(s) file, ML model file serialization format, Trained ML Model ID per Analytics ID, NWDAF containing MTLF Identity).
9b.	The validity time for the security context is expired, the ARDF removes the ML model information and the NWDAF containing MTLF removes the security context respectively.
10.	NWDAF containing AnLF determines that the ML model training update is no longer required.
11.	The NWDAF containing AnLF sends Nadrf_MLModelManagement_RetrievalTrainingUpdate_Unsubscribe with Subscription Correlation ID as input parameters.
12.	ADRF determines if any of the NF consumer(s) have subscription for ML Model training update per Analytics ID. If none of the NF consumer(s) have subscription for ML model training update per Analytics ID, the ADRF removes the Protected ML model file and ML model file specific information and proceed to step 9.
13.	ADRF sends Nnwdaf_MLModelTrainingUpdate_Unsubscribe to ADRF with the Subscription Correlation ID as input parameter. NWDAF containing MTLF removes the security context for the ML model.
[bookmark: _MCCTEMPBM_CRPT19410028___2]Editor's Note: the procedure may be updated according to the final decision in SA2 how to store the ML model in the ADRF
The key management of the security context for the ML model is performed by the NWDAF containing MTLF. The security context consists of an encryption key Kenc and an integrity key Kint as well as the corresponding security algorithm(s) for encryption and integrity protection. The NWDAF containing MTLF assigns a validity time for the security context at the time of its generation, which indicates the time until the security keys become invalid. The validity time is similar to the storage duration in the ADRF, i.e. once the validity time for the security context is expired, the ARDF removes the ML model information and the NWDAF containing MTLF removes the security context respectively. The NWDAF containing MTLF generates for new ML model requests a new security context with respective validity time.
[bookmark: _Toc139039222]6.4.3	Evaluation
Editor's Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
This solution is addressing Key Issue #3: Security for AI/ML model storage and sharing by protecting the ML model from the NF producer to the NF consumer, also during the storage time in the ADRF. The data producer (NWDAF containing MTLF) is generating a security context to protect the ML model information which is then stored protected in the ADRF with the data producer identity so that NF consumers (NWDAF containing AnLF), if authorized, can request the protected ML model information from the ADRF as well as the security context from the data producer to unprotect the ML model information for further processing. 
The keys sent in steps 7b-d are protected with SBA security, but may not be e2e protected between AnLF and MTLF in case SCP is used in between.
The security context requires a key management with a validity time to indicate when the security keys and thus the storage in the ADRF expires.
The solution needs to be aligned with SA2 that NFc (AnLF) does not request the model directly from the ADRF, but the MTLF decides to store the ML model in the ADRF.

***	START OF NEXT CHANGE	***

[bookmark: _Toc139039223]6.5	Solution #5: Access control and anonymization for data and analytics exchange in roaming 
[bookmark: _Toc139039224]6.5.1	Introduction
This solution addresses KI#1 on protection of data and analytics exchange in roaming case.
Data and analytics exposed between PLMNs need to be secured and restricted based on operator policies, regulatory constraints and/or roaming agreements. One of the threats in KI#1 states that "if the PLMNs do not have the ability to control the amount of data exposed and to abstract or hide network-internal aspects, the sensitive data may be leaked to other entities." Consequently, an access control solution, a proxy or NF that can apply PLMN specific policies before sharing the data to other PLMN, is required. For that purpose, the solution includes a new service for authorization and the application of corresponding security policies (e.g., anonymization).
The NWDAF is well suited in the 5G Core Network architecture to support the security requirements to implement the appropriate policies to control the amount of exposed data, and to abstract or hide network-internal aspects in the shared data and analytics between PLMNs. 
[bookmark: _Toc139039225]6.5.2	Solution details
The solution proposes a new NWDAF service to restrict the retrieval of the data called Nnwdaf_DataRetrieval service, which acts as a proxy for the NF consumer. Once the NWDAF has collected the data from different sources and stored it, as a proxy it can apply its PLMN specific policies to restrict the access to that data, and/or anonymize it before sharing the content with other PLMN's analytics entities (e.g., NWDAFs). 
The following example illustrates the concept of the new DataRetrieval service. Previously, the NWDAF have been registered in NRF with Nfprofile which includes additional information, so that different other PLMNs's NWDAF can consume the Nnwdaf_DataRetrieval service: 
-	Nfservice: Nnwdaf_DataRetrieval
-	SupportingNFForDataRetrieval: AMF (LocRetrieval, AreaoFInterest), SMF(..)


Figure 6.5.2-1: DataRetrieval service
Step1: NWDAFc of PLMN1 discovers NWDAFp of PLMN2. Based on PLMN2 operator's security policy (e.g., implemented by OAuth 2.0), NWDAFc is allowed to access only to NWDAFp DataRetrieval service, i.e., other services (e.g. NF exposure services, DCCF data collection service) would be restricted and not allowed to be accessed from PLMN1's NWDAF. NWDAFc of PLMN1 requests data collection via NWDAFp via Nnwdaf_DataRetrieval service. This could be data retrieval for a UE or for a UE range or for a PLMN specific UE.
Step 2: In response of receiving Nnwdaf_DataRetrieval service request from NWDAFc, NWDAFp collects data from different NFs for a specific UE or group of UE or PLMN Specific UE. 
Step3: After collecting data and / or (if required) generating Analytics output, NWDAFp applies PLMN1 related specific policies and anonymizes or restricts the data.
Step 4: NWDAFp sends the processed data to NWDAFc as a response to Nnwdaf_DataRetrieval service request
Step 5: NWDAFp stores filtered and anonymized data at rest for possible future uses.
The new DataRetrieval service provides two APIs to retrieve data:
-	Nnwdaf_DataRetrieval_GET, based on request/response model 
[bookmark: _MCCTEMPBM_CRPT19410037___2]-	Nnwdaf_DataRetrieval_Subscribe, based on Subscribe/Notify model
The new DataRetrieval service is capable to provide policy configuration per PLMN and NF Type to accordingly anonymize or restrict the data.
Example 1: [PLMN1, NWDAF]: Anonymize TAI information
Example 2: [PLMN2, AF]: Restricted area "TAI1, TAI2.." Do not send notification
[bookmark: _MCCTEMPBM_CRPT19410040___2]The new DataRetrieval service will have persistent data storage capability where it stores (anonymized and restricted) data for future use (e.g., further data retrieval or historical data). 
Detailed procedure

Figure 6.5.2-2: Detailed procedure of DataRetrieval service
1. NWDAF supporting new DataRetrieval service which provides the proxy like function, registers in the NRF with the new service. The service may include additional information on supporting NFs and events. NWDAFc from PLMN1 discover NWDAF in other PLMN when they require to collect data from PLMN2. NRF in PLMN2 answers indicating the new NWDAF DataRetrieval service. Alternatively, the consumer may know that PLMN2 provides data via proxy / DataRetrieval service and can directly request the data via this new service. 
2.NWDAFc requests data collection via NWDAFp in PLMN2 via DataRetrieval service by invoking Nnwdaf_DataRetrieval_Subscribe/Request. It indicates as reporting target one or several UE(s), a UE group or range, or all visiting UEs from the consumer network, and the desired data types or events, and possibly target NF types from which to collect the data or at which to subscribe for the events. 
3. NWDAFp authorize the request based on PLMN2 security policies, that may depend on the consumer network (e.g., HPLMN), and may indicate allowed or restricted NF types, data types, or events.
4. Based on the request, NWDAFp collects the data from different NFs and aggregates the collected data. 
5. NWDAFp applies the policies per consumer (source PLMN), source NF type, destination NF type, etc., and decides whether anonymizing or restricting the data (e.g., supressing the notification) based on those policies, which are subject to operator criteria. 
NOTE: The anonymization or restriction on data depends on the sensitiveness of the information defined by the operator (PLMN 2) and contained in the requested analytics. For example, if slice load data is considered by the operator to be sensitive, the PLMN 2 NWDAF may restrict / supress the corresponding notification related to the slice load. The mechanisms used to restrict the data and /or anonymization are subject to the implementation. 
6. NWDAFp sends the processed data to the consumer.
7. NWDAFp may also store the processed data.
[bookmark: _Toc139039226]6.5.3	Evaluation
The solution addresses KI#1 on protection of data and analytics exchange in roaming case, by introducing a new service for authorization and the enforcement of corresponding security policies (e.g., restricted retrieval of the exposed data and analytics information) in the NWDAF as a central point.
The new service is named as Nwdaf_DataRetrieval service, with acts as a proxy for the analytics consumer (e.g., NWDAF from other PLMN). 
The NRF restricts the access to other event exposure and analytics services of NWDAF from outside the own PLMN, thus only new Nwdaf_DataRetrieval service is allowed to be consumed by other PLMNs. 

***	START OF NEXT CHANGE	***

[bookmark: _Toc139039234]6.7	Solution #7: Secured and authorized AI/ML model transfer and retrieval 
[bookmark: _Toc139039235]6.7.1	Introduction
This addresses KI#3 on security for AI/ML model storage and sharing, specifically the following security requirements:
-	AI/ML models are protected between the entity which produces the ML model or stores the ML model in ADRF (e.g., NWDAF containing MtLF, NFp) and the entity which consumes the model (NFc).
-	ADRF (Analytical Data Repository Function), or any other network function which may store the AI/ML model, are able to authorize the NFc to retrieve that AI/ML model 
-	NF Service consumers are authorized to access to the AI/ML models in the ADRF (or any other NF which may store the ML model, for instance NWDAF MtLF).
[bookmark: _Toc139039236]6.7.2	Solution details
The solution defines a secured AI/ML model transfer and retrieval mechanism including confidentiality and integrity protection, along with the authorization schema for retrieval of AI/ML models in 5GS.
The procedure is as follows:

 
Figure 6.7.2-1: Secured AI/ML model transfer and authorization procedure
1a. NF Service producer which trains the model (e.g., NWDAF MtLF), while storing the encrypted ML model in the ADRF, it also appends its metadata. The metadata with respect to each model may contain attributes for identification such as Model Info/ analytics Id(s) supported by the model, and attributes such as NF Type, NF Instance Id and Interoperability indicator for authorization at the retrieval of a particular identified model. 
NOTE 1: The referred metadata attributes in the solution are intended to be used in the solution for the identification of the model (Model Info/Analytics Id(s) and NF consumer attributes used for authorization (NF Type, Instance Id and Interoperability indicator). 
1b. ADRF, in case of successful model storage, provides a URI back to NWDAF MtLF, which may be later used to access the model.
2. NF Service producer registers the model specific information including the model metadata when registering its profile in the NRF. This information includes the Model Info/Analytics ID; and allowed NF Type, NF Instance Id and Interoperability indicator of consumers with respect to a particular model.
3. NF Service Consumer (e.g., NWDAF AnLF) when requesting the access token to NRF includes at least the Model Id and/or Analytics Id for which a trained model is needed, along with its Interoperability indicator in addition to the NF type and NF instance Id. 
4. NRF when receiving the access token request, verifies that the NF Service Consumer is authorized to consume the model of the NFp. 
Editor's noteNOTE: How the NRF knows the vendor ID of the AnLF is  is not addressed in the present document.
5. In case of valid authorization, the NRF provides the token with access token claims including the Model Id, and optionally also the Analytics Id, identifying the type of analytics that the model may provide. 
6. NF Service Consumer now provides the access token with the model retrieval service request to the NF Service Producer (e.g. NWDAF MtLF). Specially in indirect communication scenarios CCA may be optionally used for authentication between NF Service Consumer and Network Service Producer. 
7. NFp verifies the access token and ensures that the NFc is indeed authorized for the requested model by verifying the access token claims. 
8a. [Optional] In the case of successful token verification, NFp initiates an update of the metadata information of the Model in ADRF (sent in Step 1a) to include new authorized NFc info (NFc Instance ID, NFc type) in the ADRF.
8b. [Optional] ADRF sends a confirmation with the details of the NFc which is authorized to consume a particular identified model.
9. NWDAF MtLF (NFp) sends as a service response containing the URI to retrieve the encrypted model, the encryption key ‘K', further encrypted using NFc public key, to NWDAF AnLF (NFc).
10-11. NFc requests an access token from NRF to consume the model retrieval service of ADRF, and receives an access token in response. 
12. NFc sends the model retrieval request using the URI (sent by NFp (MtLF) in step 9) to ADRF along with the access token received in Step 11, and additionally its credential information as part of the request (e.g., CCA). 
13. ADRF verifies that the NFc, which is trying to download the model, is indeed authorized by verifying the identity against the metadata updated in Step 8a, and verification of credentials of NFc provided in Step 12.
NOTE 2: To ensure the URI is not misused by a rogue or malicious NFc, further verification on the model retrieval should be applied from the ADRF. This verification can be preferably realized via CCA (Client Credentials Assertion) as defined in clause 13.3.8 of [1], or alternatively via other mechanisms subject to the particular implementation. 
14. ADRF after a successful verification finally initiates the encrypted model download at the NFc.
15. NFc now decrypts the model using the encryption key ‘K' received in Step 9.
[bookmark: _Toc139039237]6.7.3	Evaluation
The solution addresses the authorization related aspects when the AI/ML models are shared among NWDAFs and/or NFs, and the secure storage of the model in the ADRF. 
The solution assumes that there is not an implicit trust among the following logical entities: producer of the AI/ML model (NWDAF MtFL), the storage platform (ADRF) and the AI/ML consumer (AnLF). This assumption implies the need to encrypt the model in the storage platform. 
NOTE 3: If AI/ML producer (NWDAF MtLF) and storage platform (ADRF) are part of the same system (e.g., co-located in the same server, belonging in the same security domain), this may imply implicit trust, thus the encryption mechanism can be avoided. 
The following security requirements are addressed by this solution: 
-	AI/ML models shall be protected between the entity which produces the ML model or stores the ML model in ADRF (e.g., NWDAF containing MtLF, NFp) and the entity which consumes the model (NFc).
-	ADRF (Analytical Data Repository Function), or any other network function which may store the AI/ML model, shall be able to authorize the NFc to retrieve that AI/ML model 
-	NF Service consumers shall be authorized to access to the AI/ML models in the ADRF (or any other NF which may store the ML model, for instance NWDAF MtLF).
The solution introduces the following new procedures in the existing authorization schema based on OAuth 2.0:
-	The NF producer of the AI/ML model, while storing the model in the ADRF, is required to append its metadata needed to identify the model, and NF consumer attributes (NF type, NF Instance id and Interoperability indicator) for authorization purposes. The AI/ML model is stored in encrypted format. 
-	At the registration stage in NRF, the NF producer of the AI/ML model is required to include the Model Info/Analytics ID, allowed NF Type/Id, allowed NF Id and Interoperability indicator per Model.
-	The NWDAF AnLF also while registering may include vendor information in the form of interoperability indicator, that will be used to authorize the AI/ML model request by the NRF. 
-	The NWDAF MtLF verifies the access token of the AI/ML model consumer and responds (if successful) with an URI to download the model and the encryption key to decrypt the model. This response is encrypted using the NWDAF AnLF public key. 
NOTE 4: The encryption key to decrypt the retrieved model requires to be protected at transit, therefore it is further encrypted using the public key of the NWDAF AnLF. This encryption process will require additional processing at the NWDAF MtLF and AnLF. 
NOTE 5: How AnLF retrieves the model from ADRF/MtLF will be aligned with conclusions in TR 23.700-81 [6].
-	The ADRF additionally verifies if the request to retrieve the model is coming from the same NWDAF AnLF which has been authorized by the NRF. This is just an additional security procedure and can be removed (along with the addition of metadata as defined in step 1a) if it leads to increase in complexity of the solution.

***	START OF NEXT CHANGE	***

[bookmark: _Toc139039246]6.10	Solution #10: Authorization of AI/ML model sharing between different vendors and usage of one-time URLs
[bookmark: _Toc139039247]6.10.1	Introduction
This solution addresses key issue # 3 (security for AI/ML model storage and sharing) considering that the consumer (NWDAF containing AnLF) and the producer (NWDAF containing MTLF) can be different vendors. 
The second requirement of the key issue is about enabling the ML model storage to ensure that the NFc is authorized by the NFp to retrieve the model. According to this solution, the NFp retrieves a one-time URL from the ADRF and then shares the one-time URL with the NFc. To be able to access to the model, the NFc has to know the one-time URL, which implies that the URL has been shared with the NFc by the NFp after authorization of the NFc by the NFp.
[bookmark: _Toc139039248]6.10.2	Solution details
The steps of the procedure depicted in Figure 6.10.2-1 are explained below.

Figure 6.10.2-1: Model sharing between NWDAF containing MtLF and NWDAF containing AnLF from different vendors
Steps:
0a. The NFp registers with the NRF using the interoperability ID. It is assumed that the NRF verifies the vendor ID of the NFp.
0b. The NFc registers with the NRF using the vendor ID. It is assumed that the NRF verifies the vendor ID of the NFc. 
Assumption: The NRF can verify the Vendor ID of the NWDAF containing AnLF. 
Editor's Note: Alignment with SA2 for the overall procedure and usage of vendor ID is FFS. 
Editor's Note: How the NRF verifies the Vendor ID of the NFDAF is pending the resolution of Key Issue #11 NRF validation of NFc for access token requests in TR 33.875 "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)"
0c. The NFp performs some operations for security of the ML model, such as encryption and integrity protection. These operations are out of scope of the solution. 
1. If the NFp wants to store the ML model in the ADRF, the NFp triggers storing the ML model in the ADRF. For downloading the model by the ADRF, the NFp provides the address (URL1) of the model in the NFp. Also, the NFp can send the model correlation ID to the ADRF. 
2. ADRF securely fetches the protected model. The fetch method and its security are out of scope. 
3. The ADRF sends the location of the model (URL2) to the NFp to be used for the NFp to update or access the model in a later point in time. 
4. The NFc executes the discovery procedure with the NRF.
5. The NFc request a token from the NRF indicating the analytics ID. 
6. The NRF checks whether the vendor ID of the NFc, stored in the profile of the NFc in the NRF, is one of the vendor ID in the interoperability ID in the NFp profile. If the check is successful, then the NRF issues a token that includes the vendor ID of the NFc.
7. The NFc sends the Model request including the token to the NFp.
8. The NFp validate the token and can perform further authorization using the vendor ID specified in the token. 
Steps 9 and 10 are executed if the model is stored in the ADRF.
9. After successful authorization, the NFp request a URL, which can be usable only once, from the ADRF. 
10. The ADRF checks if the stored model owner is the NFp. If the check is successful, the ADRF provides a URL (URL3) for the stored model. The URL3 can be a URL that is used only once (one time URL).
NOTE:	How to provide one time URL by the ADRF is implementation detail which is out of scope of the solution. 
11. The NFp provides the URL3 received from the ADRF to the NFc if the model is stored in the ADRF. If the model is stored in the NFp, then the NFp provides the location of the model in the NFp (URL4).
12. The NFc fetches the protected model from the NFp (step 12a) or ADRF (step 12b). The fetch method and its security are out of scope.
13. The NFc performs some operations considering the interoperability ID on the protected ML model such as decryption and integrity check. These operations and keys are out of scope of the solution.
Note that the one-time URL is protected using the current SBA mechanism, so that it cannot be eavesdropped by unauthorized entities. Using one-time URLs further reduces the risk that URLs are leaked and used by unauthorized entities, since the one-time URL will not be valid after the authorized NFp has used it to retrieve the model.
[bookmark: _Toc139039249]6.10.3	Evaluation
This solution addresses ML model sharing between NFs from different vendors, by allowing the NFp to do further authorization check for model sharing using the vendor id of the NFc. The solution focuses on the ML model downloading via URL case. 

***	START OF NEXT CHANGE	***

[bookmark: _Toc139039250]6.11	Solution #11: Secured and authorized AI/ML model sharing between different vendors
[bookmark: _Toc139039251]6.11.1	Introduction
This addresses KI#3 on security for AI/ML model storage and sharing, specifically the following security requirements.
-	AI/ML models shall be protected between the entity which produces the ML model or stores the ML model in ADRF (e.g., NWDAF containing MtLF, NFp) and the entity which consumes the model (NFc).
-	ADRF (Analytical Data Repository Function), or any other network function which may store the AI/ML model, shall be able to authorize the NFc to retrieve that AI/ML model 
-	NF Service consumers shall be authorized to access to the AI/ML models in the ADRF (or any other NF which may store the ML model, for instance NWDAF MtLF).
[bookmark: _Toc139039252]6.11.2	Solution details
The solution defines a secured AI/ML model transfer and retrieval mechanism between different vendors which includes confidentiality and integrity protection, along with the authorization for retrieval of AI/ML models in 5GS.
The procedure is as follows:

Figure 6.11.2-1: Secured and authorized AI/ML model sharing between different vendors
0a. NF Service producer e.g., NWDAF containing MTLF registers its NF profile in the NRF with Analytics ID(s) and Interoperability ID(s). Interoperability ID is a list of Vendor IDs which are allowed to access the ML models per Analytics ID.
0b. NF Service consumer e.g., NWDAF containing AnLF registers its NF profile in the NRF with Analytics ID(s) supported by NWDAF containing AnLF and its Vendor ID;
Assumption: The NRF can verify the Vendor ID of the NWDAF containing AnLF. 
Editor's Note: How the NRF verifies the Vendor ID of the NFDAF is pending the resolution of Key Issue #11 NRF validation of NFc for access token requests in TR 33.875 "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)"
0c. NWDAF containing MTLF may encrypt the ML model per MTLF vendor's implementation and how the model is encrypted is outside of 3GPP scope.
1. 	NWDAF containing MTLF triggers the ADRF storage service, with Model address in MTLF(URL1), Analytics ID and Interoperability ID in the message.
2. 	ADRF sends the response to NWDAF containing MTLF which contains the model address in ADRF(URL2).
NOTE 1: 	The signalling how the ADRF retrieves the Model from NWDAF containing MTLF is outside of 3GPP scope.
2a. 	ADRF registers its NF profile in the NRF with Analytics ID, Interoperability ID and NWDAF ID containing MTLF for the stored Model.
3. 	NF Service consumer e.g., NWDAF containing AnLF performs Nnrf_NFDiscovery_Request operation with the requested Analytics ID to select a suitable NF Service Producer e.g., NWDAF containing MTLF.
4a. 	NF Service consumer e.g., NWDAF containing AnLF requests an access token from the NRF using the Nnrf_AccessToken_Get request operation. The token request message contains target NF (NWDAF containing MTLF), NF type and/or NF ID of NWDAF containing AnLF, Vendor ID of NWDAF containing AnLF, Analytics ID.
4b. 	NRF checks whether the NWDAF containing AnLF is authorized to access the requested service in NWADF containing MTLF and verifies that the NWDAF containing AnLF's Vendor ID is included in the NWADF containing MTLF 's Interoperability ID for the Analytics ID and grants the token (token1), based the information provided in NWADF containing MTLF's NF profile.
5. 	NWDAF containing AnLF performs Nnwdaf_MLModelProvision (Analytics ID, Vendor ID and token1) service operation to NWDAF containing MTLF to retrieve ML models for the Analytics ID.
6. 	NWDAF containing MTLF verifies the access token (token1) and determine the ML model to be shared for the requested Analytics ID. If the determined ML model is stored in ADRF, NWDAF containing MTLF sends Nnwdaf_MLModelProvision Notification to NWDAF containing AnLF with an indication where the Model is stored (e.g. ADRF) and the address of Model in ADRF(URL2).
7a. 	NWDAF containing AnLF requests an access token from the NRF to be authorized to retrieve the model stored in ADRF. The token request message contains target NF (ADRF), NF type and/or NF ID of NWDAF containing AnLF, Vendor ID of NWDAF containing AnLF, Analytics ID, the Model producer NF ID i.e. NWDAF ID containing MTLF. 
7b.	NRF verifies that the NWDAF containing AnLF's Vendor ID is included in the Interoperability ID for the Analytics ID of Model producer NF i.e. NWDAF containing MTLF in the ADRF's NF profile. If verification is successful, NRF grants the token (token2), based the information provided in ADRF's NF profile.
8. 	NF Service consumer e.g., NWDAF containing AnLF retrieves the target model via the URL2 together with the token2. ADRF verifies the token2 to check if the NF Service consumer e.g., NWDAF containing AnLF is authorized to access the stored model. If authorization is successful, ADRF grants the NWDAF containing AnLF to retrieve the stored Model.
NOTE 2: The signalling how the NWDAF containing AnLF retrieves the Model from ADRF is outside of 3GPP scope.
Editor's NoteOTE 3: Authentication between AnLF and ADRF is not addressed in the present documentffs.
9.	NWDAF containing AnLF decrypts the received model per the vendor's implementation and how the model is decrypted is outside of 3GPP scope.
Editor's Note: Alignment with SA2 for the overall procedure and usage of vendor ID is FFS.
Editor's NoteOTE 4: If only interoperability indicator is sufficient for ensuring authorization of ML Model is FFSnot addressed in the present document.
Editor's NoteOTE 5: How the solution addresses the first security requirement is not addressed in the present document FFS.
[bookmark: _Toc139039253]6.11.3	Evaluation
This solution resolves Key Issue #3: Security for AI/ML model storage and sharing.
In this solution it is assumed e2e encryption of the ML model is achieved by the vendor's implementation of the NF producer which generates the AI/ML model. How the model is encrypted in the NF producer or decrypted in the NF consumer is outside of 3GPP scope.
In this solution, when NF producer stores the ML model in ADRF, it provides the URL where the ML model is stored in the NF producer to the ADRF. The NF producer also provides the ADRF with Interoperability ID together with the stored ML Model. And ADRF provides the URL where the ML model is stored in the ADRF back to the NF producer once the ML model is stored in ADRF. ADRF also stores the received Interoperability ID in the NRF which is used by the NRF to perform authorization of token request to retrieve ML model from ADRF.
In this solution, service authorization of ML model retrieval is performed at the NRF using token-based authorization. If NF consumer is requesting token to retrieve ML model from NF producer, NRF checks the vendor ID of the NF consumer is included in Interoperability ID that is stored in NRF by the NF producer. If NF consumer is requesting token to retrieve ML model from ADRF, NRF checks the vendor ID of the NF consumer is included in Interoperability ID that is stored in NRF by ADRF. 
When NF consumer requests the ML model from the NF producer, the NF producer checks that if the NF consumer is authorized to retrieve ML model based on the received token and determines the ML model to be shared for the requested Analytics ID. The NF producers provides the URL where the ML model is stored, either in NF producer or ADRF. 
When NF consumer retrieves the ML model from the ADRF, the ADRF checks that if the NF consumer is authorized to retrieve ML model based on the received token. 
It is assumed the actual signalling how the NF consumer retrieves the Model from ADRF or NF producer, or how the ADRF retrieves the Model from the NF producer is outside of 3GPP scope.

***	START OF NEXT CHANGE	***

[bookmark: _Toc139039254]6.12	Solution #12: Secured and authorized AI/ML model sharing between different vendors
[bookmark: _Toc139039255]6.12.1	Introduction
This addresses KI#3 on security for AI/ML model storage and sharing, specifically the following security requirements.
-	AI/ML models shall be protected between the entity which produces the ML model or stores the ML model in ADRF (e.g., NWDAF containing MtLF, NFp) and the entity which consumes the model (NFc).
-	ADRF (Analytical Data Repository Function), or any other network function which may store the AI/ML model, shall be able to authorize the NFc to retrieve that AI/ML model 
-	NF Service consumers shall be authorized to access to the AI/ML models in the ADRF (or any other NF which may store the ML model, for instance NWDAF MtLF).
[bookmark: _Toc139039256]6.12.2	Solution details
The solution defines a secured AI/ML model transfer and retrieval mechanism between different vendors which includes confidentiality and integrity protection, along with the authorization for retrieval of AI/ML models in 5GS.
The procedure is as follows:

Figure 6.12.2-1: Secured and authorized AI/ML model sharing between different vendors
 0a. NF Service producer e.g., NWDAF containing MTLF registers its NF profile in the NRF with Analytics ID(s) and Interoperability ID(s). Interoperability ID is a list of Vendor IDs which are allowed to access the ML models per Analytics ID.
0b. NF Service consumer e.g., NWDAF containing AnLF registers its NF profile in the NRF with Analytics ID(s) supported by NWDAF containing AnLF and its Vendor ID;
Assumption: The NRF can verify the Vendor ID of the NWDAF containing AnLF. 
Editor's Note: How the NRF verifies the Vendor ID of the NFDAF is pending the resolution of Key Issue #11 NRF validation of NFc for access token requests in TR 33.875 "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)"
1. 	NWDAF containing MTLF may encrypt the ML model per MTLF vendor's implementation and how the model is encrypted is outside of 3GPP scope.
2. 	NF Service consumer e.g., NWDAF containing AnLF performs Nnrf_NFDiscovery_Request operation with the requested Analytics ID to select a suitable NF Service Producer e.g., NWDAF containing MTLF.
3. 	NF Service consumer e.g., NWDAF containing AnLF requests an access token from the NRF using the Nnrf_AccessToken_Get request operation with the requested Analytics ID and its own Vendor ID.
4. 	NRF checks whether the NWDAF containing AnLF is authorized to access the requested service in NWADF containing MTLF and verifies that the NWDAF containing AnLF's Vendor ID is included in the NWADF containing MTLF 's Interoperability ID for the Analytics ID and grants the token (token1), based the information provided in NWADF containing MTLF's NF profile.
5. 	NWDAF containing AnLF performs Nnwdaf_MLModelProvision (Analytics ID, Vendor ID, token1,) service operation to NWDAF containing MTLF to retrieve ML models for the Analytics ID.
6. 	NWDAF containing MTLF verifies the access token (token1) and determine the ML model to be shared for the requested Analytics ID. If the determined ML model is stored in NWDAF containing MTLF, NWDAF containing MTLF sends Nnwdaf_MLModelProvision Notification to NWDAF containing AnLF with the address of Model file in NWDAF containing MTLF(URL1).
7. 	NF Service consumer e.g., NWDAF containing AnLF retrieves the target model via the URL1 together with the token1. NWDAF containing MTLF verifies the token1 to check if the NF Service consumer e.g., NWDAF containing AnLF is authorized to access the stored model. If authorization is successful, NWDAF containing MTLF grants the NWDAF containing AnLF to retrieve the stored Model.
NOTE: The signalling how the NWDAF containing AnLF retrieves the Model from NWDAF containing MTLF is outside of 3GPP scope.
8.	NWDAF containing AnLF decrypts the received model per the vendor's implementation and how the model is decrypted is outside of 3GPP scope.
Editor's Note: Alignment with SA2 for the overall procedure and usage of vendor ID is FFS.
Editor's NoteOTE: How the solution addresses the first requirement is not addressed in the present documentffs.
[bookmark: _Toc139039257]6.12.3	Evaluation
This solution resolves Key Issue #3: Security for AI/ML model storage and sharing. It covers the scenario where NF consumer retrieves ML model from the NF producer where the ML model is locally stored in the NF producer. 
In this solution it is assumed e2e encryption of the ML model is achieved by the vendor's implementation of the NF producer which generates the AI/ML model. How the model is encrypted in the NF producer or decrypted in the NF consumer is outside of 3GPP scope.
In this solution, service authorization of ML model retrieval is performed at the NRF using token-based authorization. When NF consumer is requesting token to retrieve ML model from NF producer, NRF checks the vendor ID of the NF consumer is included in Interoperability ID that is stored in NRF by the NF producer. 
When NF consumer requests the ML model from the NF producer, the NF producer checks that the NF consumer is authorized to retrieve ML model based on the received token and determines the ML model to be shared for the requested Analytics ID. 
It is assumed the actual signalling how the NF consumer retrieves the Model from NF producer is outside of 3GPP scope.

***	START OF NEXT CHANGE	***

[bookmark: _Toc139039258]6.13	Solution #13: Support authorization of AI/ML model sharing By NWDAF containing MTLF 
[bookmark: _Toc139039259]6.13.1	Introduction
This solution addresses Key issue #3: Security for AI/ML model storage and sharing.
Since ML models are generally proprietary per provider and subject to intellectual property rights, NF Service consumers are authorized by the producer of the Model, i.e. NWDAF containing MTLF to access to the AI/ML models stored either in NWDAF containing MTLF or ADRF.
This solution proposes that NWDAF containing MTLF to check the Vendor ID of NF consumer with its local authorization policy (e.g., Interoperability Indicator), upon receiving request to retrieve ML model trained by the NWDAF containing MTLF.
[bookmark: _Toc139039260]6.13.2	Solution details
Figure 6.13.2-1 illustrates the high-level procedure of the proposed solution.

Figure 6.13.2-1: High-level procedure for authorization of ML sharing by NWDAF containing MTLF
0a. NWDAF containing AnLF registers its NF profile in the NRF with Analytics ID(s) supported by NWDAF containing AnLF and its Vendor ID.
Assumption: The NRF can verify the Vendor ID of the NWDAF containing AnLF. 
 Editor's Note: How the NRF verifies the Vendor ID of the NFDAF is pending the resolution of Key Issue #11 NRF validation of NFc for access token requests in TR 33.875 "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)".
0b. NWDAF containing MTLF trains ML model and may encrypt the ML model per its vendor's implementation and how the Model is encrypted is outside of 3GPP scope.
1. 	NWDAF containing MTLF determines the ML model can be stored in ADRF. NWDAF containing MTLF discovers and selects ADRF via NRF and stores the selected ADRF instance ID for the Model.
2. 	NWDAF containing MTLF triggers the ADRF storage service to ADRF, with the Model Correlation ID and Model address in MTLF(URL1) in the message. 
3. 	ADRF securely fetches the Model via URL1 from NWDAF containing MTLF. NWDAF containing MTLF verifies that the ADRF is the selected ADRF instance in step 2 and checks that the Model Correlation ID is correct. It is assumed there is no need to verify the vendor ID of ADRF.
NOTE 1: 	The signalling how the ADRF retrieves the Model from NWDAF containing MTLF is outside of 3GPP scope.
4. 	ADRF sends the response to NWDAF containing MTLF, with the model address in ADRF(URL2) in the message.
5. 	NWDAF containing AnLF performs discovery and selection procedure for NWDAF containing MTLF via NRF. 
6. 	NWDAF containing AnLF performs Nnwdaf_MLModelProvision service operation to NWDAF containing MTLF, with Analytics ID and Vendor ID in the message, to retrieve ML models for the Analytics ID.
7. 	NWDAF containing MTLF retrieves the NF profile of the NWDAF containing AnLF from NRF and gets NWDAF containing AnLF's Vendor ID from the NF profile. NWDAF containing MTLF verifies that the NWDAF containing AnLF's Vendor ID in the request message is same as the Vendor ID in its NF profile and is included in the Interoperability ID for the Analytics ID. 
Editor's NoteOTE 2: It is FFS wWhether MTLF can also verify the Vendor ID of the AnLF based on the authentication procedure for the AnLF is not addressed in the present document.
	If verification is successful, NWDAF containing MTLF determines the ML model to be shared for the requested Analytics ID and stored the NF instance ID of NWDAF containing AnLF as part of allowed NF instance list for the ML model. 
8. 	If the determined ML model is stored in ADRF, NWDAF containing MTLF triggers the ADRF storage Update service to ADRF, with the Model Correlation ID and allowed NF instance list in the message. The ADRF stores the allowed NF instance list for the ML model referenced by the Model Correlation ID.
9.	NWDAF containing MTLF sends Nnwdaf_MLModelProvision Notification to NWDAF containing AnLF with the address of the determined ML model in the message, which can be either the one stored in NWDAF containing MTLF or in ADRF.
10. NWDAF containing AnLF retrieves the target ML model via the URL received from step 9. 
	If the ML model is stored in NWDAF containing MTLF, NWDAF containing MTLF verifies that the NWDAF containing AnLF is the stored NF consumer instance in step 7. If the ML model is stored in ADRF, ADRF verifies that the NWDAF containing AnLF is part of allowed NF instance list received in step 8. If verification is successful, NWDAF containing AnLF is authorized to retrieve the ML model.
NOTE 32: The signalling how the NWDAF containing AnLF retrieves the Model from NWDAF containing MTLF or ADRF is outside of 3GPP scope.
11.	NWDAF containing AnLF decrypts the received ML model per the vendor's implementation and how the ML model is decrypted is outside of 3GPP scope. 
Editor's Note: Alignment of the procedure with SA2 conclusions is ffs.
Editor's NoteOTE 3: How the solution addresses the first security requirement is not addressed in the present documentFFS.
[bookmark: _Toc139039261]6.13.3	Evaluation
This solution resolves Key Issue #3: Security for AI/ML model storage and sharing.
In this solution it is assumed e2e encryption of the ML model is achieved by the vendor's implementation of the NF producer which generates the AI/ML model. How the model is encrypted in the NF producer or decrypted in the NF consumer is outside of 3GPP scope.
In this solution, when NF producer stores the ML model in ADRF, it provides the URL where the ML model is stored in the NF producer to the ADRF. And ADRF provides the URL where the ML model is stored in the ADRF back to the NF producer once the ML model is stored in ADRF. 
The NF producer maintains a list of NF consumer instances and/or a list of ADRF instances that are allowed to retrieve the ML model from the NF producer. The NF producer provides and updates ADRF with a list of allowed NF consumer instances for the stored ML model in ADRF.
When NF consumer requests the ML model from the NF producer, the NF producer verifies the vendor ID of the NF consumer based on NF profile of the NF consumer that is stored in NRF and checks the vendor ID is included in Interoperability ID of the NF producer. If the NF consumer is authorized, the NF producer determines the ML model to be shared for the requested Analytics ID and provides the URL where the ML model is stored, either in NF producer or ADRF. The NF producer also adds the NF consumer into the list of allowed NF consumer instances.
When NF consumer retrieves the ML model from the ADRF, the ADRF checks that the NF consumer is included in the list of allowed NF consumer instances for the stored ML model.
It is assumed the actual signalling how the NF consumer retrieves the Model from ADRF or NF producer, or how the ADRF retrieves the Model from the NF producer is outside of 3GPP scope.

***	START OF NEXT CHANGE	***

[bookmark: _Toc139039262]6.14	Solution #14: Protection of data and analytics exchange in roaming case using Secure Multi-party Computation
[bookmark: _Toc139039263]6.14.1	Introduction
This solution is addressing on KI#1. 
In the scenario where the NWDAF consumer collects data from multiple PLMNs, PLMNs need the ability to control the amount of data exposed and to abstract or hide network-internal aspects based on operator policy, regulatory constraints and/or roaming agreements. But if the data processed method used by different PLMNs is different, it is possible that the data converged in NWDAF consumer could not be effective used. 
To ensure data provided by multiple data sources can be used and to protect sensitive data not exposed to other operators, this solution proposes a security protection scheme based on secure multi-party computation. 
[bookmark: _Toc139039264]6.14.2	Solution details
[bookmark: _Toc139039265]6.14.2.1	Data Privacy Computing Function DPCF
This contribution introduce a data privacy computing function to proceed data anonymization or desensitization.
When the NWDAF of the visited network initiates a data request across the network, it sets a priority list (1, 2, 3...) according to the number of destination operators, and assigns the priority value to different home operators though encapsulating the value "priority=X (X=1, 2, 3...)" in the service request message. The parameter "priority indicator" includes the priority of the current network, the priority of other networks and the network address. After the home operator NFp receives the service request, the NFp returns the requested data and priority value to the data privacy computing function DPCF. After the DPCF receives the data and the priority value, the DPCF1 of the home network PLMN1 with the higher priority initiates an request to the DPCF2 of the other home network PLMN2 with the lower priority. After the DPCF2 verifies the priority, the DPCF1 and DPCF2 will use secure multi-party computation to proceed data anonymization or desensitization.
[bookmark: _Toc139039266]6.14.2.2	Data collection protection architecture based on Secure Multi-party Computation
The scenario is NWDAF in visit network collecting data from multiple home operators, DPCF performs a secure multi-party computation process.

Figure 6.14.2.2-1
Step 1: The visiting NWDAFc sends a token request to the hNRF of the home network via vNRF. The message should contain NF consumer type, target NF type, expected NF Service name and requested data type.
Step 2: The home network hNRF verifies the relevant parameters and the requested data type, then determines whether the requested data type can be obtained by the visiting operator according to the local policy. 
Step 3: If the verification is ok, hNRF returns the token to NWDAFc, and the data type that can be obtained should be indicated in the token.
Step 4: NWDAFc sends a data collection request to NWDAF1 of PLMN2, carrying parameters including token, PLMN ID, and priority indicator.
Step 5: The home NWDAF verifies the service request, including verifying token, PLMN ID and whether the data type in the token is consistent with the requested data. 
Step 6: NWDAF1/NWDAF2 collects data from other NFs
Step 7: NFWDAF1/NWDAF2 returns the raw data and priority indicator to DPCF.
Step 8: DPCF1 initiates secure multi-party computation process with DPCF2 in other home operators network..
NOTE 1: 	DPCF2 in PLMN3 needs to receive unprocessed data and priority indicator returned from NWDAF2.
Step 9: DPCF1/DPCF2 returns the processed data to NWDAFC
Editor's note: The procedure needs to align with SA2.
NOTE 2: The participant operators need to agree on secure MPC scheme.
Editor's NoteOTE 3: The necessity of the new interface is not addressed in the present documentFFS.
[bookmark: _Toc139039267]6.14.3	Evaluation
Editor's note: Further evaluation is TBD.
This solution fulfil the requirement of KI #1 when NWDAF consumer collects data from multiple PLMNs.
This solution requires a new network function and requires the participant operators agree on the secure MPC scheme.

***	START OF NEXT CHANGE	***

[bookmark: _Toc139039272][bookmark: _MCCTEMPBM_CRPT19410151___2]6.16	Solution #16: FL GROUP AUTHORIZATION OF NWDAF(S) IN 5GC
[bookmark: _Toc139039273]6.16.1	Introduction
This solution addresses Key Issue #2 (Authorization of selection of participant NWDAF instances in the Federated Learning group). The proposed solutions use existing SBA architecture for token-based authorization.
[bookmark: _Toc139039274]6.16.2	Solution details
The detailed procedure for NWDAF AnLF/NWDAF MTLF (FL Server) to get token from NRF and receive services from NWDAF MTLF (FL Server)/NWDAF MTLF (FL Client) is depicted in Figure 6.Y.2-1 


Figure 6.16.2-1: NWDAF AnLF/NWDAF MTLF (FL Server) Authorization to receive services from NWDAF MTLF (FL Server)/NWDAF MTLF (FL Client)
NOTE: 	Steps 1 to 4 are not specific to FL scenario but details existing mechanisms. Step 5 to 13 are related to FL scenario.
0. NWDAF registers with NRF. If NWDAF MTLF as FL server determines ML model requires FL, the FL Server discovers and selects other NWDAF(s) MTLF as FL Client(s) from NRF. If NWDAF MTLF without FL server capability determines ML model requires FL, the MTLF discovers and selects FL sever from NRF.
1-3. NF(NWDAF AnLF or MTLF) Service Consumer sends a request to the NRF to receive an access token to request NWDAF MTLF (FL Server) services. NRF, after verifying, generates an access token and sends it to the NF(NWDAF ANLF OR MTLF) Service Consumer. Access tokens contain NWDAF MTLF (FL Server specific token). 
4.	The NF(NWDAF AnLF OR MTLF) Service Consumer initiates an NF service request to the NWDAF MTLF (FL Server), which includes the access_token_nwdaf. The NF(NWDAF AnLF OR MTLF) Service Consumer also generates a Client Credentials Assertion (CCA) token (CCA_NWDAF) and includes it in the request message to authenticate itself towards the NF Service Producers. 
5.	The NWDAF MTLF (FL Server) verifies if the access_token_nwdaf is valid and starts FL group.
6.	If The NWDAF MTLF (FL Server) determines to start the FL group for analytics id, The NWDAF MTLF (FL Server) sends a Nnrf_AccessToken_Get request to NRF including the information to identify the target NF (NWDAF MTLF (FL Client)), the source NF (NWDAF AnLF OR MTLF) Service Consumer, the NF Instance ID of NWDAF MTLF (FL Server) , Analytics ID, FL local model training service type, FL group ID and the CCA_NWDAF provided by the NF(NWDAF AnLF OR MTLF) Service Consumer.
7.	The NRF checks whether the NWDAF MTLF (FL Server) and the NF(NWDAF ANLF OR MTLF) Service Consumer (e.g. NWDAF) are allowed to access the service provided by the identified NF Service Producers(NWDAF MTLF (FL Client)) for the given Analytics ID included in step 6, and the NWDAF MTLF (FL Server). NRF authenticates both NWDAF MTLF (FL Server) and NWDAF(FL consumer, e.g., AnLF) based on one of the SBA methods described in clause 13.3.1.2 of TS 33.501. NWDAF MTLF (FL Server) may include an additional CCA for authentication.
8.	The NRF, after successful verification, then generates and provides an access token to the NWDAF MTLF (FL Server); the claims in the token include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service Consumer (subject), NF type of the NF Service Producer (audience), expected service name(s), (scope), expiration time (expiration), FL group ID, Analytics ID(s), ML model ID(s) and optionally "additional scope" information (allowed resources and allowed actions (service operations) on the resources), with NF(NWDAF AnLF OR MTLF) Service Consumer Instance (subject), to authorize both NF(NWDAF AnLF OR MTLF) Service Consumer (e.g.. NWDAF) and NWDAF MTLF (FL Server) to consume the services of NWDAF MTLF (FL Client).
Editor's Note: Use of Model ID, FL group id is FFS and based on SA2's conclusions.
9.	NWDAF MTLF (FL Server) finalize the FL group with NWDAF MTLF (FL Client) selected from the list received from NRF.
10. The NWDAF MTLF (FL Server) requests service (local model updates) from the NWDAF MTLF (FL Client). The request also consists of CCA_NWDAF so that the NF Service Producer(s) authenticates the NF(NWDAF ANLF OR MTLF) Service Consumer (e.g., NWDAF). 
11.	The NWDAF MTLF(s) (FL client) authenticates the NF(NWDAF AnLF OR MTLF) Service Consumer and verifies the access token, and ensures that the NWDAF MTLF (FL Server) identity, FL group ID, Analytics ID(s), ML model ID(s) is included as an access token additional claim.
12. The NWDAF MTLF(s) (FL client) provides requested data to the NWDAF MTLF (FL Server). Global Model updates/aggregation is done at NWDAF MTLF (FL Server).
13. NWDAF MTLF (FL Server) feedback on the NF Service Response.
[bookmark: _Toc139039275]6.16.3	Evaluation
This solution reuses the existing 5GS security mechanisms, including the current SBA security mechanisms.
NWDAF MTLF (FL Server) can select which Federated Learning task it wants to create by verifying the access token presented by the NWDAF AnLF. NWDAF MTLF (FL Client) can select which Federated Learning group it wants to join by verifying the access token presented by the NWDAF MTLF (FL Server). The solution fulfils the following requirements of KI 1.2:
Authorization of selection of participant NWDAF instances in the Federated Learning group needs to be supported: 
A server NWDAF needs toshall be authorized to include a client NWDAF in a Federated Learning group. A client NWDAF needs toshall be authorized to join a Federated Learning group.

***	START OF NEXT CHANGE	***


[bookmark: _Toc139039276]6.17	Solution #17: Authorization of FL Server and FL Client in FL group
[bookmark: _Toc139039277]6.17.1	Introduction
This solution addresses Key issue #2: Authorization of selection of participant NWDAF instances in the Federated Learning group.
As per KI#2, both server NWDAF and client NWDAF need toshall be authorized for FL procedure.
- A server NWDAF needs toshall be authorized to include a client NWDAF into a Federated Learning group.
- A client NWDAF shallneeds to be authorized to join a Federated Learning group.
For initiation of FL procedure or reselection of FL client(s) into a FL procedure, the server NWDAF triggers discovery and selection of NWDAF(s) and sends FL request to the client NWDAF. 
-	At the client NWDAF side, authorization of the server NWDAF that it can include the client NWDAF into the FL group can be achieved by reusing existing SBA token-based authorization upon receiving FL request.
-	At the server NWDAF side, authorization of the client NWDAF to be included into a FL group is implicitly achieved as the server NWDAF only triggers the selection of FL client(s) into the FL group that it authorizes to be included.
This solution also considers interoperability of different vendors of Server and Client NWDAF(s).
[bookmark: _Toc139039278]6.17.2	Solution details
Figure 6.17.2-1 illustrates the high-level procedure of the proposed solution.

Figure 6.17.2-1: High-level procedure for authorization of FL Server and FL Client in FL group
0. 	NWDAF containing MTLF as FL server or FL clients register to NRF with their FL related information, including Analytics ID(s), Interoperability ID, Vendor ID, Address information, FL capability Type (i.e. FL server or FL client), and Service Area etc.
NOTE: The Interoperability indicator indicates a list of NWDAF providers (vendors) that are allowed to retrieve ML models from the NWDAF containing MTLF.
Assumption: The NRF can verify the Vendor ID of the NWDAFs containing MTLF. 
Editor's Note: How the NRF verifies the Vendor ID of the NFDAF is pending the resolution of Key Issue #11 NRF validation of NFc for access token requests in TR 33.875 "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)"
1.	The Server NWDAF discovers Client NWDAFs from NRF based on FL selection criteria e.g. Federated Learning capability, Interoperability ID, Analytics ID, etc. 
Server NWDAF requests tokens for each of selected Client NWDAFs from NRF, with Analytics ID, Vendor ID and FL capability included in the request. 
Editor's NoteOTE: Inclusion of the vendor ID in the access token request is not addressed in the present documentffs.
NRF verifies that the Server NWDAF's Vendor ID is included in the Client NWDAF's Interoperability ID for the Analytics ID and grants the token, based the information provided in Client NWDAF's NF profile.
2.	The Server NWDAF sends FL request to the Client NWDAF(s) with the obtained token. 
3.	Each Client NWDAF checks whether the server NWDAF is authorized based on the token and decides whether to join the FL group.
4.	The Client NWDAF(s) sends the response to the Server NWDAF.
5.	The FL group is formed.
6.	The Server NWDAF registers or updates its registration into NRF about the created FL Group with the following parameters: 	Federated Learning (FL) Correlation ID. the associated Analytics ID, Interoperability ID, allowed requester NF type or NF instance ID (e.g. NWDAF containing MTLF), allowed FL capability (e.g. FL client) etc.
If the Server NWDAF is about to reselect new Client NWDAF(s) into the FL group during FL execution phase, the Server can either trigger selection procedure again as step 1 to step 4 or receive notification from NRF and select new Client NWDAF(s) available as step 7 to step 9.
7-8. The Server NWDAF gets the information of the new Client NWDAF(s) via notifications from NRF. 
9. The Server NWDAF requests tokens for each of selected Client NWDAFs from NRF as step1 and triggers the procedure as step 2-4.
[bookmark: _Toc139039279]6.17.3	Evaluation
This solution resolves Key Issue #2: Authorization of selection of participant NWDAF instances in the Federated Learning group.
This solution proposes to reuse existing SBA token-based authorization for authorization of server NWDAF and client NWDAF for FL procedures.
For initiation of a FL procedure or reselection of FL client(s) into a FL group, the server NWDAF requests token from NRF for each selected client NWDAF, to be authorized to include a client NWDAF into a FL group. 
This solution also proposes that FL model sharing is authorized based on the Interoperability ID. When the server NWDAF requests token from NRF to include a client NWDAF into a FL group, NRF verifies that the server NWDAF's vendor ID is included in the client NWDAF's Interoperability ID and grants the token based the information provided in client NWDAF's NF profile.
In this solution, authorization is granted with NWDAF vendor granularity, but not for specific NF instances. 
Editor's Note: Further evaluation is ffs.

***	START OF NEXT CHANGE	***

[bookmark: _Toc139039297]7.1	Conclusion on Key Issue #1 "Protection of data and analytics exchange in roaming case"
For Key Issue #1, it is recommended to use the following principles as the baseline for protection of data and analytics exchange in roaming case:
-	The NRF uses token-based authorization to restrict the access to services of NWDAF from outside the own PLMN only to the new service(s) of the NWDAF described in TS 23.288 [5], clause 6.1.5. 
-	Authorization at data and analytics level is enforced by the roaming entry NWDAF producer. The parameters used by NWDAF service consumer to request/subscribe to the services provided by NWDAF producer are defined in TS 23.288 [5], clause 6.1.5. Accordingly, the operator authorization policies can be configured locally in the NWDAF producer. Also, claims in the service access token provided by NRF can be extended to convey Analytics ID parameter, so the NWDAF producer can authorize with analytics granularity (after NRF having checked the Analytics ID in the token get request). 
-	The roaming entry NWDAF producer is responsible to control the amount of exposed data/analytics and to abstract or hide internal network aspects in the exposed data/analytics. The corresponding mechanisms used to restrict the data/analytics and/or anonymization are subject to the implementation.
Editor's Note: Data and analytics exchange between HPLMN and VPLMN may be further updated based on feedback from GSMA during the normative work.
-	5GS uses the N32 interconnection security mechanism to support confidentiality, integrity, and replay protection for data and analytics exchange between PLMNs.

***	END OF CHANGE	***
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