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1	Decision/action requested
It is requested to approve this proposal in the 5G_ProSe_Ph2 living doc.
2	References
[1]   	S3‑233374  "Living document for 5G_ProSe_Ph2"
[2]		TS 23.304
3	Rationale
5G ProSe PC5 Communication with integrated Discovery is specified in TS 23.304 [2]. This paper proposes to add security for integrated discovery specified in clause 6.7.3 of TS 23.304 [2].
The security for PC5 link establishment in 5G ProSe PC5 Communication with integrated Discovery between an End UE (Source/Target UE) and a UE-to-UE relay can be established with network assistance based on the procedure as specified in clause 6.6.3.1 with the following differences and modifications:
· When the second hop PC5 link security between the 5G ProSe Layer-3 UE-to-UE Relay and the Target End UE has been successfully completed, then the 5G ProSe UE-to-UE Relay triggers the first hop PC5 link security establishment with the Source End UE.
· Only the 5G ProSe Layer-3 UE-to-UE relays supporting the indicated security method (i.e., with network assistance) and in 3GPP coverage responds to the broadcasted Direct Communication Request message and broadcast a Direct Communication Request message in its proximity. Otherwise, the 5G ProSe Layer-3 UE-to-UE relays ignore the received broadcasted Direct Communication Request message. 
· The 5G ProSe Target UE receives the broadcasted Direct Communication Request messages and selects one 5G ProSe Layer-3 UE-to-UE relay to proceed PC5 link security establishment procedure, considering the indicated security method (i.e., with network assistance) in the DCR.
· The broadcasted DCR message is protected by reusing the protection method defined in clause 6.3.5. 
4	Detailed proposal
  **** START OF CHANGE ****
6.6.5	Security for 5G ProSe UE-to-UE Relay Communication with integrated Discovery
Editor’s Note: This clause describes the security procedure for 5G ProSe UE-to-UE Relay Communication with integrated Discovery.

6.6.5.x	Security of 5G ProSe PC5 Communication with integrated Discovery for 5G ProSe Layer-3 UE-to-UE Relay with network assistance
The security for PC5 link establishment in 5G ProSe PC5 Communication with integrated Discovery between an End UE (Source/Target UE) and a UE-to-UE relay is established with network assistance as specified in clause 6.6.3.1 with the following modifications:
· When the second hop PC5 link security between the 5G ProSe Layer-3 UE-to-UE Relay and the Target End UE has been successfully completed, then the 5G ProSe UE-to-UE Relay triggers the first hop PC5 link security establishment with the Source End UE.
· Only the 5G ProSe Layer-3 UE-to-UE relays supporting the indicated security method (i.e., with network assistance) and in 3GPP coverage respond to the broadcasted Direct Communication Request message and broadcast a Direct Communication Request message in its proximity. Otherwise, the 5G ProSe Layer-3 UE-to-UE relays ignore the received broadcasted Direct Communication Request message. 
· The 5G ProSe Target UE receives the broadcasted Direct Communication Request messages and selects one 5G ProSe Layer-3 UE-to-UE relay to proceed PC5 link security establishment procedure, considering the indicated security method (i.e., with network assistance) in the DCR.
The broadcasted Direct Communication Request messages are sent protected (integrity protected and confidentiality protected) by reusing the protection method defined in clause 6.3.5 between the End UE’s (Source/Target UE) and the UE-to-UE relay. 
**** END OF CHANGE ****
