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1
Decision/action requested

Approve the new clause about Layer-2 link modification in the living document: draftCR to TS 33.503
2
References

N/A
3
Rationale

This contribution proposes to specify the Layer-2 link modification. Since the link ID used between the Remote UE and the 5G ProSe UE-to-UE Relay, and link ID used between the Target UE and 5G ProSe UE-to-UE Relay could be linked with the key ID, or IP address. Hence, it is proposed to update the link ID in the second link accordingly.
4
Detailed proposal
**** Start of Changes****

6.6.X
Security procedure on Link identifier update for 5G ProSe UE-to-UE Relay
In case the Link identifiers used between the Remote UE and the 5G ProSe UE-to-UE Relay are updated as defined in the TS 33.536 [xx] clause 5.3.3.2.2.1, the 5G ProSe UE-to-UE Relay shall generate a new Link identifier for the corresponding link between the Target UE and 5G ProSe UE-to-UE Relay, and forward the new link identifier to the Target UE. 
NOTE: Generating new link identifier for the target UE avoids the linkability attack between the new and old Link identifiers between the Remote UE and the 5G ProSe UE-to-UE Relay if the Link tunnel for the target UE is reused. 
**** End of Changes****
