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1
Decision/action requested

Approve the new added subclause in clause 6.4 of TS 33.533.
2
References

[x]
3GPP TS 33.303
[2]
3GPP TS 23.586

[6]
3GPP TS 33.503
3
Rationale

It is proposed to add a new subclause in clause 6.4 of TS 33.533.
4
Detailed proposal 

**** Start of Changes****

6.4.X
Security procedure for groupcast communication over RSPP between the UEs

6.4.X.1
General

The security procedures defined for one-to-many ProSe direct communication in clause 6.2.3.3 of TS 33.303[x] are reused on ProSe capable UEs with some modifications. The identity privacy procedures for V2X groupcast communication in clause 5.4.3.2 of TS 33.536 [5] are reused on Prose capable UEs and V2X capable UEs. The protection of ranging/SL positioning groupcast communication proceeds as shown in figure 6.4.X.2-1.
6.4.X.2
Security flows
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Figure 6.4.X.2-1: Security flows of Ranging/SL positioning groupcast communication 
0a or 0b: The service authorization of UEs is defined in clause 5.1.1 of TS 23.586[2].

1a or 1b: The UE sends the Key Request message to the 5G PKMF including the Group Identity of the group for which it wants to fetch keys and UE security capabilities.
2a or 2b: The 5G PKMF checks whether the group encryption algorithm is supported by the UE according to the UE security capabilities. The 5G PKMF chooses the group algorithm chosen by 5G PKMF for a particular group according to local policy. 

3a or 3b: The 5G PKMF responds with the Key Response message. If the check of step 2 is successful for a particular group, this message contains the Group Member Identity and the algorithm identifier that the UE should use when sending or receiving protected data for this group. Otherwise, this message contains an indicator of algorithm support failure as the UE does not support the required algorithm. This message also contains a SLPGK, SLPGK ID, and the expire time. 
4: The sending UE derives SLPTK, and further calculate SLPIK, SLPEK to protect the traffic it sends to the group using the algorithm given by 5G PKMF.
5: One of the receiving UE uses the received bits of the SLPGK Identity to identify which SLPGK was used by the sender. The UE checks that the SLPGK is valid and if so calculates the SLPTK, SLPEK, and SLPIK to process the received message.
6.4.X.3
Ranging/SL positioning Groupcast Communition Key Hierarchy
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Figure 6.4.X.3-1: Key Hierarchy for ranging/SL positioning groupcast communication
The different layers of keys (see figure 6.4.X.3-1) are the following:

· SLPGK: This key is provisioned to the UE from 5G PKMF for each group that the UE belongs to. 
· SLPTK: This key is equivalent to PTK, and derived as specified in Annex A.3 of TS 33.303[x].
· SLPEK and SLPIK: These keys are respectively equivalent to PEK and PIK, and derived as specified in Annex A.4 of TS 33.303[x].
6.4.X.4
Protection of traffic between UE and 5G PKMF

The UE sends Key Request message to 5G PKMF, and the group key materials are provisioned from 5G PKMF in Key Response message, to protect these messages between UE and 5G PKMF, the security procedures defined in clause 5.2.5 of TS 33.503[6] are reused. To support the inter-PLMN scenario, the member UEs subscribed with different operators are provisioned with the same groupcast key material generated by the 5G PKMF serving the sending UE. The 5G PKMF serving the receiving UE leverages the interaction with the 5G PKMF serving the sending UE to obtain the groupcast key material. 
6.4.X.5
Protection of traffic between UEs 
The protection of traffic between UEs specified in clause 6.2.3.6 of 33.303 [x] is reused.
**** End of Changes****
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