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1
Decision/action requested

It is kindly requested to approve the AAnF EN Resolving for the HONTRA feature.
2
References

[1]
S3-233222, Living document of HONTRA to TS 33.501, 3GPP SA3#111
[2]
3GPP TS 33.535-i00 Authentication and Key Management for Applications (AKMA)
based on 3GPP credentials in the 5G System (5GS).

3
Rationale

This pCR resolves the AAnF EN hanging in the description of step 1 of the HONTRA feature [1]: 

Editor’s Note: The factor the AAnF considers to request UDM for primary authentication is FFS, as AAnF request(s) should not lead to signalling overload as well as the AF key expiry/refresh issue should be handled.
This EN problem can be considered from the following two perspectives: 
· What information does the AAnF have in the latest AKMA specification [2]?

· Which of these pieces of information can potentially solve the AF key expiry/refresh issue and avoid signaling overload at the same time?
According to the AKMA specification [2], the information the AAnF has are: 
· SUPI/GPSI, 
· KAKMA and corresponding A-KID, 
· KAF and lifetime of each KAF, AF_ID,
· the operator’s local authentication policy. 
Both of these information may be useful to AF key expiry/refresh issue and avoid signaling overload. How to use the above information to avoid signaling overhead can be diversified, yielding potentially many specific feasible solutions. Here exemplify several possibilities:

· Using SUPI, and operator’s local authentication policy: According to TS33.535 clause 4.4.0, the AAnF can know the shortest KAF validity time for the UE (identified by the SUPI) based on the authentication policy. Then the AAnF can set the operator’s local authentication policy to include a “primary re-authentication triggering timer”, when the timer is about to reach the shortest KAF validity time of the UE, the AAnF sends Nudm_UECM_AuthTrigger request to the UDM for primary authentication. This method can solve the AF key expiry/refresh issue, and relieve signaling overload to some extent. But considering the asynchronous use of application keys, if an application key has a too short lifetime, the methods will be less efficient (except that every application key has the same validity time).
· Using A-KID, lifetime of each KAF, and operator’s local authentication policy: the AAnF first associates each KAF with the corresponding A-KID, this can be down when the KAF was first derived. Then the AAnF monitors whether KAF is about expiry according to the lifetime of each KAF. According to the AKMA specification [2], when a new primary authentication is finished, the AAnF shall delete the old A-KID. The operator’s local authentication policy can include a rule: If the AAnF finds one KAF is about to expiry, it checks whether the associated A-KID of the KAF was deleted, if not, then sends Nudm_UECM_AuthTrigger request to the UDM for primary authentication. Note that SUPI is used as input for Nudm_UECM_AuthTrigger request but not used for the decision.
· Using SUPI, KAKMA, A-KID, KAF, lifetime of each KAF, AF_ID, and operator’s local authentication policy: the AAnF associates each KAF with the corresponding AF_ID and SUPI (hence the corresponding UE), this can be down when the KAF was first derived. The AAnF associates each A-KID with the SUPI, this can be down when the KAKMA was derived. The operator’s local authentication policy can include a rule: If the AAnF finds one KAF is about to expiry, it identifies the current A-KID of the UE using the SUPI associated with the KAF, then identifies the current KAKMA using the current A-KID, derives a KAF using the current KAKMA and AF_ID, if the derived KAF is the same as the KAF that is about to expiry, implicating that the current KAKMA has not been refreshed by a primary authentication, the AAnF sends Nudm_UECM_AuthTrigger request to the UDM for primary authentication.
Besides, the operator’s local authentication policy itself is highly interpretable, one can assume different operator’s local authentication policy to create new signaling-overhead-avoiding solutions. Figuring out all of the feasible solutions and evaluating which one is the “best” can be exhausting.
Therefore, it is proposed to simply state in the HONTRA feature that the factors the AAnF considers to request UDM for primary authentication include SUPI, A-KID, lifetime of the KAF, and the operator’s local authentication policy, etc. But making the specific usage of these factors not a part of normative work, for example, it can be operator-specific.
4
Detailed proposal

(For pseudo CR, include the complete clause(s) or subclause(s) of the latest draft TS/TR to be modified, with clear clause and sub-clause headings included and all modifications shown with revision marks, unambiguously showing where the changes shall be made or inserted in the draft TS/TR. It is not sufficient to just state, for example, “add the following text to the draft TS/TR…”.)

SA3 is kindly requested to approve the below pCR to the HONTRA feature.
**** START OF CHANGE ****

1. A prerequisite for the initiation of Home Network Triggered Primary Authentication is that the UDM already has the information about the AMF serving the UE. Otherwise, the UDM cannot contact any AMF in later steps.
The UDM decides itself based on events (e.g., SoR/UPU or if AAnF requests) or authentication policy and performs home network triggers primary authentication as described in the following steps. The AAnF considers based on certain factors (e.g., SUPI, A-KID, lifetime of the KAF, and the operator’s local authentication policy, etc.) to send Nudm_UECM_AuthTrigger request to the UDM for primary authentication using the UDM services as described in clause 14.2.X.

Note: How the AAnF uses certain factors to determine whether to send Nudm_UECM_AuthTrigger request is operator-specific.

**** END OF CHANGE ****
