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************** START OF CHANGES

[bookmark: _Toc129620795]5.12.1.1	Background
It has been discussed that SEPPs can be deployed in different ways:
-	Local SEPP: The SEPP is deployed within the PLMN. This is the deployment as specified by TS 33.501 [2].
[image: A diagram of a computer program

Description automatically generated with medium confidence]
Figure 5.12.1-1 Local SEPP deployment
-	Outsourced SEPP: The SEPP is outsourced by the PLMN and deployed within the PLMN infrastructure and considered within the PLMN secure domain. Several PLMNs which form an Operator Group can use the same outsourced SEPP. This scenario is described as an Operator Group Roaming Hub  in KI#10 and GSMA NG.113 [8].
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Figure 5.12.1-2 Outsourced SEPP deployment

-	Hosted SEPP: The SEPP is outsourced by the PLMN to and hosted by an external entity and deployed outside the PLMN. Such a SEPP could be used by different PLMNs.
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Figure 5.12.1-3 Hosted SEPP deployment

The "Hosted SEPP" scenario is subject of this key issue. 

************** NEXT CHANGE

[bookmark: _Toc129620796][bookmark: _Toc112794768][bookmark: _Toc119926872][bookmark: _Toc119927105][bookmark: _Toc119927571][bookmark: _Toc129620790]5.12.1.2	Issues to be studied
[bookmark: _Hlk125452850]In a Hosted SEPP scenario it is necessary to consider different perspectives when assessing the security perimeter boundaries. From the roaming partners'’s perspective, the security perimeter of the PLMN extends to the Hosted SEPP provider, as described in TS 33.501, clause 4.2.1. From the perspective of the PLMN itself, the Hosted SEPP provider operates within its own security domain., especially sinceSince the Hosted SEPP potentially serves multiple PLMNs as thea Hosted SEPP is a service by a service provider, the requirements for introducing such Hosted SEPP need to be clarified.
Nevertheless, in the Hosted SEPP deployment scenario, the Hosted SEPP is similarly to any SEPP responsible for
- Terminating the N32c/f interface (TLS, PRINS) - N32 side
- Providing topology Hiding - N32 side
- Providing filtering criteria and capabilities – N32 side 
[bookmark: _Hlk125452522]- Filtering criteria and possiblly a firewall – Home PMN side. 
The following issues are required for studying:
- Whether the external entity, e.g., the IPX, which hosts the SEPP, uses certificates from its own CA or uses certificates issued from the Home PLMN (i.e., all PLMNs that want to use the Hosted SEPP service) and whether the Home PLMN is willing to consider and use, e.g., the IPX's CA as trusted CA;
- Whether the Hosted SEPP can handle private addresses of the Home PMN;
- Whether the Hosted SEPP is trusted to enforce market specific regulatory requirements;
- In addition, the connection between Hosted SEPP and the Home PMN needs protection, e.g., Topology Hiding, filtering criteria and firewall, etc.
The PKI infrastructure can be deployed in different ways for issuing the digital identities to the hosted SEPP’s PLMN facing SBI and external facing N32. 
A PLMN can use both Local SEPPs (managed by PLMN) and Hosted SEPPs, i.e., the PLMN has Local SEPPs each handling a set of roaming relations, while the Hosted SEPPs handle a different set of roaming relations.

************** NEXT CHANGE

[bookmark: _Toc129620797]5.12.2	Threats
In a scenario of Hosted SEPP additional risks arise. These include:
-	attacks on the traffic between PLMN's NFs and the PLMN's Hosted SEPP, 
-	insufficient protection of the PLMN core, 
-	lack of a way to attribute the cause of a security issue to a specific actor (e.g., the operator or the Hosted SEPP provider), 
-	an unauthorized actor claiming to be a Hosted SEPP provider of an operator towards its roaming partners, and
-	risks due to one actor operating Hosted SEPPs for multiple PLMNs (overlapping PLMN security domains).



************** END OF CHANGES
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