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1
Decision/action requested

Requirements on CAPIF-8
2
References

33.884
Draft CR SNAPPY
3
Rationale

SA6 introduced a new reference point CAPIF-8/8e for UE being the API invoker and connecting to CCF.
4
Detailed proposal

***********  START OF CHANGE

4.8
Security requirements on the CAPIF-8/8e reference points

The security requirements for CAPIF-8/8e reference points are:

-
[CAPIF-SEC-4.8-a] The transport of messages over the CAPIF-8 and CAPIF-8e reference points shall be integrity protected.

-
[CAPIF-SEC-4.8-b] The transport of messages over the CAPIF-8 and CAPIF-8e reference points shall be protected from replay attacks.

-
[CAPIF-SEC-4.8-c] The transport of messages over the CAPIF-8 and CAPIF-8e reference points shall be confidentiality protected. 

-
[CAPIF-SEC-4.8-d] Privacy of the 3GPP user over the CAPIF-8 and CAPIF-8e reference points shall be protected.

***********  END OF CHANGE

