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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2 References

[1] GSMA 5GMRR LS S3-233531  LS to 3GPP on GSMA requirements for intermediaries in the roaming ecosystem
[2] GSMA DESS LS S3-180338 Business rationale for requirements in “S3-172175: DESS Update and Requirements for Securing Inter-PLMN Signalling Interfaces in 5G”
[3] GSMA Newsroom : https://www.gsma.com/newsroom/wp-content/uploads//NG.132-v4.0-1.pdf; Wednesday 21 Jun 2023.
3
Rationale

GSMA 5GMRR provided a set of LSs [1] with additional requirements on roaming to 3GPP. SA plenary tasked in SA#100 working group SA1 to discuss the potential initiation of a study related to these new requirements on additional roaming services. SA3 has already been working on this topic due to previous liaison exchanges and the mandate from 2017/2018 [2] to provide the 5G security roaming architecture solution. All security roaming requirements related to 5GC SEPP are part of TS 33.501.
We suggest to provide per another LS additional material for consideration to both SA1 and 5GMRR.
It is important that 3GPP is aware of that GSMA seems not waiting for the outcome of a potential SA1 study. GSMA already published in their newsroom a draft document that is changing the 5GC architecture (see [3]) to accommodate the needs addressed per LSs. [3] is introducing an intermediate "SEPP+", new flows for N32 (see for example [3], figure 26 introducing N32pc, terminating N32c at SEPP+) or a "provider NRF" (see for example [3], D2), which is not in line with 3GPP e2e service architecture. As per 3GPP, the SEPP is the edge element of 5GC and N32 is defined between 2 SEPPs, i.e., the initiating SEPP in the NF service request originating PLMN and the receiving SEPP in the NF service request serving PLMN.
While we acknowledge the need to discuss details of deployment scenarios currently in place in 2G/3G/4G and the wish to provide additional services to operators in 5G by hosting a SEPP, we insist on not tampering with the 5GC architecture by downgrading the roaming to pre-5G practice. 

GSMA LSs [1] suggest that roaming hub and IPX carrier need access to all signalling data (N32-c & N32f) in order to perform their service(s). Although this is current roaming practice (given the history that SS7 and Diameter were not designed with security in mind), the 3GPP specifications for 5G SA Roaming are essentially different. N32 e2e security policies are not to limit the services by intermediaries but protect. These policies allow to give access to IEs that are needed for the service execution at intermediaries, while protecting access to IEs, e.g., authentication vectors, that are only of end-to-end significance. 

In summary, the 5GC architecture has security-wise been enhanced to allow roaming in an operator-controlled way, providing more security in comparison to SS7 and Diameter in 2G/3G/4G. In addition, national (privacy and data protection) regulations may force operators to be become more concerned about what type of information is to be exposable at intermediary service providers. 5G roaming solutions are developed to fulfilling such legal requests.

4
Detailed proposal

See LS in SA3-23XXXX.
The following details are caputered in this LS asking 

· 5GMRR to provide feedback on Enhanced PRINS for using 5G roaming by hubs, to acknowledge the role of a 5GC SEPP, and to confirm the understanding of hosting and outsourcing, and

·  SA1 to take the information into consideration when setting up and studying new requirements for 5GS. 
It is proposed that an LS along those lines is sent out from this meeting.
5G e2e service architecture 
 
SA3 reminded GSMA in LS S3-231389 that any new requirement to be defined shall not break with the 5G e2e service architecture and the security defined for this architecture. A hop-by-hop roaming solution without the security defined for 5G would just reassemble the 2G/3G/4G roaming approach with intermediaries being able to modify control messages without operator knowledge. I.e. an intermediary can modify service requests of the NF Service Consumer sent from one operator network to the NF Service Producer in another operator network without technical proof option by the operator network end-points of what an intermediary modified. 
If readability and modification of messages is desired by intermediaries in 5G, an application layer security approach for roaming has to be applied. Breaking this principle allows an attacker at an intermediary hop to endanger the security and, at the same time, does not give operators and/or jurisdiction an easy technical possibility to track down who was responsibility for a message and/or its modification.  
 
Privacy and cyber security regulations 
 
The 5G security architecture design addresses regulations evolving world-wide on privacy and cyber security requirements, i.e., demanding e2e confidentiality and integrity protection between operators and allowing intermediaries to act (read and modify messages) only in an e2e operator-controlled way. By this, attributability in the sense of being able to know, which entity has sent or modified what, is provided by technical means and can therefore be used in legal disputes, if required by law. This needs to be kept in mind when SA1 is discussing new requirements for 5G deployments requiring, e.g., the hosting of a SEPP. 
 
Definition of a 3GPP conform 5GC SEPP and N32-c/N32-f usage 
 
Any proxy that is on the path between 2 PLMNs cannot be a SEPP by default. TS 33.501 cited:  
"the SEPP – cf TS 23.501, clause 6.2.17 shall be present at the edge of the source and destination networks dedicated to handling e2e Core Network Interconnection Security. The confidentiality and/or integrity for the message elements is provided between two SEPPs of the source and destination PLMN".  
 
N32-c is hereby used when the two SEPPs of the source and destination PLMN bilateral negotiate the N32-f protocol for sending and receiving control messages. N32-f can be either TLS if bilateral communication continues (without reading and modification options for intermediaries), or PRINS if intermediaries are allowed to read and modify selectively IEs from the control messages communicated between the two SEPPs to provide further services. 
SA3 acknowledges the desire of RVAS, IPX and roaming hub providers to provide additional services. While RVAS and IPX may be able to offer this in 5G as a service within the operator security domain and by this maintaining the e2e service architecture requirement, considerations for necessary enhancements for roaming hubs are further discussed below. 
 
Considerations on outsourcing and hosting SEPP deployment scenarios 
 
SA3 acknowledges the desire of offering such service to operators that do not want to operate a complete 5GC system alone. The following summarizes the understanding of the terminology and provides links to existing specifications within 3GPP. 
The term "hosting" has been introduced by GSMA for describing hosting a SEPP (on behalf of the PLMN operator) by a service provider (IPX or roaming hub), i.e., the NFs of the network operator connecting to this hosted SEPP. This implies that this hosted SEPP must belong to the security domain of the PLMN network operator with the link between NFs and hosted SEPP being protected by additional means. If a service provider is providing such hosted SEPP service to many PLMNs, separation of the PLMN's security domains needs to be guaranteed.  
The term "outsourcing" has been introduced by GSMA for describing a SEPP in an operator group roaming hub shared between 'group operator member PLMNs' in an operator group hubbing scenario. Hence, it is a specific scenario for an operator group, where the security behind this hub is out of scope in 3GPP. In this case (SEPP being outsourced to an Operator Group Roaming Hub as described in 33.501, clause 13.1.2), the e2e core network interconnection security is provided between the Operator Group Roaming Hub SEPP and the destination network operator SEPP. A group network operator member PLMN's border element would not act as a SEPP if using the Operator Group Roaming Hub SEPP. But a proxy is necessary to transfer the NF service request of a group operator member PLMN to the Operator Group Roaming Hub SEPP securely. In addition, such group operator member PLMN can still have a SEPP that is interconnecting with a distinct set of other networks (inside the operator group and outside) that are not served by the Operator Group Roaming Hub SEPP. 
 
Necessary enhancements for roaming hubs 
 
As per 3GPP specification, application layer security needs to be applied if hops need to do more than IP level routing. To allow a public roaming hub to work smoothly, the operator could choose a security profile that allows the roaming hub to handle all its administrative tasks, e.g., all IEs necessary for the public roaming hub to fulfil its task are sent in clear from the initiating operator network SEPP to the receiving operator network SEPP.  
If a roaming hub needs to create own control messages, architectural changes would be needed. Requested for comments by GSMA already in LS S3-231389, the proposal S3-231419 of Enhanced PRINS to allow a roaming hub to also send its own control messages was provided. An evaluation by 5GMRR for this enhancement would be helpful. For SA1 to acknowledge: this update to PRINS would be a method that is in line with the 5GS e2e approach that underpins the current 5G security and trust model. 
 
Alignment of existing 5GC SEPP requirements with the new GSMA requirements 
 
SA3 would like to emphasise that any update on 5GC architecture needs to be in alignment with the existing 5GC SEPP requirements of 33.501, clause 4.2 and 5.9.3, and the solutions described in clause 13.1.1, 13.1.2,13.2, and 13.5. And if not, SA1 needs to provide guidance how contradicting requirements should be handled. 
If hop-by-hop solutions are still the preferred way forward by GSMA stakeholders in the roaming ecosystem, SA3 requests to consider the continuation of roaming with the existing 2G/3G/4G roaming solutions, to enable a 5G System to be compatible with privacy and cyber security regulations if required. 
 
