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1
Decision/action requested

Approve the changes in clause 4 for inclusion in TR 33.894 [1].
2
References

[1]
3GPP TR 33.894 "Study on applicability of the Zero Trust Security principles in mobile networks"
[2]
NIST Special Publication 800-207 Zero Trust Architecture.

3
Rationale

This contribution proposes an evaluation of the fourth tenet of [2] related to access to resources. This is the same contribution submitted earlier but not treated in several meetings. For the sake of completion and a proper closure of the study, it is important to cover all the tenets.
4
Detailed proposal

It is proposed to approve the following evaluation for inclusion in TR 33.894 [1].

**** Start of Changes****

5.Z
Tenet #Z: Resource access
5.Z.1
Description

According to tenet 4 of [2], a zero trust architecture has to adhere to the principle that "Access to resources is determined by dynamic policy—including the observable state of client identity, application/service, and the requesting asset—and may include other behavioral and environmental attributes… Environmental attributes may include such factors as requestor network location, time, reported active attacks, etc.". If one considers the 5G Core in isolation, then this tenet would not be relevant since as further described in [2] it relates to the users, also referred to as members. However, users interact with the 5G Core indirectly via the UE. From this perspective, the tenet relates to how this access is secured and authorized. This is out of scope of the current study.

Nevertheless, without fully assimilating NFs to users, one can evaluate this tenet from the perspective of NFs being clients when acting as service consumers in the 5G Core.
5.Z.2
Relevant security mechanisms

The dynamic authorization mechanism based on OAuth2.0 specified in clause 13.4 of TS 33.501 [4].
5.Z.3
Evaluation

Before accessing services, an NF consumer may be required to obtain and present an OAuth2.0 token as specified in TS 33.501 [4]. The specified requirements include detailed provisions for the usage of the claims. In particular, the scope claims, the optional "additional scope", the NF set ID, and slice information provide the necessary flexibility to the operators to authorize access at the desired granularity level. More precisely, the claims can be changed to restrict the access to single instances, to particular services, to particular type of producers, or even to restrict the allowed actions depending on the operator’s policy. Observe that such restrictions or expansions of the scopes do not have to be static and can be changed dynamically even at every service invocation. 

Therefore, the Oauth2.0 framework offers the operators the means to implement and enforce dynamically any policy or any access related decision by acting on the token claims. Such decisions could be based on several aspects such as the load situation or any other information pertaining to the state of the network entities. This is highly dependent on the implementation and the deployment context and hence beyond 3GPP scope.
Document [2] goes to a great extent into describing the use of "behavioral attributes" as input to the access authorization process. According to [2], behavioral attributes can include parameters related to the user, e.g. network location, measured deviations from observed usage patterns, etc. They can also include device-specific parameters, e.g. analytics, software versions, etc. This is highly relevant in the larger context of an enterprise, in order to take into considerations human users and the devices being used to access the enterprise resources. On this particular aspect, the current security standards do not take into account this and do not provide any mechanisms for the definition and the collection of such attributes for NFs. The situation is different for the UEs. On the other hand such attributes do not seem relevant for NFs. Nevertheless, should there be any useful information collected from NFs for access authorization purposes, the same information would be also equally relevant in a security monitoring context. This is covered under the evaluation of Tenet 5 in clause 5.4.
Based on this evaluation, no further actions are required for this tenet.
**** End of Changes****

