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1
Decision/action requested

Approve the changes in clause 4 for inclusion in the living CR of ACM_SBA [1].
2
References

[1]

S3-233269_draftCR_living_doc_ACM_SBA 
3
Rationale

This contribution proposes content on the certificate update procedure for the informative annex. This is based on the conclusion modulo some example additions which we consider necessary to guide implementations. 
4
Detailed proposal

*** START OF SECOND CHANGES ***
Annex Y (Informative): Guidance in the certificates management procedures left to implementation
Y.1
Introduction

Editor's Note: This clause introduces the new informative annex dedicated to procedures that do not require normative text, but they are rather recommendations in the implementation of the certificate management framework. The list of contents to be included in this annex is not closed yet, so the current outline can be extended with new clauses.
Y.2
NF Certificate Updates

Editor's Note: This clause describes some approaches to be considered in the NF certificate updates in special circumstances (e.g., outages, simultaneous update of a vast number of certificates, etc.)
Certificate updates and renewal are handled by the CMPv2 protocol as described in clause X.2.1. The update or renewal trigger, for example due to expiry, change in validity "status" or other events such as the sudden disclosure of broken cryptographic primitives, could be based on internal configuration, operator policies, etc. 
In order to mitigate against outage or overload situations for example due to triggering simultaneous updates for a vast number of NFs or NFs of the same type, etc. the following guidance on the update policies is provided:
· Make use of different time interval/periodicity possibily depending on the NF type when configuring such policies. Observe that the NF type is included in the certificates as per the profile in clause 6.1.3c and hence can be checked there while configuring such policies.
· Take into account the expiration time and configure such triggers reasonably early enough.
*** END OF SECOND CHANGES ***

