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1	Decision/action requested
Approve the changes in clause 4 for inclusion in the living CR of eNPN trusted.
2	References
[1]	NA
3	Rationale
The conclusion for anonymous SUCI captured in TR 33.858 is”
“
-	If the construction of SUCI as described in clause 6.12 of TS 33.501 cannot be used to identify the UE, the UE shall send a 64-bit random number in step 5 and use this random number as key identifier in step 13. The random number generation by the UE should follow the recommendations given in SP 800-90A [13] or equivalent.
-	If the TNGF cannot locate the UE (e.g., due to collision), the TNGF will reject the UE. The UE may retry with a new random number.
”
This contribution is to capture the above conclusion to the living CR on Trusted non-3GPP access. By doing this, there are two related Editor’s Note can be deleted.
One more editorial in the description “ a temporary UE identifier” is changed to “ a temporary key identifier”. Because based on the conclusion, the random number is a key identifier.
4	Detailed proposal
************ START OF CHANGES ************

I.X.3.1 	Trusted non-3GPP access support in SNPN without CH 
Procedures for trusted non-3GPP access authentication are described in clause 7A.2.1. For SNPN the procedures are re-used with the following modifications:
Steps 0-4 are performed as described in clause 7A.2.1. 
In step 5, the SUCI can be an onboarding SUCI. 
Further in step 5, the SUCI in both AN-Params and Registration Request message can be of type anonymous SUCI if the construction of SUCI as described in clause 6.12 cannot be used and if the employed EAP method supports SUPI privacy. If anonymous SUCI is used, the UE shall additionally send a 64-bit random number in step 5 in AN-Params part. When anonymous SUCI is received at the TNGF, the TNGF shall store the 64-bit random number, and use this random number as key identifier.
NOTE: The random number generation by the UE should follow the recommendations given in SP 800-90A [13] or equivalent.
Editor’s note: In case anonymous SUCI is used, the identifier used as UE Id in the AN parameters is FFS
Step 6-7 is performed as described in clause 7A.2.1. 
In step 8 of clause 7A.2.1, in case the AUSF receives an onboarding indication, the AUSF shall perform steps 6-10 and 14-17 as described in Annex I.2.2.2. 
Editor’s note: Whether procedures for onboarding should be moved to a separate clause is FFS. 
In step 8 of clause 7A.2.1, the authentication method is selected. 5G AKA, EAP-AKA’, or any other key-generating EAP authentication method apply for UE authentication in SNPN. In case UDM receives an anonymous SUCI, the UDM chooses the authentication method as described in step 4 of Annex I.2.2.2.2. 
Editor's Note: How the authentication method is selected is ffs.
In case the AUSF received an anonymous SUCI in step 7 (but no onboarding indication was received) the AUSF shall perform steps 11-13 of Annex I.2.2.2 after a successful authentication to inform the UDM of the actual SUPI. In case anonymous SUCI and onboarding indication was received in step 7, steps 11-13 of Annex I.2.2.2 can be skipped.
Steps 9-12 are performed as described in clause 7A.2.1.
In step 13, in case anonymous SUCI was used in step 5, a temporary key KTNGFUE  identifier shall be used in the IDi payload. The value of the temporary key identifier shall be set to the 64-bit random number sent in step 5. If the TNGF cannot locate the key KTNGF (e.g., due to collision), the TNGF shall reject the UE. The UE may retry with a new random number.
Editor’s note: The value of the temporary identifier is FFS.
Steps 14-19 are performed as described in clause 7A.2.1.

************ END OF CHANGES************

