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1
Decision/action requested

It is proposed to approve the procedure for secured and authorized AI/ML model data sharing
2
References

[1]


3GPP TS 233.288: " Architecture enhancements for 5G System (5GS) to support network data analytics services ".
3
Rationale

According to the discussion in the DP (S3-233725), it is necessary to provide additional protection for DataSetTag to prevent third NFs obtaining model-related data through DataSetTag and threatening model security.

4
Detailed proposal

X.Y
Security for AI/ML model data storage and sharing 

The detailed procedure for secured and authorized AI/ML model data sharing is based on Annex X.10 and clause 6.2E of TS23.288[105].
Step 0-4 are performed as describe in Annex X.10.
In step5, if the NF Service consumer (NWDAF containing AnLF) include a DataSetTag and/or ADRF ID (see clause TS 23.288), NWDAF containing AnLF may triggers the Nadrf_DataManagement_StorageRequest as described in TS 23.288 [105], including an allowed NFc list containing NWDAF containing MTLF ID for the DataSetTag.
Step 6-7 as described in Annex X.10.
Step 8-9, When ADRF ID and/or DataSetTag is given by step 5, the NWDAF containing MTLF may retrieve token and then retrieve data from the ADRF indicated by the DataSetTag, by invoking Nadrf_DataManagementRetrievalRequest or Nadrf_DataManagementRetrieval_Subscribe service operation, using the token, as describe in TS 23.288[105].
Step10 is performed as described in Annex X.10 with difference that the ADRF shall also verifies the NF Service Consumer’s NF ID is included in the allowed NFc list for the DataSetTag.
