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1	Decision/action requested
It is requested to approve this proposal in the 5G_ProSe_Ph2 living doc.
2	References
[1]   S3‑233374  "Living document for 5G_ProSe_Ph2"
3	Rationale
This contribution proposes to add the selection methods between security mechanisms with or without network assistance. 
As concluded in TR 33.740, it is need to specify a selection method between security mechanisms with or without network assistance for 5G ProSe UE-to-UE Relay Communication.
4	Detailed proposal


  **** START OF CHANGE ****
6.6.3.3	Selection between mechanisms with or without network assistance
Editor’s Note: The choice and co-existence of the security mechanisms in different use cases (i.e., U2U Relay in and out of coverage) is FFS.
The selection methods between security mechanisms with or without network assistance are as follows:
A Network Assistance Security Indicator per RSC is provisioned in the UE to indicate whether to use the network assistance security procedure. The 5G ProSe End UEs  shall select the mechanism between security procedures with network assistance and security procedures without network assistance based on the Network Assistance Security Indicator, while the 5G ProSe UE-to-UE Relay select the mechanism between security procedures with network assistance and security procedures without network assistance based on the Network Assistance Security Indicator and its 3GPP coverage status. 
For 5G ProSe UE-to-UE Relay Communication with model A discovery, the 5G ProSe UE-to-UE Relay may select both RSCs associated with the security procedures with network assistance and the security procedures without network assistance when the 5G ProSe UE-to-UE Relay is in 3GPP coverage. The 5G ProSe UE-to-UE Relay shall only select the RSC associated with the security procedures without network assistance when the 5G ProSe UE-to-UE Relay is out of 3GPP coverage. Then, the 5G ProSe UE-to-UE Relay broadcasts a Discovery Announcement message including the selected RSC. The End UE shall use the security procedures with network assistance if the Network Assistance Security Indicator associated with an RSC indicates the security procedures with network assistance (as described in clause 6.6.3.1). Otherwise, if the Network Assistance Security Indicator associated with an RSC indicates the security procedures without network assistance, the End UE shall use the security procedures without network assistance (as described in clause 6.6.3.2).
NOTE1:	If the RSC indicating security procedures with network assistance or without network assistance is included in Discovery Announcement message and the respective PC5 security procedure with network assistance or PC5 security procedure without network assistance is not supported by the End UE, then the End UE does not match the corresponding Discovery Announcement message. 
For 5G ProSe UE-to-UE Relay Communication with model B discovery, the source End UE may select both RSCs associated with the security procedures with network assistance and the security procedures without network assistance, based on the desired mechanism. Then, the source End UE broadcasts a Discovery Solicitation message including the selected RSC. The UE-to-UE Relay shall use the security procedures with network assistance if the Network Assistance Security Indicator associated with the RSC indicates the security procedures with network assistance and it is inside 3GPP coverage. Otherwise, if the Network Assistance Security Indicator associated with the RSC indicates the security procedures without network assistance, the UE-to-UE Relay shall use the security procedures without network assistance.
NOTE2:   If the RSC associated with Network Assistance Security Indicator is included in Discovery Solicitation message and the respective PC5 security procedure with or without network assistance is not supported by the UE-to-UE Relay or the target End UE, then the UE-to-UE Relay or the target End UE does not match the corresponding Discovery Solicitation message.


**** END OF CHANGE ****

