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1
Decision/action requested

It is proposed to approve the changes to the living document to TS 33.310 on ACM_SBA.
2
References

[1]
3GPP S3-233269: “Living document for ACM_SBA (Automated Certificate Management in SBA)”
3
Rationale

This document proposes to add some practical guidelines related to NF certificate management in Network Slicing scenarios recommended in the conclusion for KI#9 of TR 33.876 in [1] – informative annex. 
4
Detailed proposal

*** START OF FIRST CHANGES ***

Annex Y (Informative): Guidance in the certificates management procedures left to implementation
Y.1
Introduction

Editor's Note: This clause introduces the new informative annex dedicated to procedures that do not require normative text, but they are rather recommendations in the implementation of the certificate management framework. The list of contents to be included in this annex is not closed yet, so the current outline can be extended with new clauses.
Y.2
NF Certificate Updates

Editor's Note: This clause describes some approaches to be considered in the NF certificate updates in special circumstances (e.g., outages, simultaneous update of a vast number of certificates, etc.)

Y.x
Certificate Management for Network Slicing

This clause describes some requirements related to NF certificate management in network slicing scenarios, which are left to implementation. 
The certificate management framework in 5G Core might need to work with certificates that belong to different domains, such as customer 3rd party slices, with different requirements in terms for example of certificate lifecycles, CA(s) security policies potentially managed by administrators of multiple stakeholders (e.g., 5G Core operator, network slice customers/tenants, etc.).

Network slice customers being offered certain slices can require performing management and operation tasks over operator CA, or even to use their own CA and certificate management procedures for all or part of the slice-specific NFs or NF services. Operator and slice customer need to agree on mechanisms to establish the trust between operator and customer domain and interconnect their CAs and automate certification lifecycle management across operator CAs/RAs and third parties CAs specific for slice(s).

The communication between the different entities involved in the network slicing certificate management, i.e., NF management functions (OAM), operator RA/CA and CAs (root CAs, or sub-CAs) specific for slice(s), requires to be managed within the overall slicing orchestration framework. The requirements on the slicing orchestration framework may include among others:

-
Trust relationship and secure communication should be established between entities involved in the network slicing certificate management.

-   
Initial trust between 5GC NFs deployed by an operator and a third-party CA should be established by pre-installing the operator’s root certificate in the third-party CA.

-
The framework should support managing the certificate lifecycle for NFs assigned to a network slice and aligning it with the network slice lifecycle, for example by creating and signing slice specific certificate for a NF when the NF is associated to a network slice.

-
The framework should support capabilities to preconfigure address information of root CA/sub-CA for specific slice(s).
-
The framework should support capabilities to allocate a root CA/sub-CA to sign slice specific certificate for a NF associated to the slice.
