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1
Decision/action requested

It is proposed to approve the changes to the living document to TS 33.310 on ACM_SBA.
2
References

[1]
3GPP S3-233269: “Living document for ACM_SBA (Automated Certificate Management in SBA)”
3
Rationale

This document proposes to add some practical guidelines for the NF certificate updates recommended in the conclusion for KI#3 of TR 33.876 in [1] – informative annex. 
4
Detailed proposal

*** START OF FIRST CHANGES ***

Annex Y (Informative): Guidance in the certificates management procedures left to implementation
Y.1
Introduction

Editor's Note: This clause introduces the new informative annex dedicated to procedures that do not require normative text, but they are rather recommendations in the implementation of the certificate management framework. The list of contents to be included in this annex is not closed yet, so the current outline can be extended with new clauses.
Y.2
NF Certificate Updates

 The normal procedure of update and renewal of 5GC NF certificates is managed by CMP protocol as described in clause X.2.1.  
Nevertheless, the certificate management framework can be severely impacted by special critical circumstances, which can derive in simultaneous updates of vast number of certificates, causing a potential partial or complete disruption of the service. For example, a compromised security algorithm, the disclosure of broken cryptographic primitives, the revocation of CA root certificates or multiple certificates with same expiration data, are some of the special circumstances triggering the certificate update procedure.    

This clause lists a few practical recommendations to be considered in NF certificate update procedure. These recommendations can be deployed and implemented via internal configuration, operator policies and other mechanisms and functionalities in the operator PKI infrastructure, OAM systems, orchestration systems, etc. 

The NF certificate updates can be configured in the operator PKI, and consequently the procedure can be initiated in advance before the certificate expiration time. 

The operator PKI does not have to update the certificates with the same or similar expiration time simultaneously. Certificate updates policies can be configured, for example in the operator PKI, to create different batches of certificates to be updated sequentially or with certain prioritization criteria. 

Certificate expiry related alarms reported by network management systems, operator CA announcements for certificate revocations (e.g., via CRL, OCSP, etc.), and any other type of certificate related event, can be monitored with the purpose of mitigating the risk of service unavailability due to above mentioned special circumstances.   
