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1
Decision/action requested

It is requested to discuss the discussion paper on authentication result removal
2
References
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3
Rationale
Regarding the following LS S3-233511  on Authentication Result Removal, in the last meeting it was decided that AMF should/must remove the context from AUSF/UDM. It was a miss from SA3 so specification must be aligned for the same.
For this, we analysed that by simply adding the requirement that AMF can delete the context from AUSF/UDM will create further issues, as explained in this discussion paper. 

4
Detailed proposal
Please refer to the LS. In the last SA3 meeting, it was decided that SA3 will work on the solution where AMF can remove the authentication context due to various reasons. It was missed in the SA3 specification. However, we analyse the process the process and found following issues if AMF remove the authentication result due to SMC failure:
4.1 AUSF single instance issue
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Step 1-6: UE has already established 3GPP access with successful authentication and NAS, AS security mode procedures. UE and AUSF maintain KAUSF #1.

Step 7,8: UE initiates a non-3GPP access request or the network triggers re-authentication over non-3GPP access, then full authentication is performed.

Step 9: After successful AKA procedure, KAUSF#2 is stored in AUSF. However, store Kausf#2 temporarily and wait for the SMC to complete (Kausf#1 is still valid at UE). 
Step 10: AMF triggers a NAS security mode command procedure, which is rejected by UE. This rejection means KAUSF#2 in UE is removed, and UE will maintain using KAUSF#1 from previously used 3GPP access.

Step 11: The rejection from UE will result in AMF sending Nausf_UEAuthentication with context removal message to AUSF. This will remove the Authentication result in UDM as well. At this point in time, AUSF maintains KAUSF#2 , as previous KAUSF#1 is already deleted after step 8 and UE maintains KAUSF#1. 
Step 12: Due to the above situation, AKMA, SoR and UPU procedures will fail due to mismatch in KAUSF between UE and AUSF.

4.2 AUSF two instance issue
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Step 1-6, UE has established an 3GPP access connection with successful authentication and NAS, AS security mode procedures. UE and AUSF#1 stores KAUSF#1

Step 7,8: UE initiates a non-3GPP access request or the network triggers re-authentication over non-3GPP access, then full authentication is performed. In this case, AUSF#2 is selected because AUSF is stateless NF. 

Step 9: After successful AKA procedure, KAUSF#2 is stored in AUSF#2. However, UE store Kausf#2 temporarily and wait for the SMC to complete (KAUSF #1 is still valid at UE). 

Step 10: AMF triggers a NAS security mode command procedure, which is rejected by UE. This rejection means KAUSF#2 in UE is removed, and UE will maintain KAUSF#1 from previously used 3GPP access. Because a successful authentication flow stores the authentication result in UDM, UDM will remove the old KAUSF#1 from AUSF#1.

Step 11: The rejection from UE will result in AMF sending Nausf_UEAuthentication with a context removal message to AUSF#2. This will remove the Authentication result in UDM as well. At this point in time, AUSF#1 and AUSF#2 don’t maintain any KAUSF, but UE maintains KAUSF#1. 
Step 12: Due to the above situation, AKMA, SoR and UPU procedures will fail as 5GC doesn’t maintain any KAUSF however, UE is already authenticated and is connected to 5GC over 3GPP access.

Observation 1: Simply adding the requirement that AMF can delete the context from AUSF/UDM on SMF failure may create further issues as explained in the above scenarios. So, it needs to be analysed further.
Observation 2: Considering these details are not available in SA3 specs or it is more of stage3 issue, CT4 needs to work on the solution for the same. 

5
Conclusions and proposals
Based on the observations made in this paper, we are proposing to agree on either
Option 1: SA3 to solve this. To do so, SA3 endorses this discussion paper, and companies can bring the solutions to the next meetings (as maintenance CRs).

Option 2: Let CT4 solve this problem. For this, we can send LS to the CT4 group, and they can align the specification if this gap arises. Please refer to the LS S3-233646
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