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1	Impacts
	Affects:
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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	FS_256_Algo 
	SA3
	
	Study on supporting 256-bit algorithms for 5G 



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



Dependency on non-3GPP (draft) specification: None identified 
3	References
[1]	TR 33.841 Study on the support of 256-bit algorithms for 5G
[2]	S3-232348 LS to inform about the Post Quantum Telco Network Impact Assessment Whitepaper Publication
[3]	S3-211510 LS on Security risk evaluation of using long term key for another key derivation than AKA
[4]	SAGE (20)01 LS on Resynchronizations 
[5]	SAGE (20)05 Observations and questions on 256-bit security goals 
[6]	SAGE (19)28 LS reply on expectations and requirements for 256-bit algorithms
4	Justification
SA3 previously studied the support of 256-bit algorithms for 5G, resulting in TR 33.841 [1]. Said TR leaves a number of important questions unanswered and does not cover some of the practical challenges associated with the transition to 256-bit algorithms. Some questions have already been discussed in LSs exchanged with ETSI SAGE referenced above [3] [4] [5] [6]. As part of this Study item, it is proposed to build on the work performed in TR 33.841 and to study the aforementioned open questions and challenges, including but not limited to: 
· Negotiation of MAC lengths between the UE and the network, and system and performance impacts associated with use of MAC tags longer than 32 bits.
· Negotiation of key lengths between the UE and the network, and expected ABBA parameter values in the context of transition to 256-bit algorithms.
· Security risks related to inconsistent key sizes being used at different points of the key hierarchy 
· While in the current 5G system, 256-bit keys are derived in the primary authentication procedure from the UDM/APRF and USIM, truncation to 128-bits is performed independently in the AMF and the gNB. Here, depending on what these NFs support, this could lead to different level of protection on the NAS and AS layer. Thus, this needs discussion to study on expected behaviour in cases of existence of differing level of security level. 
· Similar risk identified in 5G NSA deployments and interworking scenarios.  
ETSI SAGE has since finalized their evaluation of current candidate algorithms, adding further justification to studying the essential prerequisites for the transition to 256-bit cryptographic algorithms now.
Furthermore, GSMA has also recently published its Post Quantum Telco Network Impact Assessment [2]. It sheds light on security risks related to Quantum Computing, outlines tentative timelines for the PQC transition by different countries, and highlights the importance to prepare as an industry for said transition. 
As the above challenges and open questions show, more complexity is introduced by adding support for 256-bit cryptographic algorithms to the 5G system. Even if solutions to some of these issues may be evident, it seems prudent to study these problems in order to document SA3’s conclusions and the expected behaviour of the 5G System.

5	Objective
This study aims to address key requirements for introducing support for 256-bit symmetric algorithms into the 5G System. Considering findings and conclusions from this preceding work, the following points should be addressed as part of this study:
- Studying key issues and candidate solutions concerning the negotiation of key sizes between UE and network, including:
	- potential risks of supporting 128-bit and 256-bit algorithms in parallel;
- if and how to utilize the ABBA parameter for signalling network support for 256-bit.
- Studying key issues and candidate solutions concerning the negotiation of MAC lengths between UE and network, incl.:
- system and performance impacts associated with use of MAC tags longer than 32 bits;
- network functions required to be involved in the negotiation;
- how to secure the negotiation of MAC lengths between UE and network.
- Studying key issues and candidate solutions concerning varying levels of support for 256-bit algorithms in the UE and the network, such as:
- how to ensure consistent use of 256-bit algorithms;
- how to ensure the effective key length equals the key bit length.

6	Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR

	tbd

	Study on cryptographic algorithm transition to 256 bits
	TSG SA#104
	TSG SA#105
	Cho, Minkyoung, KDDI, Minkyoung.cho@tohmatsu.co.jp




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	



7	Work item Rapporteur(s)
Cho, Minkyoung, KDDI, minkyoung.cho@tohmatsu.co.jp

8	Work item leadership
SA3

9	Aspects that involve other WGs
None identified yet

10	Supporting Individual Members
	Supporting IM name

	KDDI

	Deutsche Telekom

	KPN

	Lenovo

	NCSC 

	NEC

	NIST

	US NSA

	Johns Hopkins University

	Vodafone

	




