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1	Decision/action requested
This contribution proposes to add procedures for privacy protection of sharing location of Located UE with Target UE to TS 33.533 [1].
2	References
[1]	TS 33.533 v0.1.0		Security aspects of ranging based services and sidelink positioning
[2]	TS 23.586 v18.0.0	Architectural Enhancements to support Ranging based services and Sidelink Positioning
[3]	TS 23.273 v18.2.0	5G System (5GS) Location Services (LCS); Stage 2
3	Rationale
Clause 5.2.2 of TS 23.586 [2] contains the following Editors Note related to SA3:
Editor's note:	Privacy aspects of sharing the location of a Located UE (e.g. to any Target UE) and exposing information about such privacy aspects during discovery (e.g. to facilitate Located UE selection by a Target UE) needs to be aligned with SA WG3.
Furthermore, clause 5.11 of TS 23.586 [2] contains the following text and NOTE for SA3:
When Target UE as SL Positioning Server UE, the following principles applies:
-	The Target UE performs the Located UE's discovery and selection.
-	The Target UE obtains the location of the Located UE(s), and the Located UE(s) may trigger a 5GC-MO-LR to retrieve its location. The Target UE uses the location of Located UE(s) together with the Ranging/SL positioning measurement data or result to estimate its own location.
-	The Ranging/Sidelink positioning and the positioning of the Located UE(s) can be scheduled with the same scheduled location time (as per TS 23.273 [8]) to improve the Target UE positioning accuracy.
NOTE:	Security and privacy aspects require confirmation from SA WG3.
Hence, SA3 should ensure privacy protection of sharing the location of a Located UE with a Target UE or SL Positioning Server UE. The current mechanisms defined for privacy protection of location information as defined in TS 23.273 [3] are insufficient, since those mechanisms only protect against unwanted sharing of a UE’s location information with the network or an LCS client or AF, not against sharing its location with a Target UE or SL Positioning Server UE for absolute location result calculation of a Target UE. A Located UE may be willing to share its location with a trusted entity in the network (such as the LMF) or a particular trusted LCS Client or AF, but not necessarily with just any Target UE that may wish to use sidelink positioning. Hence, a more finegrained mechanism is needed. The current mechanisms also do not address the request from SA2 expressed in the above mentioned Editor’s note for a Target UE to be able to have sufficient information available during discovery about the privacy aspects of obtaining a Located UE’s location, based on which a target UE may or may not select a particular Located UE or based on which a target UE may select a different location procedure to be used (e.g. network-based SL Positioning procedure instead of UE-based SL Positioning procedure).
The risk of unwanted exposure of the location of a Located UE to an “untrusted” Target UE or SL Positioning Server UE is present in the following Sidelink positioning procedures:
· UE-only Operation for SL Positioning using Located UE as described in clauses 5.11, 6.6 and 6.8 of TS 23.586 [2], in which the location of a Located UE may need to be shared with an “untrusted” Target UE or SL Positioning Server UE in order for the Target UE or SL Positioning Server UE to calculate the absolute position of the Target UE.
· UE-based SL Positioning as described in clauses 5.5.4, 5.5.5, 6.5.3 and 6.5.4 of TS 23.586 [2], in which the LMF may decide to use a SL Positioning Server UE, which may be the Target UE or a Located UE different from the Located UE for which the location needs to be shared, and/or the LMF may provide the location of a Located UE (as per RAN1 conclusion in RP-231092) as assistance data to a Target UE.
In case of UE-only operation, the Located UE can control whether or not it shares its location with a Target UE or SL Positioning Server UE. However, just ignoring a request for its location by a Target UE or SL Positioning Server UE or making itself undiscoverable is undesirable, since the Target UE or SL Positioning Server UE would not know if it did not receive a response due to connection failure or discovery failure or because the Located UE does not want to share its location. It also would not address the Editor’s Note in clause 5.2.2 of TS 23.586, as the Target UE may only find out after it has set up a connection and tried to fetch the location of the Located UE that it would not be able to successfully receive the location of the Located UE, e.g. because the Located UE is only willing to share its location to the LMF for network based positioning and not to the Target UE. As per the Editor’s Note in clause 5.2.2. of TS 23.586 a Located UE needs to be able to provide an indication “Location sharing with Target UE/SL Positioning Server UE allowed” to the respective Target UE or SL Positioning Server UE before selection of that respective Located UE to be involved in the SL positioning procedure. This can be done by adding such indication during SLPP capability exchange of the Located UE with a Target UE or SL Positioning Server UE. A similar indication could be added in the RSPP payload exchanged during discovery. The exact format of such indication needs to be aligned with RAN2/SA2. 
In case of UE-based SL Positioning, in order to prevent the LMF from sharing the location of a Located UE to a Target UE or a Located UE different from the Located UE for which the location needs to be shared, and to prevent the LMF from providing the location of a Located UE as assistance data to a Target UE, the LMF needs to know whether or not the Located UE is willing to share its location with a Target UE or SL Positioning Server UE or not. A similar “Location sharing with Target UE/SL Positioning Server UE allowed” indication as mentioned above can be provided during LPP capability exchange of the Located UE with the LMF. 
Whether or not such indication of a Located UE needs to be stored as part of the Located UE’s privacy profile as specified in TS 23.273, and whether LMF has access to this privacy profile, can be decided by SA2.
This proposal is to reflect the above in TS 33.533 [1]. It further clarifies that the current UE privacy profiles control the service exposure to AF, 5GC NF and LCS Clients, but not (yet) the exposure to Target UE/SL Positioning Server UE. 
4	Detailed proposal
[bookmark: _Toc131515741]*************** Start of the 1st Change ****************
[bookmark: _Toc136358774]6.3.3	Procedure for authorization of AF/5GC NF for Ranging/SL positioning service exposure
[bookmark: OLE_LINK90]For the authorization of the AF or 5GC NF for Ranging/SL Positioning service exposure, the MT-LR procedure specified in TS 23.273 [3] is taken as the baseline. The authorization shall be performed towards both target UE and reference UE. If none of the UEs grants or one of the UEs does not grant permission for Ranging/SL Positioning exposure, the GMLC shall reject the service request from the AF/5GC NF.
Editor’s Note: the MT-LR procedure and related reference need to be updated based on the progress of TS 23.586[2].
When receiving the Ranging/SL Positioning service request from the AF/5GC NF or LCS Client, the GMLC interacts with the UDM to check the UE privacy profile. The UE LCS Privacy Profile defined in clause 5.4.2 of TS 23.273 [3] is taken as the baseline for the UE privacy profile for Ranging/SL positioning service exposure to AF/5GC NF and LCS Clients.
Editor’s Note: the details of the content of UE privacy profile for Ranging/SL positioning services is FFS.
The GMLC interacts with the AMF to request the ranging result of UEs, which may include an indication of a privacy related action. If the indicator of privacy check related action indicates that the UE must either be notified or notified with privacy verification, a notification invoke message is sent to the UE if the signalling connection established. However, if the Ranging/SL Positioning service is disallowed by the UE, or signalling connection establishment fails and UE notification is required, the AMF shall provide failure response to the GMLC.
*************** Start of the 2nd Change ****************
6.5	Privacy protection of sharing location of Located UE for SL positioning
6.5.1	General
According to TS 23.586 [2], the Target UE or a SL Positioning Server UE may need to receive the location of a Located UE in case of UE-only and UE-based Sidelink Positioning. A Located UE needs to be able to control whether or not its location can be shared with Target UEs or SL Positioning Server UEs, which are potentially untrusted.
6.5.2	Security requirements
The 5G Ranging/SL Positioning system shall provide means to mitigate trackability and linkability attacks of the UE during discovery for Ranging/SL positioning.
The 5G Ranging/SL Positioning system shall provide means to mitigate trackability and linkability attacks of the UE during communication for Ranging/SL positioning.
6.5.3	Procedure for privacy protection of location of Located UE
If a Located UE allows the LMF to share the Located UE’s location with a Target UE or SL Positioning Server UE as assistance data for SL positioning and/or for SL positioning result calculation by a Target UE or SL Positioning Server UE (e.g. as part of UE-based Sidelink positioning procedures), the Located UE includes the “Location sharing with Target UE/SL Positioning Server UE allowed” indicator during the LPP Capability Exchange with the LMF. Similarly, if a Located UE enables sharing its location directly with a Target UE or SL Positioning Server UE for SL positioning result calculation by a Target UE or SL Positioning Server UE (e.g. in case of UE-only SL positioning), the Located UE includes the “Location sharing with Target UE/SL Positioning Server UE allowed” indicator during the SLPP Capability Exchange with the respective Target UE or SL Positioning Server UE, the information of which the Target UE or SL Positioning Server UE can use during selection of which Located UEs and/or which SL positioning procedure to use.
If a Located UE does not want the LMF to share the Located UE’s location with a Target UE or SL Positioning Server UE as assistance data for SL positioning and/or for SL positioning result calculation by a Target UE or SL Positioning Server UE (e.g. as part of UE-based Sidelink positioning procedures), the Located UE does not include the “Location sharing with Target UE/SL Positioning Server UE allowed” indicator during the LPP Capability Exchange with the LMF. If the LMF does not receive the “Location sharing with Target UE/SL Positioning Server UE allowed” indicator from the respective Located UE, the LMF shall not share the Located UE’s location with a Target UE or SL Positioning Server UE that is different from the respective Located UE. Similarly, if a Located UE does not enable sharing its location directly with a Target UE or SL Positioning Server UE for SL positioning result calculation by a Target UE or SL Positioning Server UE that is different than the respective Located UE (e.g. in case of UE-only SL positioning), the Located UE does not  include the “Location sharing with Target UE/SL Positioning Server UE allowed” indicator during the SLPP Capability Exchange with the respective Target UE or SL Positioning Server UE, the information of which the Target UE or SL Positioning Server UE can use during selection of which Located UEs and/or which SL positioning procedure to use.

Editor’s Note: The exact format of  the “Location sharing with Target UE/SL Positioning Server UE allowed” indication and whether a separate “not allowed” indicator and/or a similar indicator during discovery is desired needs to be aligned with RAN2/SA2.
Editor’s Note: Whether or not the “Location sharing with Target UE/SL Positioning Server UE allowed” indication of a Located UE needs to be stored as part of the Located UE’s privacy profile as specified in TS 23.273, and whether LMF has access to this privacy profile needs to be aligned with SA2.

*************** End of the Change ****************

