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1
Decision/action requested

SA3 is kindly requested to approve the proposed text for the selection between the security mechanisms.
2
References

3
Rationale

This contribution proposes to add the selection methods between security mechanisms with or without network assistance. 

As concluded in TR 33.740, it is needed to specify a selection method between security mechanisms with or without network assistance for 5G ProSe UE-to-UE Relay Communication.

The first part of the proposal is aligned with the text in S3-233674, except with minor modifications, in particular, the pagraph that in S3-233674 relates to Model B, is also applicable to Model A.
The following text is further proposed:

1. As the UE-to-UE Relay and the End UE may select both RSCs associated to the different security procedures (i.e., with or without network assistance), the UE-to-UE Relay and the End UE may broadcast multiple Discovery messages with RSCs associated to different security procedures. To that end, the following text is proposed: 

“The End UE or the UE-to-UE Relay, the UE-to-UE Relay (in model A) and the End UE (in model B) may send multiple Discovery Announcement/Solicitation messages   including RSCs corresponding to different security mechanisms (i.e., with or without network assistance).”
2. If End UE support and match RSCs associated to both security procedures (i.e., with and without network assistance), a selection between the two security procedures has to be made. This can happen, e.g., in Model A when two UE-to-UE relays broadcast RSCs associated to security procedures with and without network assistance. This can happen, e.g., in Model B, when a source UE broadcasts RSCs associated to security procedures with and without network assistance that go through two UE-to-UE relays, one of them in coverage and one of them out of coverage, So that the target UE receives two discovery messages, one of them with an RSC associated to a security procedure with network assistance and another discovery message associated to a security procedure without network assistance. To that end, the following text is proposed: 

“During the discovery phase, if the RSC associated to the security procedures with network assistance, and the RSC associated to the security procedures without network assistance are both matched by the End UEs, the End UE and the UE-to-UE Relay shall perform the PC5 security procedure with network assistance.”
3. If, during the discovery phase, a UE-to-UE Relay has matched both an RSC associated to the security procedures with network assistance and an RSC associated to the security procedures without network assistance, when said UE-to-UE Relay receives a DCR message from the End UE, it needs to identify the security keying materials to be used to process the DCR message. To that end, the following text is proposed: 

“After the discovery phase, the End UE sends a Direct Communication Request to the UE-to-UE Relay containing the RSC matched during discovery, which indicates the selected security mechanism. If the UE-to-UE relay has matched RSCs with and without network assistance in the previous discovery procedures, the UE-to-UE relay first processes the security of DCR message (Clause 6.3.5 in TS 33.503) with the security materials bound to the RSC associated to the security procedures with network assistance, and if the RSC or verification fails, it processes the security of DCR message with the security materials bound to the RSC associated to the security procedures without network assistance.” 
4. Given that the coverage status of the UE-to-UE Relay may change between the discovery phase, and the direct communication phase, the following text is proposed. This addresses not only the fact that the coverage situation of a UE-to-UE relay may change, but also the fact that an End UE may send a DCR message with the RSC bound to the security procedures without network assistance while the UE-to-UE relay may be in coverage. As during discovery, the UE-to-UE relay still has to reject this message.
“The UE-to-UE Relay verifies that the requested security procedure still fits its coverage situation, and based on the verification, the UE-to-UE Relay either proceeds with the selected security procedures or indicates a mismatch to the Source End UE and requests another DCR message indicating its (i.e., UE-to-UE Relay) preferred security procedure.”  
4
Detailed proposal

**** START OF CHANGE ****
6.6.3.3
Selection between mechanisms with or without network assistance

The selection methods between security mechanisms with or without network assistance are as follows:
A Network Assistance Security Indicator per RSC is provisioned in the UE to indicate which security procedure (i.e., with network assistance or without network assistance) is to be used. The 5G ProSe End UEs shall select the mechanism between security procedures with network assistance and security procedures without network assistance based on the Network Assistance Security Indicator. The 5G ProSe UE-to-UE Relay shall select the mechanism between security procedures with network assistance and security procedures without network assistance based on the Network Assistance Security Indicator and its 3GPP coverage status. 

For 5G ProSe UE-to-UE Relay Communication with model A discovery, the 5G ProSe UE-to-UE Relay may select both RSCs associated with the security procedures with network assistance and the security procedures without network assistance when the 5G ProSe UE-to-UE Relay is in 3GPP coverage. The 5G ProSe UE-to-UE Relay shall only select the RSC associated with the security procedures without network assistance when the 5G ProSe UE-to-UE Relay is out of 3GPP coverage. Then, the 5G ProSe UE-to-UE Relay broadcasts a Discovery Announcement message including the selected RSC. The End UE shall use the security procedures with network assistance if the Network Assistance Security Indicator associated with the RSC indicates the security procedures with network assistance (as described in clause 6.6.3.1). Otherwise, if the Network Assistance Security Indicator associated with the RSC indicates the security procedures without network assistance, and the End UE have valid credentials, the End UE shall use the security procedures without network assistance (as described in clause 6.6.3.2).

NOTE1:
If the RSC indicating security procedures with network assistance or without network assistance is included in the Discovery Announcement message and the respective PC5 security procedure with network assistance or PC5 security procedure without network assistance is not supported by the End UE, then the End UE does not match the corresponding Discovery Announcement message.
For 5G ProSe UE-to-UE Relay Communication with model A and B discovery, the source End UE may select both RSCs associated with the security procedures with network assistance and the security procedures without network assistance, based on the desired mechanism. Then, the source End UE broadcasts a Discovery message (Announcement or Solicitation) including the selected RSC. The UE-to-UE Relay shall use the security procedures with network assistance if the Network Assistance Security Indicator associated with the RSC indicates the security procedures with network assistance and it is inside 3GPP coverage. Otherwise, if the Network Assistance Security Indicator associated with the RSC indicates the security procedures without network assistance, the UE-to-UE Relay shall use the security procedures without network assistance. 
NOTE2:   If the RSC associated with Network Assistance Security Indicator is included in the Discovery Solicitation message and the respective PC5 security procedure with or without network assistance is not supported by the UE-to-UE Relay or the target End UE, then the UE-to-UE Relay or the target End UE does not match the corresponding Discovery Solicitation message.

The UE-to-UE Relay (in model A) and the End UE (in model A and B) may send multiple Discovery Announcement/Solicitation messages including RSCs corresponding to different security mechanisms (i.e., with or without network assistance).

During the discovery phase, if the RSC associated to the security procedures with network assistance, and the RSC associated to the security procedures without network assistance are both matched by an End UE, the End UE and the UE-to-UE Relay shall perform the PC5 security procedure with network assistance.  
After the discovery phase, the End UE sends a Direct Communication Request to the UE-to-UE Relay containing the RSC matched during discovery, which indicates the selected security mechanism. If the UE-to-UE relay has matched RSCs with and without network assistance in the previous discovery procedures, the UE-to-UE relay first processes the security of DCR message (Clause 6.3.5 in TS 33.503) with the security materials bound to the RSC associated to the security procedures with network assistance, and if the RSC or verification fails, it processes the security of DCR message with the security materials bound to the RSC associated to the security procedures without network assistance. 
The UE-to-UE Relay verifies that the requested security procedure still fits its coverage situation, and based on the verification, the UE-to-UE Relay either proceeds with the selected security procedures or indicates a mismatch to the Source End UE and requests another DCR message indicating its (i.e., UE-to-UE Relay) preferred security procedure.  
**** END OF CHANGE ****
�Mostly matching the contribution from tdoc S3-233674 except minor modifications.





