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1	Decision/action requested
Approve the changes in clause 5 for inclusion in the living document: draftCR to TS 33.256.
2	References
[1]	TS 33.256 v18.1.0 
[2]	S3-23xxxx "Living document for UAS draft CR”

3	Rationale
This contribution proposes to add clause to specify the security and privacy for Direct C2 communication.
4	Detailed proposal
**** Start of Changes****

5.Y	A2X Direct C2 Communication
5.Y.1	General
The unicast mode Direct C2 Communication procedures are described in TS 23.256 [3]. Unicast mode Direct C2 Communication is used by two UEs that directly exchange traffic for the A2X applications running between the peer UEs.
Before taking part in Direct C2 Communication, the UAV needs to be authorised as described in TS 23.256 [3] (see also the present document for more details of C2 authorisation over the network). 
Editor's note:	Enhancements to the UUAA (5.2) and/or Pairing (5.4) procedures related to unicast security establishment for Direct C2 are FFS.
5.Y.2	Unicast mode Direct C2 Communication
Unicast mode Direct C2 Communication has the same requirements and procedures as unicast mode A2X Direct Communication (see clause 5.X.2 of the present specification) with the following exception: 
-	The A2X Policy Provisioning is done based on TS 23.256 Clause 4.2.1.2.2 and the A2X Policy includes A2X security policy for each A2X services (e.g., C2 and DAA). The C2 service specific security policy available as part of A2X security policy is used for the security establishment, where the signalling and user plane confidentiality and integrity are set as required based on local policy.
5.Y.2.a	Authorization for Direct C2 communication
The procedure for C2 authorization given in clause 5.4.3 of TS 23.256 [3] is used to authorize a UAV that is capable of 3GPP network connection to perform the Direct C2 communication, with the following additions:
· the USS may include key material used to secure the Direct C2 Communication as part of the direct C2 pairing information in the C2 Authorization Payload. The key material is used for mutual authentication between the UAV and the UAV-C in the procedutre described in clause 5.3.3 in TS 33.536 [7]. 
5.Y.2.b	Privacy procedures for Direct C2 communication
In the procedure for C2 authorization given in clause 5.4.3 of TS 23.256 [3] the UAV is provided with the UAV-C's Application Layer ID by the USS. 
There is a privacy threat that allows to track the UAV if a long-term UAV-C's Application Layer ID is sent in the DCR by the UAV to connect to the UAV. The procedure for C2 authorization given in clause 5.4.3 of TS 23.256 [3] is used provide privacy of UAV with the following enhancement:
· the USS may include a concealed or pseudonym UAV-C's Application Layer ID as part of the direct C2 pairing information in the C2 Authorization Payload. The concealed UAV-C's Application Layer ID is sent in the DCR by UAV to establish a connection with the UAV-C in the procedutre described in clause 5.3.3 in TS 33.536 [7]. 
NOTE:	usage of concealed or pseudonym UAV-C's Application Layer ID is up to USS decision and/or local regulations.

**** End of Changes****
