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1
Decision/action requested

Approve addition of the pCR to TR 33.848
2
References

[1]
3GPP TS 33.848 SON Security Aspects; Study on Security Impacts of Virtualisation (Release 18)
3
Rationale

Update the evaluation of Solution 5 with the new key issues and make the internal and external actions clear.
4
Detailed Proposal

***************************************      Start Changes   **************************************

6.6.4
Evaluation 


This solution addresses key issue #13.
The solution has the following 3GPP impact:

PACF: Introduction of a new 3GPP network function to enable interworking between 3GPP NF and NFV MANO domains, and also to perform the integrity check of the NF profiles. 

NRF: Addition of the necessary functionalities to enable the NRF to relay the necessary information and to enforce the policies related to the attestation results. 

The solution depends on attestation infrastructure outside the scope of 3GPP. The solution proposes a set of requirements for attestation in the NFV environment to assist the 3GPP functional domain in VNF attestation.  These should be detailed in a 3GPP 900 series TR so they can be refereneced externally.
In cases where the NF does not need to register to NRF, the NRF cannot perform verification of the attestation results as proposed in the solution. Evaluation of this case is FFS.
***************************************      End  Changes   **************************************


