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“A non-terrestrial network refers to a network, or a segment of networks using RF resources on board a satellite (or UAS platform).” ([2])
In practice this refers to a UE (e.g., IoT Device) which is interfaced to a Satellite via the so-called ‘Service link’, the Satellite is interfaced to an NTN Gateway via the so-called ‘Feeder link’, and the NTN Gateway is interfaced to a Core Network and/or Home Network. From RAN architecture and specifically if we consider the Satellite regarding the protocols that need to be supported, then the ‘Transparent Satellite payload’ and the ‘Regenerative Satellite payload’ can be defined.
In the ‘Transparent Satellite payload’ scenario the Satellite does NOT terminate NR-Uu, i.e., it repeats the NR-Uu radio interface from the Feeder link to the Service link and vice versa. Due to fact the Satellite does not process any payload, this ‘Transparent Satellite payload’ scenario is out of scope of this analysis on Store and Forward.
In the ‘Regenerative Satellite payload' scenario the Satellite is supporting all Radio Network layer protocols and therefore “implements regeneration if the signals received from Earth” ([2]). Due to fact the Satellite is processing payloads, the Satellite can Store and Forward information, and the Satellite can establish communication to neighbour Satellites via Inter Satellite Link (ISL).

Below figure shows the regenerative mode satellite where gNB is on board in satellite between UE and NTN gateway (ground network).
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Figure 3-1: Regenerative Satellite Mode of Operation (overview)

The following is applicable.
· The Satellite is supporting and providing full gNB functionality, i.e., all needed Radio Network Layer (RNL) protocols are supported by the Satellite.
· The Uu-interface is between the Satellite and the UE and is the so-called Service link.
· The NG-interface is between the Satellite and the AMF but is routed through the NTN gateway. This Satellite to NTN-gateway interface is the so-called Feeder-link.
For the analysis of the NTN store and forward, the following use cases must be considered as specified by 3GPP TR 22.865 ([1]).

Use case on Store and Forward – Mobile Originated (MO)
“The IoT remote monitoring UE needs to send a message to the TrackingInc application server. The UE waits for satellite network coverage and sends its message when the satellite passes by. 
The IoT remote monitoring UE and the satellite providing coverage interact over the service link, allowing the UE to transfer the message to the satellite, which has no connectivity to the ground segment. And consequently, the satellite must store locally the received message.” (Refer to [1])
Potential new Requirements (Note1):
[Req MO-1]: “The 5G system with satellite access shall be able to support store and forward operation.”
[Req MO-2]: “The 5G system with satellite access shall be able to inform a UE that "store and forward" operation is applied.”
[Req MO-3]: “The 5G system with satellite access shall be able to provide integrity protection and confidentiality for communications between an authorized UE and the network when store and forward operation is applied.”

Use case on Store and Forward – Mobile Terminated (MT)
“The TrackingInc application server needs to send new parameters to the IoT remote monitoring UE. Based on the information provided by the network, the application server is aware that the communication with UE is in S&F mode.
The TrackingInc application server message will send new parameters through dedicated messages by conventional means (e.g. IP routing, tunnels) to the network entry-point (e.g. a SCEF, PDN-GW, SMSC), and may provide additional information about the delivery priority, the acknowledgement, etc. to the network. 
At this point:
· Limitations on the amount of data to be transferred to the IoT remote monitoring UE could be enforced. 
· Forwarding priority to the UE could be established. 
· Acknowledgement of the received data by the network could be issued to the application server, possibly with the additional information about the store and forward, e.g., estimated time to deliver the messages. 
· End-to-end acknowledgement policy can be established. 
The network stores the message until it can be delivered/relayed to a satellite expected to fly over and provide coverage to the destination IoT remote monitoring UE.
When the satellite is connected via the feeder link to the ground network, the message is uploaded into the satellite. All accumulated and stored MT messages are uploaded into the satellite via the feeder link. At the same time, all accumulated and stored MO messages are also delivered to 5GC via the same feeder link, which will cause a performance impact on the feeder link, satellite, and 5GC. It needs a performance optimization method here. When flying over the area that the IoT remote monitoring UE is located, the satellite with the stored message triggers paging over the service link for the UE to connect to the network. 
The stored message is delivered/downloaded from the satellite to the IoT remote monitoring UE. Acknowledgment may be requested/issued. Mechanisms to ensure integrity of the delivered information may be in place.” (Refer to [1]) 

Note1: Only the requirements that are relevant for the basic understanding and the analysis are listed here.

Potential new Requirements (Note1):
[Req MT-1]: “The 5G system with satellite access shall be able to inform a trusted application server whether store and forward operation is applied for communication with a UE.”
[Req MT-2]: “The 5G system with satellite access shall be able to provide integrity protection and confidentiality for communications between an authorized UE and the network when store and forward operation is applied.”


Use case on Store and Forward – Inter Satellite
For the analysis of the security for Store and Forward in case of inter satellite communication the following architecture deployments as depicted by Figure 3-2 and Figure 3-3 can be taken to consideration.
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Figure 3-2: Serving satellite change during the feeder link disconnection - IoT device moving
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Figure 3-3: Serving satellite change during the feeder link disconnection - satellite moving

The following is applicable:
[bookmark: OLE_LINK7]“As shown in Figure 3-2, a mobile IoT device may move from the coverage of one satellite to the other (e.g. containers tracing and tracking), or as shown in Figure 3-3, a NGSO satellite may fly away and the other one will come and turn to serving a static IoT device. Under such circumstances, the serving satellite may forward the stored user plane date to the next serving satellite through Inter-Satellite Links, and the next serving satellite may help forward the data to the gateway. 
Meanwhile, if the feeder link of the next satellite is also unavailable, it will continue the store operation until the recovery of its feeder link. In this way, for every single IoT device, there will be only one satellite for its data storage in the overall satellite system. And the mobile operators will be easier to manage and maintain the data rather than dealing with the separate data which is belong to one device but among different satellites. 
Significantly, during the period that the feeder link is unavailable, the serving satellite only stores or forwards (Inter-satellite) the data received from an IoT device which is already able to send data to the application server through the mobile network with satellite access. Because of the disconnection separates the two parts of the mobile network temporarily, the part in the serving satellite will not be able to fulfill common communication procedures and it will refuse any access from an unregistered device. 
Furthermore, considering the limited data storage in satellite and the large amount of IoT devices, a maximum storage for each IoT device should be pre-configured based on the application data characteristics, user subscriptions and overall performance of satellite communication system. “(Refer to [1])

Potential new Requirements (Note1):
[Req IS-1]: “Subject to operator’s policies, a 5G system with satellite access shall be able to support forwarding of the stored data received from authorized UEs using delay-tolerant communication service from one satellite to another satellite through Inter-Satellite Links while preserving integrity protection, confidentiality and security of the data.”




If we consider for the communication between UE and HN, then for AS, NAS and UP, the data flows as shown by Figure 3-4 and Figure 3-5 apply.
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Figure 3-4: User Plane Protocol Stack
The following is applicable:
· The end-to-end communication path is between the UE and the UPF.
· The application function (AF) which is either sending to or receiving from the UE data (PDU) can be connected to the UPF.
· The PDCP security is between UE and Satellite (in this case the Satellite A).
· The device data (PDU) will be transferred over the SDAP (Uu-interface) and will be protected by PDCP (AS security).
· The device data (PDU) will be transferred over the GTP-u (NG-interface) and will be protected by either NDS/IPsec or DTLS.
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Figure 3-5: Control Plane Protocol Stack
The following is applicable:
· The end-to-end communication path is between UE and the gNB (RRC protocol), which mainly refer to AS, or is between UE and AMF (NAS protocol).
· The application function (AF) which is either sending to or receiving from the UE data (PDU) can be connected to the AMF. The device data (PDU) will be transferred end-to-end over NAS and will be protected by NAS security.

It exists “normal/default satellite operation” mode, i.e., the Feeder link and Service link is available, therefore the UE can be authenticated with Core Network and UE can setup RRC connection with Satellite. In this “normal/default” mode of operation, the NAS and AS security contexts have been established and can/will be maintained. The UE can change between the different RRC modes.
Another mode is the “S&F satellite operation” mode, i.e., either the Feeder link (Step A) or the Service link (Step B) is not active. “So, the satellite moves from being connected to the UE in Step A to being connected to the ground network in Step B” ([1]). 
Anyway, this “S&F satellite” mode of operation is introducing the AS and NAS mobility, i.e., the UE or Satellite is moving while AS/NAS contexts exist. 
For these mobility scenarios, the AS mobility is referring to the UE or Satellite is moving, therefore the AS (security) context(s) need to be moved to the new target Satellite, while the NAS mobility is referring to the NAS (security) context(s) need to be moved to the new home network.

The following working assumptions will be considered:
[WA#1]: There is no terrestrial network available, i.e., the UE will be authenticated and authorized via the NTN.
[WA#2]: In the “S&F satellite” mode of operation, the Feeder link is available while the service link is not (Step B), or the Service link is available while the Feeder link is not (Step A).
[WA#3]: The legacy UE (IoT) does not know anything about NTN S&F functionality or other new features. The introduction of the NTN S&F is not impacting the operation of a legacy UE.
[WA#4]: After successful UE registration, the NAS security context is remaining valid.
[WA#5]: After successful RRC idle state the AS security context will retain.
[WA#6]: In the “normal/default” mode of operation, both, the Feeder link, and the Service link are available.

In summary, the following mapping applies:		
	Mode
	AS context…
	NAS context…

	“normal/default”
	Setup
	Setup

	“S&F satellite”
	Setup @ UE mobility
	Setup @ SAT mobility




Conclusion:
        The security aspects of NTN Store and Forward to be analysed in context of a study item.


Please refer to new SID proposal S3-233552.


Abbreviations
3GPP		3rd Generation Partnership Program
AMF		Access and Mobility Management Function
AS			Access Stratum
CN			Core Network
GW			Gateway
ID			Identifier
IoT	       	Internet of Things
ISL          	Inter Satellite Link
MO	          	Mobile Oriented
MT	          	Mobile Terminated
NAS 	    	Non-Access Stratum
PDU	          	Processing Data Unit
RAN      	Radio Access Network
RRC			Radio Resource Control
SAT			Satellite
S&F			Store and Forward
UE          	User Equipment
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