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1	Overall description
The GSMA CVD programme has identified a weakness that allows 4G handsets to be redirected to 3G or 2G with an insecure message from a base station.  In a real world exploit this would be a redirect to a 2G false base station,  Eamples of this exploit have been found in France and China.
SA3 has studied the weaknesses and has concluded that to protect against these downgrade attack the following is needed to be done:
· strengthen the text in TS 24.301 to make it clearer that it is mandatory to support the redir-policy bit in MMEs and UEs and extension the redir-policy solution to also prohibit insecure re-direct to 3G as per the request from GSMA.
· Update the UE behaviour such that SIB7 cannot be used to launch downgrade attacks

2	Actions
To CT1 and RAN2:
ACTION: 	
· SA3 asks CT1 strengthen the text in TS 24.301 to make it clearer that it is mandatory to support the redir-policy bit in MMEs and UEs andextension the redir-policy solution to also prohibit insecure re-direct to 3G as per the request from GSMA.
SA3 asks RAN WG2
· To update the  UE behaviour such that SIB7 cannot be used to launch downgrade attacks

3	Dates of next TSG SA WG 3 meetings
SA3#113	6 -10 November 2023	Chicago, US
SA3#114	22 -26 January 2024	UE (TBD)

