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Decision/action requested

Agreement to send an LS to RAN2 and CT1 on the  protection of the RRC re-direct messages
Introduction
At SA3#111 an LS was received from GSMA CVD requesting 3GPP to specify a solution to mitigate certain downgrade attacks by allowing operators to prohibit insecure re-direct from 4G to 3G (S3-232345). SA3 responded that it would consider the request (S3-233321). In this paper we propose that 3GPP introduces such a solution and also improves protection against other types of downgrade attacks. 
Discussion
Unfortunately attackers are using false base station equipment to capturing victim UEs in 4G and downgrade them to 2G to launch attacks which exploit 2G weaknesses. An example of such an attack involves sending victim UEs scam or spam SMSs exploiting the inability for the UE to authenticate the network in 2G. Such “SMS blaster” attacks have the advantage (for the attacker) that they bypass any content filtering and SMS sender verification implemented in the real network. Thus the attacker has full control of the message content and sender identity which can make scam messages more convincing for the victim. SMS blaster attacks have been detected in China (see https://www.ccs.neu.edu/home/cbw/static/pdf/li-ndss17.pdfand  https://www.liubaojun.org/files/paper/CCS-2020A.pdf ) and various other countries including France (see https://commsrisk.com/sixth-suspect-arrested-for-massive-paris-imsi-catcher-sms-scam/). The equipment used to launch such attacks is highly capable and a small number of devices driven around densely populated areas can be used to reach hundreds of thousands of UEs. Downgrade attacks can also lead to other attacks that exploit 2G weaknesses including interception, modification and injection of traffic. 
The research on which the LS received by SA3#111 is based is now public. The research highlights several downgrade attacks that are based on implementation and specification vulnerabilities. Some of the techniques described in the research are used by attackers in the wild. 
A request in the LS from GSMA relates to insecure RRC re-direct attacks. These exploit the fact that 3GPP specifications allow UEs establishing RRC connections to 4G to be re-directed to 2G or 3G prior to security being activated. This was done to optimise Circuit Switched Fallback (CSFB) call set-up time by giving networks the option to delay security activation until after the RRC re-direct to 2G or 3G. 
In Release 15, TS 24.301 introduced the possibility to set a redir-policy bit in the Attach Accept and Tracking Area Update Accept messages to allow operators to securely instruct UEs not to accept insecure re-direct to 2G in the current PLMN. The LS from GSMA asks 3GPP to extend this mechanism to prohibit insecure re-direct to 3G. 
The redir-policy bit introduced in Release 15 can help networks protect their customers from attacks that exploit insecure RRC re-direct to 2G. Before setting the bit, operators need to disable any CSFB optimisation in their network that involves delaying security activation until after RRC re-direct to 2G. However, network data shows that this optimisation only reduces CSFB call set-up by around 40ms, so the optimisation can be disabled without a significant impact on performance. A similar optimisation can be done in 3G but this also has an insignificant impact on performance. 
Despite being introduced in Release 15 and supported by a growing volume of UEs, the redir-policy bit is not yet widely supported in MMEs. Therefore, we propose to strengthen the text in TS 24.301 to make it clearer that it is mandatory to support in MMEs and UEs. We also propose to extend the redir-policy solution allow operators to prohibit insecure re-direct to 3G as per the request from GSMA. This would allow operators to protect their customers from attacks which downgrade victims to 3G to exploit 3G security weaknesses. It would enable protection against a further insecure re-direct from 3G to 2G. 
Extending the solution could involve either re-using the existing bit to prohibit insecure re-direct to 2G and 3G, or introducing a new bit to cover insecure re-direct to 3G. The first approach avoids any changes to MMEs that have already implemented the Release 15 solution but means that insecure re-direct to 2G and 3G cannot be prohibited independently. However, we have not identified any bscenario where an operator would need to prohibit insecure re-direct to 2G and 3G independently. Therefore, we favour the first approach. 
Whilst strengthening the redir-policy bit solution as described would address downgrade attacks in connected mode, downgrade attacks in idle mode remain possible. In particular, 4G false base stations can use SIB7 to instruct UEs to re-select a false 2G cell. We therefore propose that 3GPP specifies changes to UE behaviour such that SIB7 cannot be used to launch downgrade attacks. 
Conclusion
To help operators protect their customers from downgrade attacks we propose that 3GPP:
· strengthens the text in TS 24.301 to make it clearer that it is mandatory to support the redir-policy bit in MMEs and UEs 
· extends the redir-policy solution to also prohibit insecure re-direct to 3G as per the request from GSMA
· specifies changes to UE behaviour such that SIB7 cannot be used to launch downgrade attacks
Supporting companies intend to submit CRs to implement these proposals at CT1#143 and RAN2#123. We ask SA3 to endorse these CRs by sending an supportive LS to these groups. 


