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This document is for the discussion on the SCAS for UDR.

In the UDC architecture ([1]), the User Data Repository (UDR) is a functional entity that acts as a single logical repository of user data and is unique from Application Front End's perspective.

According to the 3GPP system architecture ([2]), the UDR data storage architecture can be depicted as follows:
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Figure 1: Data Storage Architecture (copied from [2])

Comment#1: The UDC architecture as defined in TS 23.335 is separating in ‘NE own database’ and in ‘user data are moved to the UDR’ via the Ud-interface. Therefore, the implementation of the data repository could be either co-located or standalone. The standard as such is supporting both deployment options.

Excerpt from the TS 23.335 Clause 4.1
“In the architecture, the User Data Repository (UDR) is a functional entity that acts as a single logical repository of user data and is unique from Application Front End's perspective. Entities which do not store user data and that need to access user data stored in the UDR are collectively known as application front ends.
NOTE:	Depending on the different network deployment, there may be more than one UDC in an operator's network.
Application Front Ends connect to the UDR through the reference point named Ud to access user data.”
“Figure 4.1-2 shows how the UDC reference architecture is related to the overall network architecture by comparing a Non-UDC Network with an UDC Network. In the non-UDC Network, the figure shows NEs with their own database storing persistent user data and a NE accessing an external database; in both cases, when UDC architecture is applied, the persistent user data are moved to the UDR and  concerned NEs are becoming Application-FEs (NE-FEs) according to the UDC architecture. This figure also shows that network interfaces between NEs are not impacted. A Network Element (NE), which in its original form represents application logic with persistent data storage, when the UDC architecture is applied, may become a NE Front End, since the related persistent data storage is moved to the UDR.”


Conclusion:
For the 5G System Architecture the deployment of the UDR could be depicted as follows:
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Figure 2: UDR Deployment and Interfacing Scenarios

The UDR in SBA representation could be interfaced via the Nudr Interface (see (A)) or the UDR according to the non-UDC architecture is assumed to be a NE own data repository, in this case the UDR is co-located to UDM, PCF, and NEF.

From the product architecture perspective, the following options apply:
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Figure 3: Product Architecture

The UDR could be either an own product or the UDR could be co-located to UDM, PCF, and NEF. Another deployment option could be, the UDR as an own product is acting as Back-end as depicted by below Figure 4 exemplarily with an UDM.
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Figure 4: UDR Product interfaced to UDM

Anyway, the Reference points (see Figure 3) for Nudr (Ud), Nudm, Npcf, and Nnef are accessible from outside of the product, while the Reference point between the UDR and any of the NE is seen to be more an internal interface, consequently not accessible from outside of the product.


Comment#2: Some of the security requirements for Ud-interface are conditional some other are mandatory. 
Except from the TS 23.335 Clause 4.2.3
“Ud reference point shall make use of Network Domain Security (3GPP TS 33.210 [7]) where applicable. For applications requiring sensitive data to be transferred over Ud (e.g. permanent authentication keys), encryption shall be required when storing these data in the UDR and transferring it over Ud.
The Application FEs managing these data shall support common algorithm(s) and key(s) for encryption/decryption.
NOTE:	Given that different FEs (e.g. HLR/AuC) belonging to the same cluster can serve the same user, the encryption algorithm and key must be known by all FEs serving a given user. The key is not subscriber-specific.
The UDR functional entity may be distributed over different locations or be centralized; it may support replication mechanisms, back up functions and geographical redundancy to secure the storage of data. These functions are out of the scope of the present specification. They do not impact the functional content of the reference point Ud.
The UDR shall be able to store the following types of data:
-	Permanent subscriber data: this is subscription data and relates to the necessary information the system ought to know to perform the service. User identities (e.g. MSISDN, IMSI, IMPU, IMPI), service data (e.g. service profile in IMS) and authentication data are examples of the subscription data. This kind of user data has a lifetime as long as the user is permitted to use the service and may be modified by administration means.
-	Temporary subscriber data: this is data which may be changed as a result of normal operation of the system or traffic conditions (e.g. transparent data stored by Application Servers for service execution, SGSN number, user status, etc.).”

Conclusion:
· The introduction and development of a dedicated SCAS for UDR specification is adding value, because the UDR can be deployed standalone or can be co-located with other entities.
· For UDR deployments, both the co-located or standalone deployment approach is according to the standard.
· For UDR standalone the security functional requirements for Ud-interface and the Nudr-interface need to be tested.
· For UDR co-located the NE functional requirements to be tested (e.g., UDM) and in addition security hardening to be applied, e.g., the sensitive data should not expose to Nudm.



Please refer to document S3-233548 ([3])


Abbreviations

UDC          User Data Convergence
UDR          User Data Repository
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Figure 4.2.5-2: Data Storage Architecture
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