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******************** Start of 1st Change ************************************************************
[bookmark: _Toc19542410][bookmark: _Toc35348412][bookmark: _Toc114146536]4.2.6	Network Devices
[bookmark: _Toc19542411][bookmark: _Toc35348413][bookmark: _Toc114146537]4.2.6.1	Protection of Data and Information
Refer to clause  4.2.3.2 for requirements on protection of data and information.
[bookmark: _Toc19542412][bookmark: _Toc35348414][bookmark: _Toc114146538]4.2.6.2	Protecting availability and integrity
[bookmark: _Toc19542413][bookmark: _Toc35348415][bookmark: _Toc114146539]4.2.6.2.1	Packet filtering
Requirement Name: Packet filtering 
Requirement Description:
The Network Product shall provide a mechanism to filter incoming IP packets on any IP interface (see RFC 3871 for further information).
In particular the Network Product shall provide a mechanism:
1)	To filter incoming IP packets on any IP interface at Network Layer .and Transport Layer of the stack ISO/OSI.
2)	To allow specified actions to be taken when a filter rule matches. In particular at least the following actions should be supported:
-	Discard/Drop: the matching message is discarded, no subsequent rules are applied and no answer is sent back.
-	Accept: the matching message is accepted.
-	Account: the matching message is accounted for i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
3)	To enable/disable for each rule the logging for Dropped packets, i.e. details on messages matching the rule for troubleshooting.
4)	To filter on the basis of the value(s) of any portion of the protocol header.
5)	To reset the accounting.
6)	The Network Product shall provide a mechanism to disable/enable each defined rule.
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case: 
Test Name: TC_PACKET_FILTERING
Purpose:
Verify that the system provides functionality for incoming packet filtering 
Procedure and execution steps:
Pre-Conditions:
-	The Network Product has packet filtering enabled.
-	The Network Product has 2 different logical or physical Ethernet ports and each port is connected to a host.
Execution Steps
1.	The tester configures the Network Product to only allow ICMP traffic from host 1.
2.	The tester initiates ping traffic from host 1ICMP echo request traffic from any host.
3.	The tester initiates ping traffic from host 2deactivates the ICMP traffic and initiates ICMP echo requests from any host.
Expected Results:
Exec. Step1: ICMP traffic successfully activated.Host 1 will receive a 'ping' answer back, but host 2 will not.

Exec. Step2: Ping responded.
Exec. Step3: Ping not responded.
Expected format of evidence:
NA



******************** End of 1st Change ************************************************************




