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********** START OF CHANGE ***********
[bookmark: _Toc137742667]K.2.8	NAS based redirection from 5GS to EPS in 5G CIoT
-	Threat name: NAS based redirection from 5GS to EPS
-	Threat Category: Denial of Service, Information disclosure.
-	Threat Description: In NAS based redirection from 5GS to EPS in 5G, when a UE initiates registration procedure with the AMF, the AMF may redirect the UE from 5GC to EPC with a Registration Reject message sent to the UE, and if the Registration Reject message with an EMM cause which indicates to the UE that the UE shall not use 5GC is not protected, the attacker can modify the cause and the UE will try to connect to the EPS. This will lead to a bidding down attack to the UE.
-	Threatened Asset: Sufficient Processing Capability, N1 interface, Mobility Management data. 


********** END OF CHANGE ***********

