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1
Decision/action requested

Approve the changes in clause 6 for inclusion in the living document: draftCR to TS 33.503.
2
References

N/A
3
Rationale

TR 33.740 concludes that a secure PC5 link can be established between the End UE and the L3 UE-to-UE Relay with network assistance. The similar security procedure as PC5 security for 5G ProSe Communication via 5G ProSe UE to-Network Relay as defined in clause 6.3 in TS 33.503 can be reused. This contribution proposes to add a clause about security procedures with network assistance for the End UE to establish a secure PC5 link with the UE-to-UE Relay.
Merger of S3-232722, S3-232643 and S3-232681.
4
Detailed proposal

**** Start of Changes****
6.6.3.1
Security of 5G ProSe PC5 Communication for 5G ProSe Layer-3 UE-to-UE Relay with network assistance


The User Plane (UP) based procedures as specified in clause 6.3.3.2 and the Control Plane (CP) based procedures as specified in clause 6.3.3.3 are used to provide authentication, authorisation and security establishment between the 5G ProSe Layer-3 UE-to-UE Relay and Source End UE with the following modification:

-
The Remote UE is replaced by the Source End UE.

-
The UE-to-Network Relay is replaced by the UE-to-UE Relay.
The User Plane (UP) based procedures as specified in clause 6.3.3.2 and the Control Plane (CP) based procedures as specified in clause 6.3.3.3 are used to provide authentication, authorisation and security establishment between the 5G ProSe Layer-3 UE-to-UE Relay and the Target End UE with the following modification:

-
The Remote UE is replaced by the Target End UE.

-
The UE-to-Network Relay is replaced by the UE-to-UE Relay.
-
The procedure is initiated after security establishment between the 5G ProSe Layer-3 UE-to-UE Relay and the Source End UE is successfully completed, as specified in clause 6.7 of TS 23.304 [8].
-
The steps 4a-4e in clause 6.3.3.2.2 and the steps 3-13 in clause 6.3.3.3.2 are not triggered by the Direct Communication Request (DCR) message sent by the UE-to-UE Relay. Upon receiving the DCR message from the UE-to-UE Relay, the Target End UE shall inform the UE-to-UE Relay to initiate the above steps.
Editor’s Note: The detailed message to trigger above steps is FFS.
Editor’s Note: Additional details on the DCR message from the UE-to-UE Relay to target UE are FFS.
**** End of Changes****
