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1
Decision/action requested

Collection of roaming requirements related to LS bundle S3-232344.
2
References

3
Rationale

3.1
Roaming related requirements in 3GPP
3.1.0
Introduction 
3GPP received with S3-232644 (S3-231717-21) a bundle of LSs from GSMA NRG 5GMRR. 

5GMRR (5G Mobile Roaming Revisited) was established as a task force initiated to look at the security aspects of 5G roaming. 

	Tdoc #
	Title
	LS from

	S3-232344
(S3‑231717)
	LS to 3GPP on GSMA requirements regarding intermediaries in the roaming ecosystem (Roaming Hub, IPX and RVAS Providers)
	GSMA

	
S3‑231718
	LS response to 3GPP on IPX Requirements for 5GS Roaming
	GSMA

	S3‑231719
	LS Roaming Value Added Service Requirements
	GSMA

	
S3‑231720
	LS with Roaming Hubbing requirements and LS response to 3GPP SA3 LS(S3-214456) on 5GS Roaming Hubbing
	GSMA

	
S3‑231721
	LS on GSMA 5GMRR Working Solution Assumption L-PRINS and Data Session Control
	GSMA


The following clauses provides a summary of what has been documented in 3GPP.
3.1.1
Roaming requirements listed in 3GPP TS 22.261
3GPP TS 22.261 describes the service and operational requirements for a 5G system, including a UE, NG-RAN, and 5G Core network.
TS 22.261 provides some references to roaming. However, with reference to the LS bundle referenced here by S3-231717 only clause 6.44 on RVAS may be applicable, which points out that
Roaming value-added services (RVAS) form part of the roaming services ecosystem and have traditionally been provided by either the PLMN or outsourced to a fully trusted entity. The RVAS provider acting on behalf of the PLMN could be any trusted 3rd party. 

Hence TS 22.261 only describes RVAS enabled by the PLMN for 5GS roaming, which are in detail: welcome SMS, steering of roaming (SoR), and subscription-based routing to a particular network.

Further roaming related roaming requirements are provided in TS 22.261, for example for 5G positioning services, 5G satellite access, service interruption in case of disaster, service function chaining, ranging based services, etc. However, all of them are not connected to the LS bundle S3-231717 as received recently.  
Since traditionally roaming is handled in GSMA, the documentation of the security aspects within 22.261 was so far not necessary. Direct communication between GSMA FASG RIFS/DESS group and 3GPP SA WG3 (SA3) resulted in the security related roaming requirements derived from DESS directly into SA3 specification TS 33.501. The following clause describes these requirements.
3.1.2
Security related roaming requirements in 3GPP TS 33.501

The following is a copy of the security related requirements touching the roaming and PLMN interconnect and are the result of the requirements input as received by DESS in LS S3-172175.
4.2
Security at the perimeter of the 5G Core network

4.2.0
General

The security specified in this document applies to both roaming and PLMN interconnect.

Editor's Note: check full specification on removing references to roaming unless specific to roaming. 
4.2.1
Security Edge Protection Proxy (SEPP)
The 5G System architecture introduces a Security Edge Protection Proxy (SEPP) as an entity sitting at the perimeter of the PLMN for protecting control plane messages. 

The SEPP enforces inter-PLMN security on the N32 interface.
4.2.2
Inter-PLMN UP Security (IPUPS)

The 5G System architecture introduces Inter-PLMN UP Security (IPUPS) at the perimeter of the PLMN for protecting user plane messages. 

The IPUPS is a functionality of the UPF that enforces GTP-U security on the N9 interface between UPFs of the visited and home PLMNs.

NOTE: 
IPUPS can be activated with other functionality in a UPF or activated in a UPF that is dedicated to be used for IPUPS functionality (see also TS 23.501 [2], clause 5.8.2.14).  

******************************************************************************************

5.9.3
Requirements for e2e core network interconnection security

5.9.3.1
General

The present sub-clause contains requirements common to sub-clauses 5.9.2 and 5.9.3.

A solution for e2e core network interconnection security shall satisfy the following requirements. 

The solution shall support application layer mechanisms for addition, deletion and modification of message elements by intermediate nodes except for specific message elements described in the present document.

NOTE:
Typical example for such a case is IPX providers modifying messages for routing purposes.

The solution shall provide confidentiality and/or integrity end-to-end between source and destination network for specific message elements identified in the present document. For this requirement to be fulfilled, the SEPP – cf [2], clause 6.2.17 shall be present at the edge of the source and destination networks dedicated to handling e2e Core Network Interconnection Security. The confidentiality and/or integrity for the message elements is provided between two SEPPs of the source and destination PLMN–. 

The destination network shall be able to determine the authenticity of the source network that sent the specific message elements protected according to the preceding bullet. For this requirement to be fulfilled, it shall suffice that a SEPP in the destination network that is dedicated to handling e2e Core Network Interconnection Security can determine the authenticity of the source network.

The solution should have minimal impact and additions to 3GPP-defined network elements.

The solution should be using standard security protocols. 

The solution shall cover interfaces used for roaming purposes.

The solution should take into account considerations on performance and overhead.

The solution shall cover prevention of replay attacks.

The solution shall cover algorithm negotiation and prevention of bidding down attacks.

The solution should take into account operational aspects of key management.

5.9.3.2
Requirements for Security Edge Protection Proxy (SEPP)
The SEPP shall act as a non-transparent proxy node. 

The SEPP shall protect application layer control plane messages between two NFs belonging to different PLMNs or SNPNs that use the N32 interface to communicate with each other.

The SEPP shall perform mutual authentication and negotiation of cipher suites with the SEPP in the roaming network.

The SEPP shall handle key management aspects that involve setting up the required cryptographic keys needed for securing messages on the N32 interface between two SEPPs.

The SEPP shall perform topology hiding by limiting the internal topology information visible to external parties.

As a reverse proxy the SEPP shall provide a single point of access and control to internal NFs.

The receiving SEPP shall be able to verify whether the sending SEPP is authorized to use the PLMN ID or SNPN ID in the received N32 message. 
The SEPP shall be able to clearly differentiate between certificates used for authentication of peer SEPPs and certificates used for authentication of intermediates performing message modifications. The SEPP shall support  multiple trust anchors.  

NOTE 1: Such a differentiation and support of multiple trust anchors could be done e.g. by implementing separate certificate storages.

The SEPP shall discard malformed N32 signaling messages.

The sending SEPP shall reject messages received from the NF (directly or via SCP) with JSON including "encBlockIndex" (regardless of the encoding used for that JSON request).

The receiving SEPP shall reject any message in which an IPX has inserted or relocated references to encBlockIndex.

The SEPP shall implement rate-limiting functionalities to defend itself and subsequent NFs against excessive CP signaling. This includes SEPP-to-SEPP signaling messages.

The SEPP shall implement anti-spoofing mechanisms that enable cross-layer validation of source and destination address and identifiers (e.g. FQDNs or PLMN IDs). 

NOTE 2: An example for such an anti-spoofing mechanism is the following: If there is a mismatch between different layers of the message or the destination address does not belong to the SEPP’s own PLMN (or SNPN), the message is discarded.

The SEPP shall be able to use one or more PLMN IDs (or SNPN IDs). In the situation that a PLMN  (or SNPN)is using more than one PLMN ID (or SNPN ID), this PLMN's SEPP (or SNPN's SEPP) may use the same N32-connection for all of the networks PLMN IDs (or SNPN IDs), with each of the PLMN's (or SNPN's) remote partners. If different PLMNs (or SNPNs) are represented by the PLMN IDs  (or SNPN IDs) supported by a SEPP, the SEPP shall use separate N32-connections for each pair of home and visited PLMN (or SNPN).

Sending SEPP behavior for the 3gpp-Sbi-Originating-Network-Id header specified in TS 29.500 [74]:

- 
If the sending NF or the SCP has inserted the 3gpp-Sbi-Originating-Network-Id header in the signaling message (service/subscription request or notification message), the sending SEPP shall compare the PLMN ID in the 3gpp-Sbi-Originating-Network-Id header in the received signaling message with the PLMN ID(s) that the sending SEPP represents by its certificate. 

- 
If the PLMN ID does not match with any of the PLMN IDs that the sending SEPP represents, the sending SEPP shall discard the received signaling message. 

-
If the PLMN ID matches with any of the PLMN IDs that the sending SEPP represents, the sending SEPP shall forward the signaling message to the receiving SEPP. 

-
If the sending NF and the SCP have not included the 3gpp-Sbi-Originating-Network-Id header in the signalling message, the sending SEPP shall include the 3gpp-Sbi-Originating-Network-Id header and send the updated signaling message to the receiving SEPP. 

-
If the sending SEPP only represents one PLMN-ID, the sending SEPP shall insert the 3gpp-Sbi-Originating-Network-Id header with this ID. 

-
If the sending SEPP represents multiple PLMN-IDs, it is up to configuration and deployment to determine which PLMN-ID value should be included in the header.

Receiving SEPP behavior for the 3gpp-Sbi-Originating-Network-Id header:

- 
The receiving SEPP shall check whether the 3gpp-Sbi-Originating-Network-Id header included in the signalling message belongs to the sending SEPP’s own PLMN. It does this by verifying that the asserted PLMN ID in the 3gpp-Sbi-Originating-Network-Id header matches one of the sending SEPP's own PLMN ID(s) either in the N32-f context, the sending SEPP's certificate, or a locally configured list of PLMN-IDs that the sending SEPP represents.  

- 
If the 3gpp-Sbi-Originating-Network-Id header does not match with any of the PLMN IDs belonging to the peer sending SEPP, the receving SEPP shall discard the received signaling message.

- 
If the 3gpp-Sbi-Originating-Network-Id header matches with any of the PLMN IDs IDs belonging to the peer sending SEPP, the header is successfully verified, and the receiving SEPP shall forward the received signaling message to the target NF.

5.9.3.3
Protection of attributes

Integrity protection shall be applied to all attributes transferred over the N32-f interface.

Confidentiality protection shall be applied to all attributes specified in SEPP's Data-type Encryption Policy (clause 13.2.3.2). The following attributes shall be confidentiality protected when being sent over the N32-f interface, irrespective of the Data-type Encryption Policy:

-
Authentication Vectors.

-
Cryptographic material.

-
Location data, e.g. Cell ID and Physical Cell ID.

-
Content of SMS in case of SMS over SBI over N32.

The following attributes should additionally be confidentiality protected when being sent over the N32-f interface:

-
SUPI.

5.9.3.4
Requirements for IPUPS functionality

The IPUPS shall only forward GTP-U packets that contain an F-TEID that belongs to an active PDU session and discard all others.

The IPUPS shall discard malformed GTP-U messages.

5.9.3.5
Requirements for Network Functions (NF)

The NF that sends a signalling message (service/subscription request or notification message) shall include its PLMN-ID in the 3gpp-Sbi-Originating-Network-Id header. 

If an NF supports multiple PLMN-IDs, the sending NF shall include the PLMN ID in the 3gpp-Sbi-Originating-Network-Id header on behalf of which the message is sent.

The handling of the PLMN-ID in the 3gpp-Sbi-Originating-Network-Id header at the receiving NF is up to configuration and deployment.

NOTE:
A misconfigured PLMN-ID in the 3gpp-Sbi-Originating-Network-Id header can lead to service interruption.

4
Detailed proposal

Provide the information collected in this document to SA groups as additional input to allow the other working groups a more in-depth view from the security angle.

