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1
Decision/action requested

This contribution proposes a pCR to specify robustness testing for interfaces and protocols for the split-gNB. 
2
References

[1]
draft TS 33.523 v1.0.1
3
Rationale

This contribution proposes a pCR to specify robustness testing for interfaces and protocols for the split-gNB to the TS. 
4
Detailed proposal

It is proposed that SA3 approved the below changes for inclusion in the TS [1].
**** START OF CHANGE 1 (references)****
[X]
3GPP TS 23.501: "System Architecture for 5G System (5GS)".

[Y]
3GPP TS 38.300: "NR and NG-RAN Overall Description".
**** END OF CHANGE 1 ****
**** START OF CHANGE 2 ****
4.4
Adaptations of basic vulnerability testing requirements and related test cases


4.4.1
Introduction
There are no gNB-CU specific addtions to clause 4.4.1 of TS 33.117 [2].

4.4.2
Port Scanning

There are no gNB-CU specific addtions to clause 4.4.2 of TS 33.117 [2].

4.4.3
Vulnerability scanning

There are no gNB-CU specific addtions to clause 4.4.3 of TS 33.117 [2].

4.4.4
Robustness and fuzz testing 

The test cases under clause 4.4.4 of TS 33.117 [2] are applicable to gNB-CU.
The interface defined for the gNB-CU are in clause 4.2.3 of TS 23.501 [X] and in clause 4.1 of TS 38.300 [Y]

According to clause 4.4.4 of TS 33.117 [2], the transport protocols available on the interfaces providing IP-based protocols need to be robustness tested. Following TCP/IP layer model and considering all the protocols over transport layer, for gNB-CU, the following interfaces and protocols are in the scope of the testing:
· For N2: the SCTP and NGAP procotols.
· For N3: the UDP and GTP-U protocols.
· For Xn: the SCTP and XnAP protocols.

· For F1-c: the SCTP and F1AP protocols.
· For F1-u: the UDP and GTP-U protocols.

NOTE: There could be other interfaces and/or protocols requiring testing under clause 4.4.4 of TS 33.117 [2]
**** END OF CHANGE 2****
**** START OF CHANGE 3****
5.4
Adaptations of basic vulnerability testing requirements and related test cases

5.4.1
Introduction
There are no gNB-CU-CP specific addtions to clause 4.4.1 of TS 33.117 [2].

5.4.2
Port Scanning

There are no gNB-CU-CP specific addtions to clause 4.4.2 of TS 33.117 [2].

5.4.3
Vulnerability scanning

There are no gNB-CU-CP specific addtions to clause 4.4.3 of TS 33.117 [2].

5.4.4
Robustness and fuzz testing 

The test cases under clause 4.4.4 of TS 33.117 [2] are applicable to gNB-CU-CP.
The interface defined for the gNB-CU-CP are in clause 4.2.3 of TS 23.501 [X] and in clause 4.1 of TS 38.300 [Y]

According to clause 4.4.4 of TS 33.117 [2], the transport protocols available on the interfaces providing IP-based protocols need to be robustness tested. Following TCP/IP layer model and considering all the protocols over transport layer, for gNB-CU-CP, the following interfaces and protocols are in the scope of the testing:

· For N2: the SCTP and NGAP procotols.

· For Xn: the SCTP and XnAP protocols.
· For F1-c: the SCTP and F1AP protocols.
· For E1: the SCTP and E1AP protocols.
NOTE: There could be other interfaces and/or protocols requiring testing under clause 4.4.4 of TS 33.117 [2]
**** END OF CHANGES 3 ****
**** START OF CHANGE 4****
6.4
Adaptations of basic vulnerability testing requirements and related test cases


6.4.1
Introduction
There are no gNB-CU-UP specific addtions to clause 4.4.1 of TS 33.117 [2].

6.4.2
Port Scanning

There are no gNB-CU-UP specific addtions to clause 4.4.2 of TS 33.117 [2].

6.4.3
Vulnerability scanning

There are no gNB-CU-UP specific addtions to clause 4.4.3 of TS 33.117 [2].

6.4.4
Robustness and fuzz testing 

The test cases under clause 4.4.4 of TS 33.117 [2] are applicable to gNB-CU-UP.

The interface defined for the gNB-CU-UP are in clause 4.2.3 of TS 23.501 [X] and in clause 4.1 of TS 38.300 [Y]

According to clause 4.4.4 of TS 33.117 [2], the transport protocols available on the interfaces providing IP-based protocols need to be robustness tested. Following TCP/IP layer model and considering all the protocols over transport layer, for gNB-CU-UP, the following interfaces and protocols are in the scope of the testing:

· For N3: the UDP and GTP-U protocols.
· For F1-u: the UDP and GTP-U protocols.

· For E1: the SCTP and E1AP protocols.

NOTE: There could be other interfaces and/or protocols requiring testing under clause 4.4.4 of TS 33.117 [2]
**** END OF CHANGES 4 ****
**** END OF CHANGES 5 ****
7.4
Adaptations of basic vulnerability testing requirements and related test cases


7.4.1
Introduction
There are no gNB-DU specific addtions to clause 4.4.1 of TS 33.117 [2].

7.4.2
Port Scanning

There are no gNB-DU specific addtions to clause 4.4.2 of TS 33.117 [2].

7.4.3
Vulnerability scanning

There are no gNB-DU specific addtions to clause 4.4.3 of TS 33.117 [2].

7.4.4
Robustness and fuzz testing 

The test cases under clause 4.4.4 of TS 33.117 [2] are applicable to gNB-DU.
The interface defined for the gNB-DU are in clause 4.1 of TS 38.300 [Y]

According to clause 4.4.4 of TS 33.117 [2], the transport protocols available on the interfaces providing IP-based protocols need to be robustness tested. Following TCP/IP layer model and considering all the protocols over transport layer, for gNB-DU, the following interfaces and protocols are in the scope of the testing:

· For F1-u: the UDP and GTP-U protocols.
· For F1-c: the SCTP and F1AP protocols.
NOTE: There could be other interfaces and/or protocols requiring testing under clause 4.4.4 of TS 33.117 [2]
**** START OF CHANGE 5****
