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1	Decision/action requested
The contribution proposes to update sol#6 of TR 33.884.
2	References
 [1]	3GPP TR 33.884 "Study on security of application enablement aspects for subscriber-aware northbound API access"
3	Rationale
Sol#6 in TR 33.884 [1] addresses key issue#2 by using the existing mechanism for the AF originated API invocation case. In this solution, MNO should learn the authorization information from a resource owner and store the information in the storage. Unlike OAuth 2.0 Authorization Code Grant Flow, however, this solution cannot address the case where e.g. the resource owner forgot to revoke the authorization information on the application before uninstalling it. If the resource owner forgot to request revocation for the API Invoker before uninstalling the application, the API Invoker can get an OAuth token by requesting to CCF/AuF, because the authorization information is stored in the storage. In Authorization Code Grant Flow, after the expiration time of the token, API Invoker cannot get an OAuth token without the resource owner's re-authorization. Therefore, this contribution proposes to add a NOTE for this.
4	Detailed proposal

[bookmark: _Toc134016714][bookmark: _Toc134081497][bookmark: _Toc134081604]6.6.2	Solution details
Below describes the steps of the procedure for "authorization before allowing access to resources", which is shown in Figure 6.6.2-1. 


Figure 6.6.2-1: Authorization before allowing access to resources
How the authentication is executed for the API invoker that runs in the UE is out of scope of this solution. In general, the solution does not focus on the authentication of the API invoker.
1. [bookmark: _MCCTEMPBM_CRPT26580020___1]The API invoker and the CCF execute authentication procedures and establish a secure channel as specified in TS 33.122 [5].
2. The API invoker request OAuth access token as specified in TS 33.122 [5].
3. The CCF verifies the request.
[bookmark: _MCCTEMPBM_CRPT26580021___2]Steps 4-6 is executed if resource owner authorization check is needed for the API invocation.
4. [bookmark: _MCCTEMPBM_CRPT26580022___1]The CCF may fetch resource owner authorization information from the storage.
5. The storage sends the resource owner authorization information.
[bookmark: _GoBack]NOTE:	The resource owner authorization information stored in the storage can have expiration time (e.g., usual expiration time of a token)
6. The CCF issues an access token that includes an indication for the resource owner authorization. The CCF sends the issued token to the API invoker.
7. The API invoker and API exposing function establish a secure channel.
8. The API invoker sends the token to the API Exposing Function.
9. The API Exposing Function verifies the token and checks the resource owner authorization information before allowing access to the resources related to the subscription. 
10. The API Exposing Function returns the API invocation response to the API invoker.
[bookmark: _MCCTEMPBM_CRPT26580023___1]For the UE originated API invocation case where an application triggers the API invocation by the application in the operating system in the UE, this solution assumes that an authorization in the granularity of application level is executed by a mechanism, like allowing users in the mobile phones to control the permission of application to access resources such as microphone of the mobile phone, provided by the operating system, which is out of scope of this solution. To give the access control power to the MNO considering the permission from the user or subscriber, the MNO needs to retrieve the permission/authorization information from the subscriber or user and store it in the authorization server/storage with an out of scope mechanism. This solution applies to the specific case where the application is accessing to the resources of the UE on which the application is running. The case of accessing resource of other UEs by the UE is not covered in this solution. 
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