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1
Decision/action requested

It is requested to approve the editorial cleanup of the TR
2
References
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3
Rationale

Editorial Cleanup of the TR
************ START OF CHANGES**********

3
Definitions of terms, and abbreviations
3.1
Terms
For the purposes of the present document, the terms given in TR 21.905 [1], in TS 33.501 [4] and in TR 23.700-17 [2] are applied.


3.2
Void


************ NEXT CHANGES**********

3.3
Abbreviations




For the purposes of the present document, the abbreviations given in TR 21.905 [1], in TS 33.501 [2] and in TR 23.700-17 [2] are applied. 
************ NEXT CHANGES**********

5.4
Key issue #4: Security aspect of TNAP mobility without full authentication 
5.4.1
Key issue details 

Mobility between two TNAPs within the same trusted Non-3GPP Access Network Gateway Function(TNGF) is not supported in 3GPP currently. For example, when UE moves between two nearby or overlapping TNAP1 and TNAP2, the connectivity will break. Therefore, UE services will be interrupted. The UE needs to reconnect, go through another authentication procedure to continue the service even though the second non-3GPP access connect to the same 5GC.

There could be some potential security solutions where UE switches the TNAP1 to TNAP2 without breaking the connectivity. However, the security aspects of optimizations of inter-TNAP mobility were never studied in SA3. 

5.4.2
Threats

NA.

5.4.3
Potential security requirements 

5GS should support a mechanism for communication between the UE and TNAP/TNGF to establish security with a TNAP without performing full authentication when the UE switches from another TNAP within the same TNGF.

While switching from one TNAP to another TNAP within the same TNGF, the interface between UE and the new TNAP shall be confidentiality, integrity, and replay protected.

************ NEXT CHANGES**********

6
Proposed solutions

************ NEXT CHANGES**********

7
Conclusions


7.1
Key issue #1: Authentication of AUN3 device behind RG and supporting EAP
It is concluded that solutions #2, #3, and #4 are used as the basis for normative specifications for authentication of AUN3 devices behind RG, where the AUN3 devices do not support 5G key hierarchy. More specifically, 

· Solution #2 is used as the basis for PLMN

· Solution #3 and #4 are used as the basis for SNPN. 

The AUN3 device supporting the 5G key hierarchy is also called the N5CW device. It is concluded that solution #9 is used as a basis for the normative specification.
7.2
Key issue #2: Security aspect of slice information exposure of N3IWF/TNGF to UE
SA2 TR 23700-17 was fully concluded for the KI2, where SA2 preferred UE-centric solutions. However, the information is delivered to the UE via PCF policies (ANDSP/WLANSP), which is protected by NAS security. 

KI#2 was proposed on the basis of solution 13 and solution 14 in TR 23.700-17 where unprotected slice information is shared between UE and the network. However, Solution 13 and Solution 14 have not been chosen for normative work in TR23.700-17, hence this key issue does not need any normative work.

7.3
Key issue #3: Security aspect of slice information exposure of N3IWF/TNGF

For both TNGF and N3IWF, solution #11 is the basis for normative work.

7.4
Key issue #5: Authentication of UE connecting to RG using NSWO


It is concluded that solution #12 is used as the basis for normative work. 

************ EOD OF CHANGES**********

