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1
Decision/action requested

Approve the changes in clause 4 for inclusion in the living CR of TS 33.535 [1].
2
References

[1]
3GPP TR 33.535 " Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS);"

[2]
S3-232126
Skeleton for AKMA ph2 WID
3
Rationale

This contribution aims to contribute to the living CR. The template of this contribution is TS 33.535[1] v17.7.0.
Based on the agreement in the study phase, we propose to update the description about roaming.
4
Detailed proposal

**** Start of Changes****

4.1
Reference model
Figure 4.1-1 shows a fundamental network model of AKMA, as well as the interfaces between them. 
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Figure 4.1-1: Fundamental Network Model for AKMA
NOTE:
Figure 4.1-1 shows the case where AAnF is deployed as a standalone function. Deployments can choose to collocate AAnF with AUSF or with NEF according to operators' deployment scenarios. 
Figure 4.1-2 shows the AKMA architecture using the reference point representation.
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Figure 4.1-2: AKMA Architecture in reference point representation for (a) internal AFs of HPLMN and (b) external AFs 
The AKMA service requires a new logical entity, called the AKMA Anchor Function (AAnF). 
The AKMA Architecture in Figure 4.1-2 is applicable to both roaming scenario and non-roaming scenario:
-
non-roaming: UE is in HPLMN and accessing an AF;

-
roaming scenario#1: UE is in VPLMN and accessing an internal HPLMN AF;
-
roaming scenario#2: UE is in VPLMN and accessing an internal VPLMN AF;
-
roaming scenario#3: UE is in VPLMN and accessing an external AF in the Data Network.
**** Next Changes****
4.4.0
General

The following security requirements are applicable to AKMA:
-
AKMA shall reuse the same UE subscription and the same credentials used for 5G access.

-
AKMA shall reuse the 5G primary authentication procedure and methods specified in TS 33.501 [2] for the sake of implicit authentication for AKMA services.
 -
The SBA interface between the AAnF and the AUSF shall be confidentiality, integrity and replay protected.
-
The SBA interface between AAnF and AF/NEF shall be confidentiality, integrity and replay protected.
-
The AKMA Application Key (KAF) shall be provided with a maximum lifetime.


**** Next Changes****
4.X.1
AKMA roaming requirements

-
The roaming subscriber shall be able to utilize the AKMA feature provided by the home network.
-
The home network shall be able to control whether its subscriber is authorized to use the service in the visited network.
**** End of Changes****
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