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Decision/action requested

Approve the pCR to TR 33.876.
2
References

[1]
3GPP TR 33.876: "Study on automated certificate management in Service-Based Architecture (SBA)"

3
Rationale

The solution #7 is to solve Key Issue 6: Relation between certificate management lifecycle and NF management lifecycle.
This contribution is to address below two Editor's Notes in the solution #7. 

Editor's note:
Involvement of the NRF requires further study. 
Editor's note:
Interaction with OAM is FFS. 
This contribution also adds evaluation to the solution.
4
Detailed proposal

Approve the following changes to TR 33.876 [1]. 

*** Start of Change 1 ***

6.7.2
Solution details

The CMNE informs the CA/RA about the events so that CA/RA can take further actions related to the NF lifecycle events. For certificate lifecycle related events triggered by CA/RA, the CA/RA informs the CMNE and then CMNE transfers this information to the NRF and the virtualization orchestration entities. 

Figure 6.7.2-1 depicts a high-level procedure for synchronization of NF and certificate lifecycle management. Step 1 represents the information flow related to certificate lifecycle events; step 2 shows the high-level flow related to NF lifecycle related events triggered by the virtualization orchestration entities. For example, when the certificate of a NF instance is revoked, the CMNE is informed by the CA/RA and then the CMNE informs to the NRF so that the NRF may take further actions for the affected NF profiles. Another example is when an NF termination related information is received from the orchestration entity, the CNME informs the CA/RA to revoke the certificate of the corresponding NF.
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Figure 6.7.3-1: A high-level procedure for synchronization between certificate lifecycle management and NF lifecycle management 


1. Certificate management event triggered by CA/RA

1a. NRF subscribes on NF certificate status from CMNE. The subscription can be applied for all NFs registered in the NRF.

1b. CMNE is informed by the CA/RA about NF certificate status change, or the CMNE may periodically query the certificate revocation status of all subscribed NFs from the CRL or the OCSP server and detect the changes.

1c. CMNE notifies NRF about the NF certificate status change, and NRF may take further actions for the affected NF profiles (e.g., NRF sets NF status as SUSPENDED or UNDISCOVERABLE when the certificate status is revoked).

2. Certificate management event triggered by Virtualization orchestration

2a. CMNE subscribes on VNF status from virtualization orchestration entity. The subscription can be applied for all NFs that are subscribed by the NRF(s) in step 1a.

2b. Virtualization orchestration entity notifies CMNE about VNF status change (e.g., VNF termination).

2c. CMNE may take further action about NF certificate change by interacting with CA/RA. For example, CMNE may request CA/RA to revoke the certificate when VNF is terminated.

NOTE 1: The interface between CA/RA and CMNE is proprietary and out of scope of 3GPP.

NOTE 2: The interface between CMNE and virtualization orchestration is out of scope of 3GPP.

*** End of Change 1 ***
*** Start of Change 2 ***

6.7.3
Evaluation


This solution introduces a new entity called as Certificate Management Network Entity (CMNE) that is responsible for the synchronization between certificate related events and NF related events. For certificate management event triggered by CA/RA, CMNE transfers this information to the NRF for further actions. For VNF lifecycle management event triggered by Virtualization orchestration, CMNE transfers this information to the CA/RA for further actions. To achieve this role successfully, the CMNE need communicate with the CA/RA, NRF and orchestration entities at the virtualization layer in NF cloud deployments.

This solution introduces a new subscription service provided by CMNE and consumed by NRF, so that NRF is aware of NF certificate status change. The NRF needs to maintain the certificate status for each NF. 

*** End of Change 2 ***
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