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4	Detailed proposal
  
************ START OF CHANGES************
6.1.3.3	5G ProSe UE-to-UE Relay Discovery
6.1.3.3.1	General
The two sets of discovery security materials are used for UE-to-UE Relay discovery message protection. One (i.e., Direct Discovery security materials) is used for protecting direct discovery set. The other one (i.e., UE-to-UE Relay Discovery security materials) is used for protecting the UE-to-UE relay discovery messages. The UE-to-UE relay discovery messages include the protected direct discovery set.
Provisioning of the Direct Discovery security materials reuses the security material provisioning mechanism for Restricted 5G ProSe Direct Discovery as specified in clause 6.1.3.3.	Comment by Philiips-r1: Text from Huawei
Provisioning of the UE-to-UE Relay Discovery security materials reuses the security material provisioning mechanism for 5G ProSe UE-to-Network Relay discovery as specified in clause 6.1.3.3.
The protection is configurable based on the provisioned discovery security materials.	Comment by Philiips-r1: Paragraph below is rephrased into this sentence.

Editor’s Note: This clause describes the general description of the security of 5G ProSe UE-to-UE Relay Discovery.
6.1.3.3.2	Security requirements for 5G ProSe UE-to-UE Relay Discovery	Comment by Philiips-r1: Text from China Telecom

Requirements added as a new subsection.
5G ProSe UE-to-UE Relay Discovery addresses the following security requirements:
The 5G System shall provide a means for confidentiality protection, integrity protection and replay protection of discovery messages for UE-to-UE Relay discovery.
The 5G System shall provide a means to mitigate trackability and linkability attacks of 5G ProSe End UEs during UE-to-UE Relay discovery procedure.
The 5G System shall provide a means to securely provision the security materials for UE-to-UE Relay discovery.
6.1.3.3.32	Security flows
6.1.3.3.32.1                 Security procedure for 5G ProSe UE-to-UE Relay Discovery with Model A
Editor’s Note: This clause describes the security procedure for 5G ProSe UE-to-UE Relay Discovery with Model A.
6.1.3.3.32.2	Security procedure for 5G ProSe UE-to-UE Relay Discovery with Model B
Editor’s Note: This clause describes the security procedure for 5G ProSe UE-to-UE Relay Discovery with Model B.
************ END OF CHANGES************
