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1
Decision/action requested

Approve the changes in clause 4 for inclusion in the living document: draftCR to TS 33.558.
2
References

[1]

3
Rationale

This contribution aims to contribute to the living CR. The template of this contribution is TS 33.558 v17.3.0. 

Rel-17 TS 33.558 does not correctly specify where the ECS/EES retrieves the GPSI to authenticate the EEC. Forged GPSI of the EEC will be retrieved by the ECS/EES in the Rel-17 specification if not approved.
4
Detailed proposal

Approve the changes below for inclusion in the living document: draftCR to TS 33.558. 

**** Start of Changes****

6.2
Authentication and authorization between EEC and ECS

 The ECS shall be configured with the information of authorization methods (token-based authorization or local authorization) used by EESes.
Authentication between EEC and ECS shall be done during the execution of the TLS handshake protocol. Details of the authentication method (e.g., TLS certificates, usage of AKMA [11] or GBA [12] as methods to arrange the PSK for TLS) are out of scope of the present document. 
If the GPSI is required, the ECS shall retrieve the GPSI from the core network no matter whether the EEC sends the GPSI to the ECS.  

NOTE: If the ECS identifies a mismatch between the GPSI received from the EEC and the GPSI received from the network, the decision and action to be taken by the ECS for such mismatch cases are left to implementation.

After successful authentication, the ECS shall authorize the EEC by its local authorization policy.

After successful authentication and authorization, the ECS decides whether OAuth 2.0 [15] access tokens are required for the candidate EESes using the configuration information and issues separate EES access tokens to be used for each candidate EESes that use token-based authorization. The ECS, EEC and EES respectively assume the role of authorization server, client and resource server roles defined in [15]. "Client Credentials" grant type and bearer tokens [16] shall be used. JSON Web Token (JWT) as specified in IETF RFC 7519 [17] for encoding and the JSON signature profile as specified in IETF RFC 7515 [18] for protection of tokens shall be followed. This token profile also applies for clause 6.3 of the present document. The claims of the EES service tokens in the form of JWT [17] shall include the ECS FQDN (issuer), EEC ID (client_id), GPSI (subject), expected EES service name(s) (scope), EES FQDN (audience), expiration time (expiration). The ECS shall send the service response back to the EEC, which may include EES access token(s).
**** Next Changes****

6.3
Authentication and authorization between EEC and EES

Authentication between EEC and EES shall be done during the execution of the TLS handshake protocol. Details of the authentication method (e.g., TLS certificates, usage of AKMA [11] or GBA [12] as methods to arrange the PSK for TLS) are out of scope of the present document. 
If the GPSI is required, the EES shall retrieve the GPSI from the core network no matter whether the EEC sends the GPSI to the ECS.  

NOTE: If the EES identifies a mismatch between the GPSI received from the EEC and the GPSI received from the network, the decision and action to be taken by the EES for such mismatch cases are left to implementation.

For authorization of EEC by the EES, the EEC shall send the OAuth 2.0 [15] access token, if received from the ECS, to the EES. The token profile is specified in clause 6.2 of the present document. If the EES requires access token for authorization, then the EES shall authorize the EEC by using the token. Otherwise, the EES shall authorize the EEC by its local authorization policy.

After successful authentication and authorization, the EES shall process the request and sends the service response back to the EEC.
**** End of Changes****

