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1	Decision/action requested
This pCR is proposing to add a new potential solution to study the use of ACME protocol in 5G 
2	References
[1]	3GPP TR 33.876 v0.5.0
[2] 	3GPP TS 33.210 v17.4.0
[3]             3GPP TS 33.310 v17.4.0
[4]             3GPP TS 33.501 v17.7.0
3	Rationale/ Scope

This new pCR proposes to address the Editor Note related to security threats and mitigations for protection of DNS when used as a challenge mechanism to validate the domain ownership by client in 5G SBA.


4	Detailed proposals

**** START OF CHANGE ****
[bookmark: _heading=h.2gb3jie]6.16.2.2.2.3	Certificate Validation
RFC 8555 section 8 [https://www.rfc-editor.org/rfc/rfc8555.html#section-8] covers the 3 TLS validation methods (DNS, HTTP, TLS-ALPN) in detail. Additional validation methods using reliable RAN and SBA information. While DNS or HTTP challenges are the most common way in ACME to check the validity of a signing request, the request can also be validated independently of any DNS infrastructure through other methods (e.g. external account bindings).
Editor’s Note: The security threats and mitigations for protection of DNS, if used as a challenge mechanism to validate the domain ownership by client, is ffs.	Comment by Microsoft Office User: Google proposes to address the 2 ENs
Editor’s Note: Dependence on external account binding for the requesting entity is ffs.
External account binding is an alternative method of validating a signing request in 5G SBA CNF that does not depend on any DNS infrastructure. It involves linking the request to an existing validated account at the certificate authority (CA) by providing the account key and a digital signature of the signing request to the CA. This method requires the requesting entity to have a previously validated account at the CA, and the security of the validation process depends heavily on the security of the account key and the digital signature.
While external account binding can provide an alternative to DNS or HTTP challenges for validating signing requests in 5G SBA CNF, it is crucial to maintain the security and integrity of the process to prevent unauthorized certificate issuance. This involves ensuring the account key is kept secure and not shared, and the digital signature is created using a secure algorithm and trusted implementation.
When DNS is used as a challenge mechanism to validate the domain ownership by a client in 5G SBA CNF, there are several security threats that could compromise the integrity of the validation process. These threats include:
1. DNS Spoofing: An attacker may attempt to impersonate the DNS server and provide fake DNS responses to the ACME client, leading to a successful domain validation. This can be mitigated by using DNSSEC (DNS Security Extensions) to ensure the authenticity of DNS responses.
2. DNS Cache Poisoning: An attacker may attempt to poison the DNS cache of the ACME client with incorrect information, leading to a successful domain validation. This can be mitigated by implementing DNS cache poisoning prevention mechanisms such as Response Rate Limiting (RRL) and DNS Cookies.
3. Man-in-the-Middle (MitM) Attacks: An attacker may intercept the communication between the ACME client and the DNS server, modify the DNS responses, and provide fake domain validation results to the ACME client. This can be mitigated by using secure communication protocols such as HTTPS/TLS to encrypt the communication and prevent interception.
4. DNS Server Compromise: A DNS server may be compromised by an attacker, leading to the issuance of fake DNS responses to the ACME client and successful domain validation. This can be mitigated by ensuring that the DNS server is properly secured, regularly updated, and audited for vulnerabilities.
To mitigate these threats and ensure the protection of DNS when used as a challenge mechanism to validate the domain ownership by a client in 5G SBA CNF, the following security measures should be implemented: DNSSEC, RRL or DNS Cookies, HTTPS/TLS, proper security and regular updates of DNS server.

**** END OF CHANGES ****

