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1
Decision/action requested

This contribution discusses and analyzes solution for protection of Resumecause.
2
Discussion
SA3 agreed a WID on Security of unprotected RRC messages (SERP) on concluded solution#17 in TR 33.809. There were several discussions and proposal on living document based on solution#17 in past meetings and however there were no consensus on the content of the updates.
Hence, as a way forward following 3 options are proposed to be consider and to be discussed to reach a consensus:

Option 1: 

As majority of the company supports the conclusion made for solution#17 during study phase, it is proposed to consider the complete solution#17 as it is (in TR 33.809) and consider draftCR S3-233037 as the basis for normative work.

Option 2:

There were discussion on the concluded solution#17, whether the solution is adequate to address the KI#1. The main discussion are on, if the intention of the attacker is to making the gNB to send an unexpected response to the UE, then even with solution#17 the attacker can mount the attack by manipulating anyone of the following:

- Security support indication broadcasted in the SIB message 
- ResumeCause carried in the RRCReject message
- ResumeMAC-I/shortResumeMAC-I 
The gNB usually sends the RRC Setup message, if the ResumeMAC-I/shortResumeMAC-I fails. If making the gNB to send an unexpected response to the UE is the intention of the attacker, then by making the ResumeMAC-I/shortResumeMAC-I verification fail, the attacker mounts the attack successfully. So, there is no benefit in protecting the entire Resume request message. Therefore, it is proposed to consider an alternate simple solution for identification of manipulation of the Resumecause.

For the initiated Resume request, the UE receives any one of the following response from the gNB: 
· RRCRelease (SRB1), 
· RRCResume (SRB1), 
· RRC Setup (SRB0) and 
· RRCReject (SRB0). 

Nonetheless, there is some benefit, if the UE identifies the Resumecause is manipulated and the response is not intended for the requested Resumecause. This can be achieved by echoing back the received Resumecause in the response message by the gNB, the UE can determine whether it is modified or not. 
The response message RRCRelease and RRCResume are protected, therefore inclusion of the received Resumecause is straightforward. Inclusion of the received Resumecause in the RRC Setup can be optional, as the UE anyways going to perform RRC Setup procedure therefore it does not have any impact. It becomes difficult to mount the attack, if the received Resumecause is echoed back in the Reject message, as it is very difficult for an attacker to modify the Resumecause in both request and response. If the UE determines there is manipulation of the Resumecause then the UE take appropriate action, by re-establishing the RRC connection.

If either the UE or the source/target gNB is pre Rel-18 compliance, then only security level provided by Rel-18 is achieved.
The proposed solution is based on NAS SMC procedure (TS 33.501), which is used to verify whether the security capabilities are modified in between the UE and the AMF, when NAS context is not available:

	6.7.2
NAS security mode command procedure

---snip---

2a. The UE shall verify the NAS Security Mode Command message. This includes checking that the UE security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on the KAMF indicated by the ngKSI.  

---snip---


Therefore, the proposed solution in draft CR S3-233036 to be agreed for identification of manipulation of Resumecause, between the UE and the gNB, as the concluded solution#17:
· modifies the MAC-I calculation 
· introduce impacts to many messages (UE capability exchange, SIB, Retrieve UE Context Request, RRCResumeRequest), 
· very complex (UE and gNBs to determine whether to use full RRCResumeRequest message protection or legacy protection), 
· requires tight collaboration with RAN WGs to make progress 
· not adequate to address the KI#1
Option 3:
Option 1 relies on sending resumecause in unprotected RRC Reject message and broadcasting security support indication in the unprotected SIB message. It is not a good security practise to rely on unprotected message for sending sensitive information. As SA3 could not conclude on SIB message protection in Rel-18, if the attacker modifies the support indication in the SIB message, attacker can mount the attack even if gNB and UE supports full RRCResumeRequest message protection feature. That is, attack is possible with solution#17 (if Security support indication in SIB is modified) and without solution#17 (if resumecause is modified in RRC Resume Request). As the study on FBS is concluded with no normative work required in Rel-18 and the solution#17 rely on unprotected SIB message, it is proposed to close SERP WID as well which was an intermediary conclusion from TR 33.809. 
3
Conclusion
We strongly prefer the solution proposed in draft CR S3-233036 to be taken as the basis for normative work for the protection of RRCResumeRequest message. 
In case if majority of the companies still support Solution#17, then it is proposed to consider the draft CR S3-233037 as the basis for normative. 

It is requested to conclude on this topic in this meeting. 

