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	Reason for change:
	When the IAB-MT is migrated from a source IAB-donor-CU to a target IAB-donor-CU, the migrating IAB-node becomes a boundary IAB-node since its IAB-DU retains F1AP with the source IAB-donor-CU while its IAB-MT obtains RRC connectivity with the target IAB-donor-CU detailed in TS 38.401 [78]. In this case, it is required to specify the security procedure to re-establish the F1 security. 

Further, there is no current mechanism for the Source/Initial IAB-donor-CU to verify the new IP address(es) included in “gNB-DU CONFIGURATION UPDATE message” by the IAB-node, so it is up to the implementation to verify it. 

	
	

	Summary of change:
	If dynamic PSK computation for IKEv2 PSK authentication is used,then the IKEv2 between migrating IAB-node and the source IAB-donor-CU is performed using stored KIAB as PSK.

In case IPsec tunnel mode is used for F1 interface protection, the migrating IAB-node may use MOBIKE (IETF RFC 4555) to migrate the IPsec tunnel to the new IP outer addresses.

For IPsec transport mode, the gNB-DU ID provided in the IKE_AUTH message is used to identify the PSK(s), as like the identification performed for the certificate and pre-configured PSK authentication methods. Further, when there are more than one old/new IP addresses, the IKEv2 procedures are performed according to the TNL address index, as to have identical mapping between the old TNL address with the new TNL address in the source/Initial IAB-donor-CU and in the migrating/descendant/recovery IAB-node.

NOTE is included to indicate that it is up to the implementation to verify whether the TNL address(es) provided by the IAB-node is authentic.

	
	

	[bookmark: _GoBack]Consequences if not approved:
	Ambiguity in preforming security procedure for IAB inter-CU topology adaptation procedure may make migrating IAB-nodes out-of-service.

	
	

	Clauses affected:
	2, M.x (new)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


******************Start of Changes*********************
[bookmark: _Toc19634549][bookmark: _Toc26875605][bookmark: _Toc35528355][bookmark: _Toc35533116][bookmark: _Toc45028458][bookmark: _Toc45274123][bookmark: _Toc45274710][bookmark: _Toc51167967][bookmark: _Toc114220576]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System".
……
[skipped for clarity]
[xx]	IETF RFC 4555 (2006-06): "RFC IKEv2 Mobility and Multihoming Protocol (MOBIKE)".

******************Next Change*********************

M.x	IAB inter-CU topology adaptation and backhaul RLF recovery procedure
In case of the inter-CU migration as specified in clause 8.17.3 and 8.17.4 in TS 38.401 [78], the IAB-MT is migrated from a source IAB-donor-CU to a target IAB-donor-CU. The migrating IAB-node becomes a boundary IAB-node since its IAB-DU retains F1AP with the source IAB-donor-CU after its IAB-MT obtains RRC connectivity with the target IAB-donor-CU (c.f. TS 38.401 [78]). The F1-C and F1-U connection between the migrating/descendant/recovery IAB-node and the source/Initial IAB-donor-CU are switched to the target path using the new IP address information of the migrating/descendant/recovery IAB-node as specified in TS 38.401 [78].
For IAB inter-CU topology adaptation and backhaul RLF recovery procedures, if dynamic PSK computation for IKEv2 PSK authentication is used, then new IKEv2 between migrating/descendant/Recovery IAB-node and the source/Initial IAB-donor-CU may be performed using the KIAB associated with the old IP address as the PSK for the corresponding new IP address. 
- In case IPsec tunnel mode is used for F1 interface protection, the migrating/descendant/recovery IAB-node may use MOBIKE (IETF RFC 4555 [xx]) to migrate the IPsec tunnel to the new IP outer addresses as specified in TS 38.401 [78].  
- In case IPSec transport mode is used for F1 interface protection, then the source/Initial IAB-donor-CU identifies the migrating/descendant/recovery IAB-node using the gNB-DU ID provided in the IKE_AUTH message. In case of multiple TNL addresses, to have identical mapping between the old TNL address with the new TNL address in the source/Initial IAB-donor-CU and in the migrating/descendant/recovery IAB-node, the IKEv2 procedures are performed according to the TNL address index. 
NOTE x:	For any IKEv2 authentication method (certificate or pre-configured PSK or dynamic PSK) it is up to the implementation to verify whether the TNL address(es) provided by the migrating/descendant/recovery IAB-node is authentic (i.e., whether the IP address included in the gNB-DU CONFIGURATION UPDATE message is the target/new IAB-donor-CU assigned IP address to the IAB-node). 
*******************End of Changes*********************
