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1
Decision/action requested

This pCR proposes to update solution #1 in TR 33.870.
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Rationale

This pCR proposes to clarify on the ENs as part of the evaluation for Solution #1 in TR 33.870.

Sending an identifier (e.g., a temporary identifier/privacy preserved identifier like anonymous) part of the username in the NAI is not a new concept and so sending a configured fixed length identifier do not introduce any additional impacts based on the following observations. 

# RFC 3748 [3]: It is possible for the identity in the identity response to be different from the identity authenticated by the EAP method. This may be intentional in the case of identity privacy. 

#RFC 7542 [2]: This document allows for the use of multiple identifiers and recommends the use of anonymous identifiers where those identifiers are publicly visible.

#RFC 9190 [4]: A client supporting TLS 1.3 MUST NOT send its username (or any other permanent identifiers) in cleartext in the Identity Response (or any message used instead of the Identity Response). Following RFC7542, it is RECOMMENDED to omit the username (i.e., the NAI is @realm), but other constructions such as a fixed username (e.g., anonymous@realm) or an encrypted username (e.g., xCZINCPTK5+7y81CrSYbPg+RKPE3OTrYLn4AQc4AC2U=@realm) are allowed.
Therefore, the evaluation adds more clarifications based on the above justifications and clean-ups the ENs.

4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.870

*****Start of Change 1*****

6.1
Solution #1: Use of fixed length identifiers to protect against anonymity set reduction
6.1.1
Introduction 

The solution addresses KI#1.

Based on TS 23.003 Clause 2.2A, a SUPI type can be network access identifier (NAI), and in such case the NAI takes the form (i.e., username@realm) as defined in TS 23.003 Clause 28.7.2. 

If the identifier in the username is variable length, then extreme differences in the length of the identifer may give way for the threats discussed in the Key issue#1, therefore this solution proposes to configure and use an additional identifier with fixed length (for the NAI based SUPIs) to be used for the SUCI generation and related use for the network access.  
6.1.2
Solution details

The UE can be configured by the operator with an additional fixed length identifier (i.e., a digital identifier) for the NAI SUPI (e.g., in the existing system, the Operator need to configure the UE with routing ID, and other information related to SUCI generation. So, similar methods can be reused for the digital identifier configuration). The fixed length digital identifier generation/assignment is upto the Operators implementation.

For NAI based SUPI, if the UE is provisioned with a fixed length digital identifier, then the UE can use the fixed length digital identifier as the username part of NAI for SUCI generation. The SUCI construction related to scheme Output can be same as described in TS 33.501, but the SUPI type should be set as digital identifier based NAI type. 

The Home network on receiving the SUCI with SUPI type indicating ‘digital identifier based NAI type’, deconceals the SUCI as in TS 33.501, fetches the SUPI (i.e., NAI SUPI) related to a fixed length digital identifier and continues with the existing authentication procedure defined in 33.501.

NOTE: The solution solves the issue related to usage of variable length usernames in NAI and its related visibility to the attacker as described in KI #1. The solution can work with the mandatory authentication methods such as 5G-AKA, EAP-AKA’ and with the optional EAP methods. Further the solution reuses the existing NAI format and aligns with the KI.
6.1.3
Evaluation
The solution has the following UE and Core Network impacts:

UE: The UE need to be provisioned with a fixed length digital identifier by reusing existing mechanism that supports provisioning of Routing ID and other information (e.g., related to SUCI construction information). Further the SUPI type should be set as digital identifier based NAI type.

UDM: The UDM need to store the actual NAI based SUPI along with the associated fixed length digital identifier. On SUCI deconcealment, the UDM need to fetch the related NAI based SUPI.

The use of fixed length identifier as part of username in the NAI do not bring any new impact to the EAP methods and even in EAP TLS based on RFC 9190, it allows usename to hold fixed username among other options (e.g., like skipping username, using encrypted username etc.,)



*****End of Change 1*****

