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1
Decision/action requested

This discussion paper provides the detailed justifications to address the concern raised in C4-LS230790.
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3
Introduction
The C4-230790 LS sent to SA3 WG related to ‘Removal of the uavAuthenticated IE from Create SM Context Request’, seeks SA3 clarifications on the need to send the UUAA authentication results from AMF to the SMF during a PDU session establishment/modification procedure. Therefore, this discussion clearly cites all references and provides the clarifications for the same.
4
Discussion
This section lists all SA2 and SA3 references related to the UUAA determation and invocation aspects, to clarify the need to inform the SMF aboutsuccessfull UUAA result when available at the AMF.  
TS 23.256 V17.5.0 (Dec 2022) has the following network behaviour as copied below:

Observation 1:

# Clause 5.2.1 UUAA Model states that, ‘If UUAA-MM is not performed, the UAV shall be authenticated by UUAA-SM during the PDU session establishment procedure for UAS service.’

# Clause 5.2.2 UUAA at Registration in 5GS (UUAA-MM), subclause 5.2.2.1 General states in step 4, ‘The AMF stores in the UE context that a UUAA is pending.’, in step 6 it states, ‘Once the UUAA-MM procedure is successfully completed for the UAV, the AMF stores a successful UUAA result and updates the UE context indicating that UUAA is no longer pending’.

Observation 2: 

# Clause 5.2.3 UUAA At PDN Connection/PDU Session Establishment (UUAA-SM), subclause 5.2.3.1 General states that, ‘UAS NF stores the UAV UEs UUAA context after successful UUAA-SM procedure. The UUAA context may be stored in the UDSF or may be stored locally in the UAS NF depending on deployments. The SMF shall subscribe for notifications from UAS NF which may be used to trigger re-authentication, update authorization data or revoke authorization of the UAV, upon receipt of such request from the USS.’
# Clause 5.2.4.1 UAV Re-authentication procedure in 5GS, states the following:

‘UAS NF stores the UE UUAA context after successful UUAA procedure as explained in clause 5.2.2.2 for UUAA-MM and in clause 5.2.3 for UUAA-SM procedure. The UUAA context may be stored in the UDSF or may be stored locally in the UAS NF depending on deployments.

2.
UAS NF retrieves the stored UUAA context for the UE. From the stored UUAA context the UAS NF determines the target AMF or SMF for sending the notification.’

# Clause 5.2.4.3 USS initiated UAV Re-authorization procedure in 5GS states that, ‘UAS NF stores the UE UUAA context after successful UUAA procedure as explained in clause 5.2.2.2 for UUAA-MM and in clause 5.2.3 for UUAA-SM procedure. The UUAA context may be stored in the UDSF or may be stored locally in the UAS NF depending on deployments.’.

# Clause 5.2.7 UUAA Revocation by USS/UTM states the following:

UAS NF stores the UAV UE's UUAA context after successful UUAA procedure as explained in clause 5.2.2.2 for UUAA-MM and in clause 5.2.3.2 for UUAA-SM procedure.

2.
UAS NF retrieves the UAV UE's stored UUAA context. From the stored UUAA context the UAS NF determines the target AMF or SMF for sending the notification.

Observation 3:

# Clause 5.2.5.2.3 UE initiated PDU Session Establishment for C2 Communication step 3 states that, ‘The UAS NF/NEF checks that a valid UUAA is stored for the GPSI and forwards the received authorization request as a Naf_Authentication_AuthenticateAuthorize request to the USS. If not, the request is not forwarded to the USS and the PDU session is rejected.’.

TS 23.256 v1.0.0 dated June 2021 (cited in C4-230790)
Observation 4:

C4-230790 states that, ‘With an editor’s note whether this indication is needed, or the UAS-NF or NEF can maintain the UUAA status to share with SMF’.

But the actual EN from TS 23.256 v1.0.0 dated June 2021(cited in C4-230790) has the following EN, which is states the decision at UAS NF or NEF as copied below. Based on our reading the following EN doesn’t say anything about providing an UUAA operation status from the UAS NF or NEF to SMF, but instead it says if ‘UAS NF/NEF’ can decide. 

Editor's Note: Whether an indication is needed or if UAS NF or NEF can decide since these entities will maintain the UUAA operation status is FFS.

TS 33.256 V17.2.0 Dec 2022

Observation 5:

According to TS 33.256 Clause 5.2.1.1, see figure 5.2.1.1-1 UUAA in 5GS, for the UUAA at registration, it is the AMF which determines if a UUAA is required for UAV (step 3) and similarly for UUAA during PDU session establishment, it is the SMF which determines whether UUAA is required for UAV. So as per stage 2 it is the AMF or SMF which determines whether a UUAA is required, and no other NF (e.g., UAS NF) performs this determination. 

Further same clause step 6 and 7 states the following:

 ‘If a successful UUAA has been performed at Registration, there is no need for the USS to perform UUAA at PDU Session establishment. When a UE sends PDU Session Establishment Request message with DNN/S-NSSAI related to UAS service, if the AMF has successful UUAA result available for the UE, the AMF shall send the successful UUAA result indication along with the PDU Session Establishment Request message to the SMF.

7. The SMF determines whether UUAA is required for the UE. UUAA shall only be triggered if the UE has provided a CAA-Level UAV ID and has a valid Aerial UE subscription. SMF may skip UUAA, if it receives successful UUAA result from the AMF or the UE has completed UUAA successfully with the same USS/DN before, i.e., at registration as in step 5 or in previous PDU Session Establishment procedures’.
Need for the SMF to know the UUAA status of UAV:

Based on Observation 1 and 5, if the UUAA is not performed during registration, then the UUAA is required to be performed during the PDU session establishment for the UAS service which is initiated by the SMF. If a successful UUAA is performed during registration, and if this information is not informed/known to the SMF, it can lead to unnecessary repeated UUAA run (with multiple round trips) causing unnecessary delay and impacts to UAS service. Therefore, TS 33.501 Clause 5.2.1.1, step 6 and 7 specifies that successful UUAA result if available in AMF, that is indicated to the SMF along with the PDU session establishment request message to the SMF. Currently SMF determines to initiate UUAA based on various factors (i.e., if the UE provided CAA-Level UAV ID, if has a valid Aerial UE subscription), and success UUAA result information is one such factor which with the SMF to determine whether a UUAA is required or it can be skipped (i.e., the SMF may skip UUAA if it receives a successful UUAA result from AMF). Also, Observation 1 confirms that AMF stores a successful UUAA result, so it is leveraged to inform the SMF. Following observation 4 and current stage 2 specs TS 23.256 and 33.256, for this case of UAS service related PDU session establishment there is no specification which states SMF relies on UAS NF for UUAA initiation related determinations. Therefore, we see that removal of the uavAuthenticated IE from Create SM Context Request is not needed and the stage 3 work (i.e., TS 29.502) is aligned with stage 2 in its current form.

Further based on Observation 2, the UAS NF storing the UUAA context following a successful UUAA is to allow subscription from serving AMF/SMF to receive notifications from UAS NF which may be used to trigger re-authentication, update authorization data or revoke authorization of the UAV, upon receipt of such request from the USS. Further based on Observation 3, it is applicable only for C2 authorization case (i.e., separate PDU sessions for UAS services) and the USS subscribed for PDU session status event from the NEF for a corresponding GPSI in such a scenario if the UE requests new dedicated PDU session for C2, the SMF initiates authorization request and the UAS NF forwards the received authorization request only if there is a valid UUAA context stored, if not the authorization request is not forwarded to the USS and the PDU session is rejected. If this behaviour is used for PDU session establishment related to UAS service case it will create more problem as described with an example here, i.e., if UUAA is not performed for an UAV during registration and the SMF without knowing any info on UUAA status initiates UUAA, then the UAS NF which also do not have any UUAA context as no UUAA was performed during registration, and so it will not forward the UUAA request and the PDU session have to rejected similar like C2 authorization case. In another case, if the UUAA has been successfully performed for the UE during registration and if the AMF do not provide any UUAA results information to the SMF during the PDU session establishment, then the SMF will initiate another UUAA run and the UAS NF holding UUAA context (stored during registration) would now forward the UUAA request to the USS thereby leading to repeated UUAA (with multiple round trips) execution. Therefore, this UAS NF behaviour (in Observation 3) mentioned for C2 authorization request forwarding to USS should not be mixed with AMF sending UUAA status to SMF during PDU session request related to UAS service. 

5
Conclusion

Therefore, the SA3 LS (in S3-23oooo) clarifies that stage 3 work in TS 29.502 is aligned with the stage 2 in its current form based on all observations and clarification provided above. So SA3 kindly asks CT4 to retain the uavAuthenticated IE in Create SM Context Request and no further changes are needed for this case.
