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[bookmark: _Hlk134778562]****Start of Change ****
5.X	A2X Direct Communication
5.X.1	General
[bookmark: _Hlk131166814]Editor’s note: Background on A2X Direct Communication (plus details of DAA and BRID – alternatively there could be different clauses for these)
This clause describes the Aircraft-to-everything (A2X) Direct Communication security aspects. A2X direct communication leverages V2X mechanisms to support DAA and BRID as described in TS 23.256 Clause 4.2.1.2. 
The UAVs requiring unicast DAA service leveraging A2X direct communication re-uses unicast mode PC5 connection security establishment procedures defined in TS 33.536 [5] as baseline with the following adaptations: 
· The A2X Policy Provisioning is done based on TS 23.256 Clause 4.2.1.2.2 and the A2X Policy includes A2X security policy for each A2X services (i.e., C2 and DAA services). The DAA service specific security policy available as part of A2X security policy is used for the security establishment. 
5.X.2	Unicast mode A2X Direct Communication 
Editor’s note: Details of unicast A2X Direct Communication security and privacy


Figure 5.X.2-1: A2X Direct Communication Seccurity Establishment Procedure for DAA Service
1. The UAV if capable of Uu communication, performs UUAA procedure as described in TS 33.256. On a successful UUAA, the UAV is provisioned with A2X Policy based on TS 23.256 Clause 4.2.1.2.2. The A2X Policy shall include the DAA service specific security policy used for the security establishment.
2. If the UAV (e.g., UAV 1) determines to set up DAA connection over PC5, it sends Direct Communication Request with A2X service type which indicates DAA service, UAV identifier (i.e., CAA-Level UAV ID), A2X service security policy specific to the DAA service (i.e., confidentiality and integrity protection requirements for signalling and user plane protection), security capability and key establishment information (as described in TS 33.536) which is related to security information for DAA security. 
3.	The UAV (e.g., UAV 2) on receiving the direct communication request, if the A2X service type indicates DAA service, the UAV-C verifies the received A2X service security policy against the locally configured A2X service security policy. If the received A2X service security policy matches with the locally stored one, then the UAV determines to respond with step 4.
	If the received A2X service security policy violates the locally configured A2X service security policy for the DAA service, then the UAV-C determines to reject the direct communication, where the UAV skip steps 4-6a and performs step 6b.
4. UAV (e.g., UAV 2) performs direct authentication and key establishment (as described in TS 33.536 [6]) with the UAV (e.g., UAV 1).
5a. The UAV (e.g., UAV 2) sends to the UAV (e.g., UAV 1), the Direct security mode command which includes (information as in TS 33.536 [6]) Key_Est_Info, MSB of Key ID (e.g., KNRP ID to indicate the DAA security key), security capability, and additional information such as those received in step 1 (i.e., A2X service type, A2X service security policy). The session key (i.e., for DAA), PC5 signalling and user plane keys (for confidentiality and the integrity) as required is derived to protect the DAA service based on the A2X service security policy.
5b.	The UAV (e.g., UAV 1) checks that the returned security capabilities, A2X service type and A2X service security policy are the same as those it sent in step 1. The UAV on receiving the Direct security mode command, if the above check is successful, based on received Key_Est_Info (same as in TS 33.536 [6]) derives the key and choose LSB of Key ID (e.g., KNRP ID) to uniquely identify the Key and locally store the key with the identifier. Then the UAV (e.g., UAV 1) sends to the UAV (e.g., UAV 2), the Direct security mode complete message which includes LSB of Key ID, security capabilities, A2X service type, and A2X service security policy sent in step 1. The confidentiality key and the integrity key as required is derived to protect the DAA service based on the A2X service security policy.
6a.	[Conditional] The UAV (e.g., UAV 2) sends Direct Communication Accept over the established link. The UAVs starts DAA communication over PC5.
6b. [Conditional] The UAV (e.g., UAV 2) sends a direct communication reject message (i.e., if the A2X security policy is not met, or if authentication and key establishment fails or if the direct security mode command procedure fails) with respective cause information. 
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