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1
Decision/action requested

This pCR adds conclusions to KI#4 in TR 33.887.
2
References

[1]
3GPP TR 33.887, ‘Study on Security aspects for 5WWC Phase 2 (Release 18)’, V0.5.0.

3
Rationale

In TR 33.887, ‘Key issue #4: Security aspect of TNAP mobility without full authentication’, aims to enable establishment of security with a TNAP without performing full authentication when the UE switches from another TNAP within the same TNGF. Following are the solutions (#5, #6, #7, #8, #10, and #13) so far discussed related to KI#4 in TR 33.887, therefore this contribution analyses and presents the core logic (i.e., key generation and security establishment) of the solutions to reach a minimal conclusion at this meeting SA3#111.
· Solution #5: TNAP mobility solution with rand
· Enables a fresh TNAP key generation (as in Clause 6.5.2.2 using RAND) at TNGF and UE. Newly derived TNAP’ Key is provided to the TNAP#2 to allow establishment of security between UE and TNAP (i.e., reusing the principle from TS 33.501 Clause 7A.1 step 10d which allows sending of TNAP key from the TNGF to TNAP).
· Solution #6: TNAP mobility solution with count
· Enables a fresh TNAP key generation (as in Clause 6.6.2.2 using COUNT) at TNGF and UE. Newly derived TNAP’ Key is provided to the TNAP#2 to allow establishment of security between UE and TNAP (i.e., reusing the principle from TS 33.501 Clause Clause 7A.1 step10d which allows sending of TNAP key from the TNGF to TNAP).

· Solution #7: Using Fast BSS Transition for TNAP mobility
· Involves a Fast BSS Transition (FT) key hierarchy generation.
· An entity (that holds the FT root key R0KH) need to fetch KFT from TNGF, then derives key PMK-R1 and provides it to the new TNAP. Where does the entity R0KH resides (e.g., TNGF, or anywhere completely external to TNGF, if yes, where is that) is not clear. But the key hierarchy shows that R0KH is not part of TNGF.

· Enables sending two keys KTNAP and KFT as MSK to the entity that holds the root key of the FT key hierarchy. 
· The solution needs few clarifications to be presented related to the need of additional KFT sending and the need of a KH external to the TNGF over the existing principles of TS 33.501 Clause 7A.1. 

· Solution #8: Security Establishment for TNAP Mobility
· Enables a fresh TNAP key generation (as in Clause 6.8.2 using TNGF-ID, Nonces) at TNGF and UE. Newly derived TNAP Key is provided to the TNAP2 to allow establishment of security between UE and TNAP (i.e., reusing the principle from TS 33.501 Clause 7A.1 step 10d which allows sending of TNAP key from the TNGF to TNAP).

· Solution #10: TNAP mobility solution without full authentication
· Further this solution enables TNGF to send fresh KTNAP’ to the TNAP#2 to allow.
· Enables sending of fresh KTNAP’ from TNGP to the TNAP#2 to allow establishment of security between UE and TNAP (i.e., reusing the principle from TS 33.501 Clause 7A.1 step 10d which allows sending of TNAP key from the TNGF to TNAP).

· In this solution the TNGF generates KTNGF’ that is equivalent to the EAP 5G reauthentication root key by using the method in A.22 of TS 33.501 with the usage type distinguisher set to 0x03, with the input key KTNGF. TNGF generates KTNAP’ by using method defined in TS 33.501 A.22. 
· Solution #13: TNAP mobility using modified ERP:
· The solution modified the ERP method especially the root key (rRK) derivation. 

· Instead of deriving the key rRK from EMSK, the rRK is derived from KTNGF.

· Have 6 ENs in solution details and 1 EN in evaluation, further clarifications on solution details needs more information and discussion.
Based on the analysis, it is identified that TNGF sends a TNAP key from the TNGF to TNAP#2 in all solutions, and whether any additional key need to be sent needs further clarifications and justifications. Therefore, the solution proposal in this contribution, provides an initial conclusion with the aspects that are clear at this point of as presented above. For the open aspect, an EN is provided to allow further analysis and convergence.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.887.

*****Start of Change 1*****
7
Conclusions

7.4
Key issue #4: Security aspect of TNAP mobility without full authentication
Following aspects are recommended as baseline for the normative work, related to the case where the UE switches from one TNAP (old) to another TNAP (new) (within the same TNGF):

· The TNGF provides a fresh TNAP key to the new TNAP to allow security establishment between the UE and the new TNAP.
· Full authentication is not performed.
Editor's Notes: Further details if any are FFS.
*****End of Change 1*****
