
3GPP TSG-SA3 Meeting #111 
S3-2233094
Berlin, Germany, 22 - 26 May 2023
Source:
Nokia, Nokia Shanghai Bell
Title:
Discussion on multiple registration in parallel from different access
Document for:
Endorsement
Agenda Item:
4.9.5
1
Decision/action requested

request to endorse the proposal and consider approve corresponding CR
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Rationale

When UE registers to network via both 3GPP and non-3GPP (e.g. UE registered to 3GPP network PLMN-1 with AMF-1 first, then UE registers to non-3GPP network PLMN-2 with AMF-2 later), two different security contexts and states are maintained. According to 6.3.2.1 (Multiple registrations in different PLMNs) of TS 33.501, the single Kausf, which is the latest Kausf result of the successful completion of the latest primary authentication, is used by the UE and the HN regardless over which access network type (3GPP or non-3GPP) it was generated. Then keys used to protect message for UPU, SoR, application, etc., will be derived from the latest Kausf.

However, Kausf in UE and HN may be out of sync in some race condition, that will cause failure for some features relied on Kausf, e.g. UPU, SoR, AKMA, etc.

Those issues are described below in detail .
3.1      KAUSF mis-sync issue between UE and AUSF
Currently clause 6.9.5.2 doesn’t restrict the UE from registering with two AMFs of different PLMNs for different access at the same time. The scenario is as follows, UE first triggers registration request to AMF#1 for 3GPP access and in parallel UE triggers registration request to AMF#2 for non-3GPP access in a different PLMN. HN doesn’t control this behaviour and so authentication vectors are generated for each request from UE.  

The latest KAUSF result of the successful completion of the latest primary authentication is used by the UE and the HN regardless over which access network type (3GPP or non-3GPP) it was generated. HN could have stored KAUSF#1 as the latest and UE could have stored KAUSF#2 as the latest (potentially due to delay between network of two different AMFs & UE or could be handling of signals in protocol stack queue based on priority, etc).
With UE storing different KAUSF compared to HN, all traffic(UP data) or RRC , NAS control plane signals over 3GPP or non-3GPP will be fine without any issues. When UDM tries to send UPU data or SoR data, then integrity check fails and always ME will discard the UPU data and SoR data. 

Above scenario is illustrated in below figure 4.1-1.

Observation 1: Parallel registration from UE results in KAUSF mis-synchronization issue between UE and HN(AUSF) and results in failure (integrity check failure always) for the UPU and SoR procedures. 
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Figure 3.1-1   KAUSF mis-sync issue between UE and AUSF

3.2     AKMA context mis-sync issue between UE and AAnF
As described in above section 3.1, UE could have a KAUSF#2 which is different than the HN KAUSF#1. As a result of successful authentication, KAKMA and A-TID will generated at UE & HN. 

The UE will use KAUSF#2 as base key for AKMA. AKMA context in UE will contain KAKMA#2 and A-TID#2. 

The AUSF will use KAUSF#1 as base key for AKMA. AKMA context in AAnF will contain KAKMA#2 and A-TID#2. The UE sends an Application Session Establishment Request with A-KID#2 towards trusted AF or untrusted AF, then AF sends the AKMA key request towards the AAnF. 
The AAnF has the AKMA context with A-TID#1, but the request from UE and AF is for A-TID#2. Request towards AAnF will be rejected due to unavailable A-TID#2 in AKMA context maintained by AAnF.
Above scenario is illustrated in below figure 4.2-1.

Observation 2: Parallel registration from UE results in AKMA context mis-synchronization issue between UE and AAnF and results in “no possibility” of Application session establishment between UE and AF in Ua* interface. 
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Figure 3.2-1   AKMA context mis-sync issue between UE and AAnF

We are listed our observations below and propose for a minor correction in Rel-16, Rel-17 of TS 33.501 clause 6.9.5.2.  
Observation 1: Parallel registration from UE results in KAUSF mis-synchronization issue between UE and HN(AUSF) and results in failure (integrity check failure always) for the UPU and SoR procedures. 

Observation 2: Parallel registration from UE results in AKMA context mis-synchronization issue between UE and AAnF and results in “no possibility” of Application session establishment between UE and AF in Ua* interface. 

Observation 3: The likelihood of parallel registration is increased if the UDM in the HPLMN of UE can trigger re-authentication. 

5
detailed proposals
Proposal 1: UE side solution. Extend rules related to parallel NAS connection (Clause 6.9.5.2 of TS 33.501) to cover different PLMNs case. Normative correction is in CR S3-233095.

Proposal 2: Network side solution. Check authentication status of the UE by UDM when the UDM received authentication get request for an UE. Normative correction is in CR S3-233096.

Endorsement: Request SA3 to endorse one of the above proposal 1 and proposal 2.
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