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1
Decision/action requested

This discussion paper provides the detailed analysis of various solutions that are covered in TR 33.887 for KI#4.
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3
Introduction
The TR 33.887 has the ‘KI#4: Security aspect of TNAP mobility without full authentication’, for which 6 solution proposals were discussed and available as part of the study [1].  As the 6 solutions falls under different category, this discussion provides a detailed analysis to give the summary of pros and cons of each solution.
4
Discussion
The 6 solutions related to KI#4 in TR 33.887 includes solution #5, #6, #7, #8, #10 and #13 which are evaluated as follows.
	Solution #No-name
	Category
	Brief Summay
	Complete/ Incomplete (e.g., based on ENs)
	Future Proof (e.g., possible extensions to support inter TNGF mobility)
	Alignment with SA2 architecture
	Limitations and unclear aspects

	Solution #5: TNAP mobility solution with rand
	3GPP Native
	# Reauth ID is generated and sent to UE by the TNGF during initial auth. TNGF ID is part of Reauth ID.

# During mobility TNAP_mobility indication and Reauth ID is sent by UE and Reauth ID is used to identify the UE at the TNGF side. 

# Start security mode indication is sent to UE along with RAND and MAC by new TNAP when it receives new TNAP’ key, RAND and MAC from the TNGF.

# New TNAP’ key is derived using RAND.
	Complete
	Yes, can be extended as it is a 3GPP native solution.
	Yes, reuses SA2 architecture
	None

	Solution #6: TNAP mobility solution with count
	3GPP Native
	# Reauth ID is generated and sent to UE by the TNGF during initial auth. TNGF ID is part of Reauth ID.

# During mobility TNAP_mobility indication and Reauth ID is sent by UE and Reauth ID is used to identify the UE at the TNGF side. 

# Start security mode indication and update flag is sent to UE by new TNAP on receiving a new TNAP’ key from TNGF. 

# New TNAP’ key is derived using incremented Counter.
	Complete
	Yes, can be extended as it is a 3GPP native solution.
	Yes, reuses SA2 architecture
	None

	Solution #7: Using Fast BSS Transition for TNAP mobility
	IEEE FT
	# Involves two procedures such as Initial UE association and AP mobility.

# The Initial UE Association involves 802.11 authentication request/response, (re)association request/response with FT capability, Root key holder IDs, and 4-way handshake.

# The AP mobility involves 802.11 auth request/responses with nonces, key name, root key holder ID, reassociation request/responses with nonces, keyname, and MIC.

	Complete
	No. 

Based on [2], FT (Fast BSS Transition) supports mobility between APs only within the same mobility domain and within the same ESS (ESS transition is out of scope for FT). This means that the FT solution cannot be applied when the source and target TNAPs belong to different mobility domains or to different ESS.


	Not clear, because TNAN involves a TNGF and TNAP based on TS 23.501 clause 4.2.8.2. But the key hierarchy presented in this solution shows a new entity called Key Holder. The location of this new entity is not mapped to SA2 architecture.


	The FT solution is only applicable to IEEE 802.11 WLANs and cannot be applied to other non-3GPP access technologies.
 Based on [3], R0KH is a WLAN Controller. Does this mean FT solution requires a WLAN Controller? Or Can it be assumed that the TNGF plays the role of R0KH? These aspects are not clear yet in the solution description.
The relationship between SA2 defined TNGF ID and the IEEE defined MDID is not clarified.

Support of FT protocols for reassociation within the same mobility domain is optional [2].

	Solution #8: Security Establishment for TNAP Mobility
	3GPP Native
	#During initial authentication, nonces are exchanged to generate the Reauth-ID. 

#During TNAP mobility Reauth ID is used to identify the UE at the TNGF as the NAI is composed of Re-auth ID and TNGF ID. TNGF and UE exchanges Nonces and MACs. A new TNAP key is generated using the exchanged Nonces and the TNGF ID.
	Complete
	Yes, can be extended as it is a 3GPP native solution.
	Yes, reuses SA2 architecture
	None

	Solution #10: TNAP mobility solution without full authentication 
	3GPP Native
	#The TNGF need to know that the UE reconnect to the TNGF again, but via TNAP#2 by receving the same UE ID in the previous connection. The UE ID is the SUCI or 5G-GUTI used in step1.

# TNGF finds security context based on UE ID, generates new KTNGF using new type distinguisher set to 0x03. 

# TNGF and UE exchanges Nonces and HMAC, where the HMAC is generated based on freshness parameter.

# UE generates the new KTNGF similar to TNGF.


	Have 2 ENs - Incomplete
	Yes, can be extended as it is a 3GPP native solution.
	Yes, reuses SA2 architecture
	 None

	Solution #13: TNAP mobility using modified ERP
	Modified ERP
	# The solution modified the ERP method especially the root key (rRK) derivation. 

# Instead of deriving the key rRK from EMSK, the rRK is derived from KTNGF.
# Have 6 ENs in solution details and 1 EN in evaluation, further clarifications on solution details needs more information and discussion.


	Have 7 ENs -Incomplete
	May be extendable. The solution is incomplete and lacks several details for further evaluation.
	Yes, reuses SA2 architecture
	The security need/issue which demands the change to existing ERP is not clarified in the solution.
Related to ERP, the need to skip/violate recommendations and guidelines from [4] and [5] is not clear.


Based on the solution analysis presented above, it is very essential that the type of solution (one or a merger based on concepts from one or more solution) can be selected for the conclusion based on the following aspects.

1. Should align and use SA2 architecture as base.
2. Should be future-proof.
a. Because defining different type of solutions for potential TNAP mobility scenarios (intra TNGF and inter TNGF case) will not be optimal. The solution should be extendable and able to support inter-TNGF mobility, i.e., mobility to a TNAP that can connect to a different TNGF only. Even if there are no clear requirements for inter-TNGF mobility, such scenarios are realistic, and the solution defined should be future-proof and be able to support such scenarios too.
3. Should be able to work with all non-3gpp access technologies (e.g., BT, not only 802.11 WLANs).
5
Conclusion

Based on the detailed analysis presented in Clause 4, the main category of solutions which aligns with the essential aspects (SA2 architecture alignment, future-proof, applicability to all trusted non-3gpp access technologies) to be considered for normative work is the ‘3GPP Native Category’ of solutions (#5, #6, #8, #10) which have more commonalities that can be merged as one single solution and the related stable principles can be recommended for the KI#4 conclusion.
Further we can see some similarlies in nonce usages in FT solution#7 and 3GPP native Solution#8, but further clarifications are needed on the location of RH, i.e., alignment to SA2 architecture. Based on further clarifications, if SA3 need to consider additional re-auth mechanism exclusively for IEEE 802.11 WLANs or not can be discussed further.

Also, it is proposed to send an LS to SA2 (i.e., S3-233107) to clarify on the type of trusted non-3gpp access technologies to be considered for the KI#4.
